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Abstract

Artificial intelligence (AI) is transforming criminal practice by industrialising deception,
compressing attack cycles, and corroding evidentiary trust. This narrative review synthe-
sises recent technical and criminological literature with institutional reporting to explain
how generative models, predictive analytics, and automation enable convincing synthetic
media, highly targeted social engineering, document forgery, identity synthesis, and adap-
tive evasion. Attention is given to the convergence with organised networks that use AI
to coordinate logistics, mimic normal behaviour, and launder proceeds across platforms.
Furthermore, a review of the grey literature was carried out to identify applied cases and to
show how heterogeneous they are. Defensive efforts are advancing, yet detection remains
brittle under laundering, increasing media realism, and adversarial adaptation. Regulatory
and policy responses are surveyed across jurisdictions without claiming exhaustiveness;
they appear fragmented and often lag operational innovation. The objective is pragmatic:
to raise attacker costs and preserve information integrity while safeguarding fundamental
rights and forensic reliability.

Keywords: artificial intelligence; cybercrime; deepfakes; voice cloning; social engineering;
adversarial machine learning

1. Introduction
The advent of artificial intelligence (AI) constitutes a structural inflexion in the evolu-

tion of cybercrime, reconfiguring offenders’ modus operandi and amplifying the sophisti-
cation, scale, and stealth of malicious activity [1,2]. Table 1 provides a concise chronology
of these developments.

Over the past two decades, cybercrime has undergone a radical transformation from
rudimentary intrusion methods to complex, automated operations. AI has catalysed and
amplified this trajectory, rendering threats faster, more adaptive, and harder to detect.
According to the EU Serious and Organised Crime Threat Assessment 2025 (EU-SOCTA
2025), AI is “accelerating organized crime,” particularly through targeted digital fraud,
deepfakes, voice cloning, and highly personalised phishing schemes [3]. Social engineering,
identity theft, and digital money laundering are increasingly enhanced by algorithms
capable of processing large datasets and simulating human-like behaviour. The increasing
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convergence of criminal and state actors further complicates the global landscape, as attacks
are motivated not only by profit but also by geopolitical disruption.

Table 1. AI–Cybercrime Milestones (2010–2025): Key Events and Security Impacts.

Year Event Impact on Cybersecurity

2010 Proliferation of machine learning Early malware families began using machine-learning
techniques to evade signature-based antivirus mechanisms.

2015 Integration of AI in defence systems Organisations deploy AI systems for anomaly detection;
adversaries adopt more advanced evasion tactics.

2018 Automated AI-driven attacks Emergence of intelligent botnets and personalised phishing
using NLP.

2020 Deepfakes and advanced social engineering
Generative AI produces realistic synthetic media (images,
voices, video), increasing the believability and reach of
social-engineering attacks.

2023 Generative AI in malware

Malware adapts to target environments in real time, making
detection and mitigation significantly more difficult;
adversarial-ML studies show evasion of static and dynamic
detection via training-data poisoning and behaviour shifting
that ML models struggle to generalise.

2025 Multimodal AI and predictive attacks

Attackers use predictive analytics and external data sources
(web, social media, dark web) to anticipate defences and
tailor attacks with greater precision; forecasting models
based on web-forum signals report promising F1-score
improvements for cyberattack prediction.

One of the most alarming developments is the emergence of adaptive malware, facili-
tated by adversarial machine learning. Patil et al. demonstrated that AI-based malware
detection systems can be evaded through carefully crafted adversarial samples, unless
models are explicitly designed for robustness [4]. Similarly, Chen et al. described how
poisoning attacks can manipulate training data, undermining the reliability of AI-driven
detection systems [5]. These dynamics underscore a co-adaptive threat environment in
which defenders and offenders continuously learn and adapt, limiting the durability of
static countermeasures.

AI is also leveraged to strengthen phishing and social engineering techniques. By
analysing large datasets, generative models can produce highly personalised and credible
messages, deceiving victims into disclosing sensitive information or performing harm-
ful actions [6]. Empirical evidence indicates that such AI-assisted phishing campaigns
achieve click-through rates comparable to or higher than human-generated attacks [7].
The evolution of phishing and social engineering has been accelerated by advances in ma-
chine learning and Natural Language Processing (NLP), enabling text that closely mimics
authentic communication at scale. Jabir et al. systematically reviewed human factors in
AI-powered phishing and found that cognitive biases, overconfidence, and automation
trust significantly increase vulnerability to AI-generated deception [8].

Recent research also highlights the predictive potential of AI for both offensive and
defensive cyber operations. Goyal et al. demonstrated that predictive analytics using
web-based and dark web signals can forecast cyberattacks with notable accuracy [9], while
Danish proposed real-time models that enhance proactive threat detection [10]. However,
Alavizadeh et al. argue that predictive AI in cybersecurity must be conceptualised within a
dynamic “Markov game” framework, where both attackers and defenders continuously
learn and adapt [11]. AI is also used to automate large-scale attacks such as Distributed
Denial of Service (DDoS), enabling real-time coordination that amplifies both effectiveness
and complexity.
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Institutional reports corroborate these findings. Europol (2025) emphasises that AI is
enhancing organised crime operations across multiple domains—including drug traffick-
ing, human trafficking, and money laundering—by automating and optimising criminal
processes [3]. This intersection of automation, deception, and transnational coordination
defines a new paradigm in AI-enabled criminality.

This article, through a narrative review and illustrative cases, provides an overview of
how artificial intelligence can be leveraged to facilitate criminal undertakings, including
impersonation via the generation of synthetic content (from voice deepfakes to full-body
personae), the exploitation of financial resources through fictitious identities, and the
operational support it can provide to organised crime. It also provides a concise analysis of
regulatory measures adopted by governments against the criminal use of AI. Specifically, it
examines how AI reshapes criminal opportunity structures and decision-making, and why
countermeasures often fail under adversarial adaptation.

2. Materials and Methods
This study employs a documentary narrative review encompassing technical, crim-

inological, and legal sources, selected to reflect the interdisciplinary and rapidly evolv-
ing nature of AI-enabled offending. Searches were conducted in major bibliographic
databases—Scopus, Web of Science (WoS), IEEE Xplore, ACM Digital Library, PubMed,
SSRN—and in the arXiv preprint server to capture both peer-reviewed and frontier re-
search (January 2010–October 2025). Boolean strings combined AI capabilities with offence
categories (e.g., “artificial intelligence” AND cybercrime; deepfake; “voice cloning” AND
fraud; “synthetic identit*” AND laundering; “adversarial machine learning” AND evasion;
“organized crime” AND AI). Coverage was expanded through backward/forward citation
tracking and hand-searches of institutional repositories (Europol, INTERPOL, UNODC,
ENISA, NIST, MITRE). Relevant statutory and regulatory materials were identified via
official gazettes and consolidated legal databases.

Given that operational descriptions of emergent cyber-enabled crime frequently appear
earlier in institutional and technical reporting than in peer-reviewed literature, a struc-
tured search of grey literature published between 2018 and October 2025 in English and
Italian was also conducted. This included policy and regulatory reports, law-enforcement
advisories, threat-intelligence briefs, white papers, technical blogs, and investigative jour-
nalism, and was executed via Google/Google Scholar and targeted domain queries using a
predefined keyword set (e.g., “AI-enabled deception,” “voice-cloning fraud,” “automated
phishing,” “LLM-assisted social engineering”). Grey sources were used to document
observed tactics, techniques, and incident archetypes rather than to infer prevalence or
causal effects. Records were screened using the AACODS checklist; inclusion required
concrete incident detail and triangulation across at least two independent sources, while
duplicates, purely speculative pieces, and non-substantiated claims were excluded. This
approach aligns with established expectations for narrative reviews, prioritising trans-
parency of selection choices and explicit handling of evidence heterogeneity. To strengthen
the methodological value of this narrative review, we conducted a SANRA (Scale for the
Assessment of Narrative Review Articles) -informed appraisal of the narrative review
articles cited as background evidence within the manuscript. The resulting item-level
scores are reported in the Supplementary Materials to enhance transparency regarding the
quality and evidentiary weight of secondary sources.
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3. Deepfakes, Voice Cloning, and the Criminal Exploitation of
Synthetic Media

The rise in AI has enabled the creation of highly realistic synthetic multimedia
content—commonly referred to as deepfakes—that can be deployed for illicit purposes.
Such manipulated media can depict real individuals in fabricated or compromising sce-
narios, with severe consequences for privacy, reputation, and psychological wellbeing [12].
Deepfakes exemplify one of the most ethically complex manifestations of the current AI
revolution, challenging traditional notions of truth, authenticity, and human identity [13,14].
In criminological terms, synthetic media expands opportunity structures by lowering pro-
duction costs, increasing plausibility, and compressing the time required to operationalise
deception at scale, while simultaneously degrading the ordinary cues by which victims
and institutions have historically assessed credibility.

Recent advances in generative adversarial networks (GANs) and diffusion models
have dramatically reduced the technical barriers to producing synthetic video and audio,
enabling their use in sextortion and non-consensual intimate imagery crimes [15]. In such
cases, offenders create fake but photorealistic material that overlays a victim’s face onto
explicit scenes and threaten disclosure unless a ransom is paid. Even when no authentic
intimate material exists, the fabricated content can appear genuine enough to destroy
reputations or induce severe trauma [12]. Harms manifest at the individual level through
acute psychological distress—humiliation, anxiety, fear, and loss of autonomy—alongside
reputational and relational damage that jeopardises employability and personal safety,
and generates concrete economic losses via extortion, identity fraud, and costly remedia-
tion [16,17]. At the institutional level, deepfakes increase caseload burdens for platforms,
employers, and law enforcement while straining takedown pathways and data-protection
remedies; at the systemic level, they erode informational trust and amplify gender-based
and reputational vulnerabilities, with disproportionate impacts on minors and public fig-
ures [18]. The proliferation of non-consensual deepfake pornography exemplifies these
dynamics, intensifying victimisation while exposing the limits of reactive content modera-
tion and after-the-fact legal repair.

The rapid proliferation of deepfakes is paralleled by voice-cloning technologies that re-
produce human speech with high fidelity using deep neural architectures such as Tacotron 2,
WaveNet, and VALL-E, enabling capture of timbre, prosody, and emotional tone from only
a few seconds of audio [19,20]. Criminal exploitation is already evident: synthetic voices
are deployed for fraud, identity theft, and social engineering—often defeating voice authen-
tication systems and enabling CEO-impersonation and “virtual kidnapping” scams [21–26].
Demographic and situational factors—age, gender, and listener awareness—modulate
attack success, while user studies show that humans frequently fail to distinguish bona fide
from AI-generated speech, with error rates exceeding 60% [21,22,24]. Although machine-
and deep-learning–based detectors (e.g., Convolutional Neural Networks (CNNs), GANs)
can flag synthetic speech, their effectiveness degrades in real-world acoustic conditions,
under linguistic variation, and when attackers apply laundering or other obfuscation
strategies [27–30]. Adversaries increasingly rely on perturbation, replay, laundering, and
ultrasonic methods to evade detection [28,31–34], illustrating a co-adaptive environment in
which defensive gains are repeatedly stress-tested and partially neutralised [35–37]. Beyond
financial crime, voice cloning undermines biometric authentication, enables scalable social
engineering, and directly jeopardises the integrity of audio evidence in forensic contexts;
proposed countermeasures such as watermarking and masking show promise but remain
largely experimental [38,39].

In parallel, the justice system is increasingly facing not only a technological challenge
but also an epistemological one: a transition from “trust in visual evidence” to certified
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traceability of origin and provenance [14]. Judges and forensic experts can no longer treat
the “expert eye” as a sufficient safeguard [40]. A shift toward deep digital forensics is
required—one that examines cross-layer consistency across devices, file systems, and server-
side logs rather than relying on surface plausibility. Contemporary courtroom threats now
include advanced evidentiary fabrication, including LLM (Large Language Model)-enabled
generation of entire chat databases (e.g., WhatsApp, Telegram) that reproduce idiolect,
abbreviations, and habitual errors; AI-assisted fabrication of e-mails that simulates not only
message bodies but also plausible header structures and coherent metadata; and synthetic
“scanned” documents that emulate scan artefacts (background noise, page skew, faded
stamps) to produce an appearance of age and authenticity for PDFs generated moments
earlier [41]. These developments raise practical questions regarding the allocation of the
burden of proof for authenticity verification and the proposed use of “AI against AI” to
detect non-human patterns in generated texts or metadata, while remaining embedded in a
continuing arms race of adaptation [42].

Legal countermeasures against deepfakes increasingly blend criminalisation, platform-
governance duties, and evidentiary safeguards. The United Kingdom has announced new
standalone offences for creating sexually explicit deepfakes without consent—complementing
the Online Safety Act 2023—thereby shifting liability onto perpetrators rather than vic-
tims of image-based abuse [43,44]. At the EU level, the Artificial Intelligence Act re-
quires transparency and labelling for AI-generated or manipulated content (including
deepfakes), and the Digital Services Act strengthens platform notice-and-action and trans-
parency obligations—together creating a compliance baseline for provenance and modera-
tion [45,46]. Outside Europe, China’s “Deep Synthesis” rules mandate content labelling
and provider due-diligence, while Australia criminalised the non-consensual sharing of
sexually explicit deepfakes at the federal level and strengthened civil takedown powers
through the Online Safety Act [47,48]. Brazil’s Superior Electoral Court prohibited deep-
fakes in campaign communications and ordered clear AI disclosures, exemplifying targeted
electoral protections [49]. In the United States, a patchwork of state measures combines
political-deepfake rules and personality-right/voice-cloning protections (e.g., Tennessee’s
2024 ELVIS Act), while many states continue to adopt disclosure or blackout-period rules
for AI-altered political ads [50,51]. South Korea, confronting a surge of synthetic-sex-crime
cases, has tightened its Special Act on the Punishment of Sexual Crimes to raise penalties
and to criminalise viewing/possession of sexually explicit deepfakes [52]. To protect evi-
dentiary integrity, legal frameworks are increasingly paired with technical standards and
forensic practice: courts and regulators encourage provenance (e.g., C2PA Content Prove-
nance and Authenticity) and admit state-of-the-art detection grounded in convolutional
neural networks, spatio-temporal analysis, and multimodal fusion, while recent surveys
and studies map both technical advances and real-world fragilities that legal systems must
anticipate under adversarial adaptation [53–56].

4. Automated Financial and Identity Frauds via AI
AI now enables financial fraud and identity theft at scale by processing massive

datasets to simulate credible financial behaviours, defeating traditional banking controls
and anti-fraud systems [57,58]. Identity fraud increasingly relies on AI to collect, cor-
relate, and manipulate personal information from public sources and data breaches to
fabricate realistic synthetic identities capable of opening bank accounts, obtaining credit,
or subscribing to digital services in the names of unaware third parties [58,59]. It is there-
fore important to distinguish synthetic identity fraud from conventional identity theft:
rather than merely hijacking an existing victim’s account, offenders assemble partially real
and partially fabricated attributes into a new, plausible persona that can persist across
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institutions, accumulate “legitimacy” over time, and scale across automated onboarding
pipelines. Generative AI further enhances phishing and social-engineering operations by
crafting tailored messages and mimicking authentic banking interfaces, luring victims into
authorising payments, divulging PINs/OTPs (Personal Identification Number/One-Time
Password), or installing remote-access malware; it can also forge high-fidelity documents
that bypass Know-Your-Customer (KYC) checks [58,60]. These capabilities increase reach
while compressing operational timelines, enabling rapid iteration on persuasive scripts
and continuously adapting lures to the victim’s context.

On the defensive side, widely deployed detection pipelines include machine-learning
classifiers—random forest, isolation forest, neural networks—and anomaly-detection meth-
ods that achieve high accuracy against evolving fraud patterns [61–71]. Generative-AI
techniques are dual-use: they enable synthetic-identity creation and complex scams,
but they also improve detection via predictive analytics and advanced anomaly detec-
tion [64,70,72,73]. AI systems increasingly integrate social-media signals for identity ver-
ification, combining ensemble methods with behavioural biometrics to strengthen risk
scoring [74–78]. Academic advances show that hybrid deep-learning models—combining
RNNs (Recurrent Neural Network), Transformers, Autoencoders, and mixture-of-experts
frameworks—can identify synthetic identities and anomalous transaction sequences with
high efficacy [79]. However, operational performance is uneven outside controlled set-
tings: models can degrade under distribution shift, data sparsity, adversarial manipulation,
and cross-channel laundering strategies that fragment signals across platforms. “Identity
deepfake” attacks against biometric authentication (e.g., synthetic voice or image inputs)
also remain under-appreciated by both experts and the public, exposing modern systems
to spoofing, escalation, and downstream account compromise [80]. In this co-adaptive
setting, defensive gains are often temporary unless detection stacks are continuously
validated against evolving attacker tactics and integrated with procedural friction for
high-risk actions.

Lawmakers are countering automated financial and identity fraud enabled by artificial
intelligence through risk-based regulation, platform duties, and strengthened identity and
payments controls. The European Union’s Artificial Intelligence Act mandates transparency
and risk management for higher-risk systems, while the Payment Services Directive requires
strong customer authentication to curb account-takeover and payment fraud [45,81]. The
United Kingdom imposes duties to reduce fraudulent advertising online and introduces
mandatory identity verification for company controllers to deter shell identities and false
filings [44,82]. In the United States, the communications regulator clarified that calls using
synthetic voices fall under the Telephone Consumer Protection Act, enabling enforcement
against voice-cloned scam calls [83]. Beyond Europe and North America, China targets
organised online fraud with a dedicated national statute, Singapore authorises binding
disruption orders against scam infrastructure, and Australia strengthens customer due
diligence and reporting through anti-money-laundering law [84–86].

Systemically, Europol warns that AI is automating scams against banks, fintech firms,
and private users, threatening digital economic stability and complicating law-enforcement
efforts [3]. These developments underscore that AI-enabled financial and identity fraud is
not merely a technical problem: regulatory gaps, social trust, and institutional capacity are
directly implicated. Effective responses must therefore pair multi-factor and behavioural
authentication with continuously updated detection stacks, rigorous provenance and
onboarding controls, and governance mechanisms that anticipate adversarial adaptation
rather than treating fraud models as static solutions [57,58].
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5. Technologically Assisted Organised Crime and the Integration of
Artificial Intelligence

Organised crime is rapidly integrating AI into core operations, producing “techno-
logically assisted deviance” that automates logistics, simulates identities, manipulates
financial systems, and weaponizes disinformation to impede detection [3,87,88]. Criminal
networks increasingly resemble quasi-corporate structures with dedicated units for cyber-
crime, AI-driven fraud, and digital social engineering, turning AI into a force multiplier
via algorithmic decision-making and predictive analytics [87–89]. At the same time, it is
analytically important to distinguish between AI as an efficiency amplifier and AI as a
genuinely transformative organisational force. In many settings, AI primarily increases
speed, scale, targeting precision, and operational resilience within familiar criminal busi-
ness models; in others, it enables forms of coordination, impersonation, and adaptive
optimisation that change how networks recruit, allocate roles, manage risk, and learn from
enforcement pressure. This distinction clarifies why AI-enabled organised crime is not
reducible to “more cybercrime,” but can also reconfigure the structure and governance of
illicit enterprises.

Applications span deepfakes, voice cloning, and AI-enabled phishing for financial
fraud, stock manipulation, and influence operations [3,90–95]. In the logistical sphere,
predictive systems that ingest real-time data anticipate law-enforcement interventions,
map surveillance blind spots, and optimise smuggling routes for drugs and human traf-
ficking using clustering and geospatial analytics [95]. Tactically, autonomous drones and
AI-coordinated vehicles enable persistent surveillance and remote delivery of illicit goods
in otherwise inaccessible environments—an evolution already documented in Mexico,
Haiti, parts of Africa, and emerging European contexts [96,97]. Financially, synthetic iden-
tity fraud—constructing credible identities from fragments of real data—has surged, with
advanced harvesting and correlation pipelines enabling pass-through of KYC checks and
illicit access to credit [89,98]. In money laundering and market abuse, machine learning,
neural networks, and anomaly-detection techniques are used to disguise flows and evade
surveillance [63,68,99–103], while “crime as a service,” deepfake-based fraud, and increas-
ingly autonomous criminal networks are forecast to expand [90,92,104–106]. Crucially,
offenders adapt to anti-money-laundering controls by mimicking normal patterns and
exploiting model blind spots, degrading detector performance over time [101,107–113].
The net effect is a self-optimising ecosystem in which algorithms refine illegal strategies in
response to environmental feedback, strengthening operational security and complicating
attribution and disruption—an “automation of organized crime” that strains traditional
investigative and regulatory frameworks [3,87,95].

Several jurisdictions have begun to adopt targeted legal countermeasures that ex-
plicitly address the ways organised networks weaponise artificial intelligence. Italy’s
Law 23 September 2025 No. 132 establishes a new offence of “illicit diffusion of con-
tent generated or altered with artificial intelligence” and aggravates penalties where of-
fences (including certain market-abuse crimes) are committed through artificial-intelligence
systems—thereby directly linking criminal liability to the use of such technologies [114].
China’s Law Against Telecom and Online Fraud creates a dedicated framework against
transnational scam syndicates, imposing preventative responsibilities on telecommuni-
cations, financial and online-service providers and enabling coordinated disruption of
fraud infrastructures [84]. Singapore’s Online Criminal Harms Act authorises binding
directions—such as access-blocking, takedown and account-restriction orders—to disrupt
scam infrastructure and impersonation campaigns at source, including before a substantive
offence is complete [85,115]. The United Kingdom’s Online Safety Act imposes duties on
large online services to reduce the risk that their systems are used for illegal activity, with
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specific obligations regarding fraudulent advertising, closing a key conduit exploited to
scale artificial-intelligence-enabled fraud [44].

Table 2 below summarises the main uses of AI in criminal tasks.

Table 2. Artificial intelligence in criminal tasks.

Use/Tactic Core Capability Crimes/Examples Why It Scales Key Defences

Synthetic media and
voice cloning

Generative
adversarial networks
and diffusion for
video; neural
text-to-speech for
voices

Sextortion; senior
executive
impersonation;
evidence tampering

High realism; low
cost; reuse across
channels

Content credentials
and provenance
standards;
watermarking;
trusted detection;
chain-of-custody;
out-of-band
confirmation

Artificial-
intelligence-written
social engineering

Large language
models for
personalization;
chatbot orchestration

Spear-phishing;
voice and text scams;
fake support chats

Personalization at
machine scale

Risk-graded friction;
email authentication
and domain
alignment; realistic
drills; live call-backs

Synthetic identities
and document
forgery

Identity document
synthesis; data
correlation

Customer identity
verification bypass;
new-account fraud;
mobile number and
account swaps

Automated
onboarding;
high-fidelity
forgeries

Strong and
continuous customer
verification; liveness
and behavioural
biometrics;
intelligence sharing

Evidentiary
fabrication in judicial
contexts (synthetic
logs, chats, emails)

Generative text with
metadata/header
synthesis; emulation
of forensic artefacts
and document
provenance cues

Fabricated What-
sApp/Telegram
conversation
databases; forged
email threads with
plausible headers;
synthetic server logs
and transactional
records

High surface
plausibility; rapid,
low-cost production;
cross-format internal
consistency that can
withstand superficial
scrutiny

Provenance-first
acquisition and
preservation; deep
digital forensics
(device, file system,
and server-log
coherence); validated
methods with
transparent
uncertainty
reporting; strict
chain-of-custody and
corroboration
requirements

Adaptive malware
and adversarial
machine learning

Evasion learning;
adversarial examples;
data poisoning

Antivirus and
sandbox evasion;
polymorphic
payloads

Rapid adaptation to
detectors

Adversarially robust
models; behaviour
analytics; telemetry
sharing

Botnets and
automated abuse

Traffic shaping,
targeting, and
scheduling

Denial-of-service;
large-scale scraping;
credential stuffing

Real-time
coordination

Bot management;
rate limits; anomaly
detection;
proof-of-work on
high-risk endpoints

Payment fraud and
account takeover

Voice cloning with
conversational
engines

Authorised
push-payment fraud;
one-time password
harvesting;
remote-access scams

Believable prompts;
urgency
manipulation

Strong customer
authentication;
confirmation of
payee; velocity
controls; delayed
settlement
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Table 2. Cont.

Use/Tactic Core Capability Crimes/Examples Why It Scales Key Defences

Anti-money-
laundering evasion
and laundering

Normal-pattern
mimicry; synthetic
transaction graphs

Layering; mule
networks;
cross-platform
washing

Low-signal,
threshold-evading
flows

Graph and sequence
models; continuous
baselining;
human-in-the-loop
reviews; sharing of
suspicious activity
reports

Organised-crime
logistics and
smuggling
optimisation

Predictive and
geospatial analytics;
autonomy in drones
and vehicles

Route optimisation;
drone drops;
surveillance evasion

Data-driven
coordination; remote
operations

Counter-drone
systems; targeted
interdiction; lawful
data sharing and
joint operations

Information
operations and
market abuse

Generative content
and coordinated
inauthentic
behaviour

Influence operations;
pump-and-dump;
reputational
sabotage

Platform-scale reach;
rapid narrative
testing

Provenance and
labels;
notice-and-action
takedown; detection
of coordination
patterns; media
literacy

Biometric spoofing
and
counter-forensics

Presentation, replay,
and ultrasonic
attacks; data
laundering

Defeating face and
voice checks; identity
fraud; evidence
laundering

Reusable toolkits
across targets

Presentation attack
detection;
continuous risk
scoring; multi-factor
authentication with
independent
modalities

6. Illustrative Cases of AI-Facilitated Offending
This section surveys illustrative cases that evidence the operational heterogeneity of

AI-enabled criminality and help delineate a paradigm of “assisted technological deviance.”
The aim is analytical rather than epidemiological: the cases are not presented as a represen-
tative prevalence sample, but as mechanism-revealing exemplars spanning synthetic-media
abuse, AI-assisted cyber operations, access/infiltration via socio-technical pipelines, and
the judicial/forensic risks posed by high-opacity algorithmic systems. Consistent with
criminological practice in rapidly evolving domains, several cases are necessarily docu-
mented through grey literature (e.g., threat-intelligence reporting, investigative journalism,
institutional advisories) because incident-level details and procedural milestones often
appear first—and sometimes exclusively—outside peer-reviewed venues. Where this evi-
dentiary base is predominantly non-academic, the case is used to characterise emerging
tactics and governance vulnerabilities rather than to support quantitative claims about
incidence or effect size.

To enhance pattern visibility across heterogeneous incident types, Table 3 synthe-
sises the illustrative cases by mapping primary AI capability to offence setting, the main
criminogenic implication, and the evidentiary or governance vulnerability highlighted by
each case.
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Table 3. Illustrative cases of AI-facilitated offending: primary capability, offence setting, and
key implications.

Case Primary AI
Capability

Offence
Type/Setting Key Implication Sources

1. University of Hong
Kong deepfake ring

Synthetic image
generation

Non-consensual
intimate deepfakes

Consent, privacy, and
institutional duty of care in
high-trust environments

[116–118]

2. Maryland school
audio deepfake Voice generation Defamation, social

destabilisation

High social harm with
imperfect statutory fit;
evidentiary governance gaps

[119–121]

3. UK v. Hugh Nelson
(synthetic CSAM)

Synthetic media
generation

Creation/distribution
of AI-generated
CSAM

Courts treating synthetic
production as materially
harmful despite lack of
identifiable child victim

[122–124]

4. Anthropic report on
Claude Code misuse

LLM-assisted
coding/ops support

Cybercrime
enablement,
extortion workflows

Generative AI compresses
attack cycles and lowers
expertise thresholds;
dual-use governance limits

[125,126]

5. North Korean
employment infiltration

LLM-assisted writ-
ing/translation/coding

Access via hiring
pipelines

Hiring as an attack surface;
insider-risk amplification
through AI support

[127–129]

6. PromptLock
ransomware prototype Code generation Proof-of-concept

adaptive malware

Reduced skill barrier and
faster iteration; early signal of
adversarial adaptation

[130,131]

7. Ohio “Cybercheck”
AI-supported
investigative
analytics

Forensic AI in
criminal proceedings

Opacity, validation deficits,
and evidentiary admissibility
risks

[132–134]

8. Facial recognition
misidentifications Computer vision Policing and arrests

Due-process risks; need for
corroboration, auditability,
and oversight

[135,136]

9. 2025 synthetic-media
fraud surge

Synthetic media +
social engineering

Financial fraud and
disinformation

Cross-platform
impersonation; scale and
urgency cues erode
traditional safeguards

[137–139]

10. AI-enabled criminal
drones

Autonomy/targeting
support

Physical-domain
criminal operations

Attack surface expansion
from cyber to kinetic;
operational interdiction
challenges

[140–142]

11. AI in trafficking
recruitment

ML-driven
profiling/targeting

Grooming and
recruitment

Industrialisation of coercive
persuasion; scalable victim
selection and scripting

[143–145]

1. University of Hong Kong Deepfake Ring
A law student allegedly generated more than 700 non-consensual pornographic deep-

fakes of fellow students and faculty. The case was initially surfaced through victim report-
ing on social media and prompted formal institutional responses, followed by regulatory
attention. Public statements from the University indicate that internal handling included
disciplinary measures and support arrangements for affected students, while broader
reporting indicates that Hong Kong’s privacy watchdog opened a criminal investigation,
foregrounding the unlawful processing and disclosure of sensitive personal data (includ-
ing intimate imagery and biometric identifiers). The incident spotlights the governance
problem of consent in AI-mediated image fabrication and the duty-of-care obligations of
high-trust institutions faced with low-cost synthetic-media victimisation [116–118].
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2. Maryland School Audio Deepfake (Dazhon Darien)
An ex–high school athletic director used generative AI to produce a defamatory

audio deepfake of the principal containing racist and antisemitic content. The recording
disseminated rapidly through social platforms, precipitating threats and community unrest
and producing substantial institutional disruption. The case culminated in an Alford plea
and a custodial sentence, often cited as illustrative of a persistent governance mismatch: the
social destructiveness and speed of synthetic-audio defamation can substantially exceed
the calibration of existing criminal categories and evidentiary routines, particularly when
attribution and provenance are contested early in an investigation [119–121].

3. UK v. Hugh Nelson (AI-Generated Child Sexual Abuse Material “CSAM”)
Hugh Nelson received a lengthy custodial sentence for creating AI-enabled/computer-

generated child sexual abuse material and distributing it. Official prosecutorial and police
communications emphasise that criminal liability and legally cognizable harm may attach
even where no identifiable real-world child victim can be directly mapped onto a specific
synthetic output, reaffirming the protection of dignity and the preventive logic of sexual-
offence frameworks in virtualized contexts. The ruling signals a stringent judicial posture
toward synthetic CSAM and commercial distribution and indicates a willingness to treat
tool-enabled fabrication as comparable—in legal seriousness—to traditional production
modalities [122–124].

4. Anthropic Report on Claude Code Misuse
Anthropic’s 27 August 2025 report describes criminal misuse of its Claude Code

model in high-complexity cybercrime contexts, including malicious coding support and
operational enablement for extortion workflows, with some activity attributed to North
Korean-linked actors. As corporate threat-intelligence, the report does not constitute a
prevalence estimate; however, it is analytically valuable because it details how generative
systems can compress attacker “work cycles” by accelerating reconnaissance, automating
credential-harvesting steps, and supporting adaptive decision-making. The report also
describes the use of AI for psychologically tailored social engineering (“vibe hacking”),
underlining that the criminogenic shift is not only technical but interactional: coercion
scripts and personalization can be iterated rapidly to exploit human vulnerabilities at
scale [125,126].

5. North Korean Employment Infiltration via AI
Operators linked to North Korea allegedly leveraged generative AI to draft job ap-

plications, translate materials, and develop code, securing remote roles that can provide
access to corporate systems and sensitive datasets. In this pattern, hiring pipelines become
an attack surface: AI reduces linguistic and cultural barriers to deception, increases the
plausibility of applicant materials, and can provide “on-the-job” assistance once access
is obtained, thereby amplifying insider-risk dynamics. While some operational details
circulate in corporate reporting, official U.S. government communications describe the
broader scheme of DPRK-linked remote IT worker fraud and associated enforcement re-
sponses, supporting the inference that employment-mediated access is an increasingly
salient socio-technical vector in AI-enabled offending [127–129].

6. PromptLock: AI-Powered Ransomware Prototype
ESET researchers described “PromptLock,” a proof-of-concept ransomware prototype

that uses AI to generate or vary malicious code. Even if not documented as widespread
deployment, its analytic relevance lies in demonstrating a plausible pathway to adversarial
adaptation: code variation can erode signature-based detection and shorten attacker itera-
tion loops, lowering expertise thresholds and accelerating learning. As an early warning
signal, the case supports the broader concern that defensive controls must assume adaptive,
model-assisted malware evolution rather than static toolchains [130,131].
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7. Ohio’s Cybercheck Tool: From Convictions to Exclusion
The Global Intelligence “Cybercheck” system was promoted as an AI-enabled in-

vestigative tool capable of geolocation inference and was reportedly used in support of
prosecutions, including severe custodial outcomes. Subsequent scrutiny challenged relia-
bility and transparency, and courts restricted or excluded Cybercheck-derived evidence
in at least some proceedings, with disputes focusing on validation, disclosure, and the
feasibility of meaningful adversarial testing when the analytic pipeline is opaque. This
episode illustrates a central governance risk of forensic AI: where methods, error rates, and
inferential steps are not independently auditable, algorithmic outputs can undermine rather
than strengthen evidentiary integrity, especially when they are treated as determinative
rather than as leads requiring corroboration [132–134].

8. Facial Recognition Misidentifications in U.S. Policing
Investigative reporting has documented multiple wrongful arrests linked to un-

corroborated facial recognition outputs, including prolonged pretrial detention follow-
ing faulty matches. The pattern raises due-process concerns where probable cause,
investigative direction, or witness procedures are substantially shaped by algorithmic
suggestions—particularly under conditions of “automation bias” and limited disclosure
regarding tool use. The cases strengthen calls for corroboration requirements, audit trails,
documentation duties, and clear thresholds for when algorithmic identification may be used
at all, especially given well-described risks of demographic bias and error amplification in
operational settings [135,136].

9. 2025 Surge in Synthetic-Media Fraud
Deepfake and voice-cloning scams have been reported as increasing sharply, with

fraud moving beyond email into calls, video meetings, and cross-platform messaging
designed to manufacture urgency and exploit trust cues. Widely reported incidents include
high-value transfer fraud induced via deepfake-mediated interaction, illustrating that
synthetic media can erode traditional warning signs (accent, visual inconsistency, “off-
script” behaviour) by approximating familiar voices and faces under time pressure. Given
that many incident narratives originate in corporate disclosure and journalism, these cases
are best interpreted as evidence of tactic maturation and diffusion, not as stable estimates
of incidence; nonetheless, they underscore the systemic challenge for financial governance,
where verification must be resilient to impersonation at the sensory level [137–139].

10. AI-Enabled Criminal Drones in Latin America
Criminal groups have reportedly employed drones for narcotics transport, surveillance

of law enforcement, and kinetic attacks, reflecting an expansion of the attack surface from
cyber-enabled deception to physical-domain operations supported by semi-autonomous or
remotely coordinated platforms. Open-source reporting has described explosive-equipped
drone incidents and drone-supported criminal reconnaissance, indicating that lightweight
autonomy can complicate interdiction and protective operations by increasing standoff
distance, reducing operator exposure, and enabling rapid tactical adaptation. This pattern
is best treated as an emerging operational modality rather than a quantified trend, but it is
consistent with institutional analyses of how unmanned systems can be appropriated by
non-state actors [140–142].

11. AI in Human Trafficking Recruitment
Trafficking networks increasingly exploit platform-mediated environments to identify

and manipulate vulnerable targets. Institutional reporting indicates that machine-learning–
assisted profiling can support scalable victim selection, message optimisation, and esca-
lation scripting, effectively industrialising grooming while masking perpetrators behind
algorithmically tailored personas. Even where granular incident-level data remains scarce
in peer-reviewed literature, the convergence of platform affordances, targeting analytics,
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and coercive persuasion techniques is a plausible mechanism for accelerating recruitment
and reducing the visibility of perpetrator coordination, thereby complicating detection and
victim protection efforts [143–145].

7. Discussion
AI should be understood less as a single criminal “tool” and more as a bundle of

capabilities—generation, prediction, coordination, and evasion—that can be inserted across
the crime script from reconnaissance to monetization and concealment. This helps explain
why AI-enabled offending scales rapidly: it lowers skill thresholds, compresses attack
cycles, and increases adaptability. The co-adaptive character of this landscape is visible in
adversarial examples and data poisoning that degrade detection models [4,5] and in AI-
authored social engineering that can match or exceed human persuasion [6,7]. Accordingly,
static signatures and one-off model deployments are structurally fragile in a setting where
both sides learn and update [11], consistent with law-enforcement assessments that frame
AI as an accelerant for organised and transnational scams [3].

Deepfakes and voice cloning illustrate how technical maturity translates into crim-
inogenic opportunity. Systems can synthesise identity cues from limited data, enabling
impersonation, sextortion, reputational sabotage, and evidentiary manipulation [12,13,20].
Human detection of synthetic speech remains weak [21], while technical detectors often lose
robustness under realistic acoustics, linguistic variation, laundering, and adversarial pertur-
bations [29,30,39]. For criminalistic practice, the implication is that evidentiary reliability
cannot be grounded in surface plausibility; it increasingly requires provenance-oriented
evaluation, auditable workflows, and explicit uncertainty reporting when analytic methods
are applied [56]. In parallel, financial and identity fraud shows AI as scalable deception
infrastructure—tailored lures, synthetic documents, synthetic identities, and automation
that overwhelms review [6,7,58,146]—while organised crime integrates these capabilities
into logistics, laundering, and influence operations, exploiting blind spots and emulating
“normality” to erode controls over time [3,87,95–97,113].

Legal responses are expanding but uneven. The EU’s Artificial Intelligence Act and
Digital Services Act provide a framework for transparency, traceability, and intermedi-
ary duties relevant to manipulated content and fraud vectors [45,46], while the UK On-
line Safety Act and related reforms strengthen platform responsibilities [44]. Italy’s Law
23 September 2025 No. 132 explicitly links aggravated liability to AI use [114]. China’s
Law Against Telecom and Online Fraud (2022) [84], Singapore’s Online Criminal Harms
Act (2023) [85], and enforcement pathways addressing synthetic-voice robocalls under U.S.
telemarketing law [83] illustrate a broader shift toward disruption powers and intermediary
obligations. However, regulatory measures can create false reassurance when they are not
stress-tested under adversarial adaptation, and cross-border enforcement often lags the
modularity and velocity of “crime-as-a-service” ecosystems.

The criminalistic and criminological implications are best captured by integrating
routine activity theory, rational choice perspectives, and techniques of neutralisation.
First, across sexual exploitation [116–118,122–124], reputational harm [119–121], fraud and
extortion [125,126,130,131,137–139], labour-market infiltration [127–129], and trafficking
recruitment [143–145], AI functions less as an autonomous agent than as an amplifier and
coordinator of human intent. Models lower skill thresholds, compress cycles, and enable
fine-grained tailoring of harm while supplying templates, scaffolds, and modular services.
This is most evident when generative systems provide decision support—sequencing,
targeting, optimisation—so offenders can outsource reconnaissance, message craft, and
iterative strategy [125,126]. The result is a migration from artisanal deviance to semi-
automated workflows that are repeatable for novices and scalable for organised actors.
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Second, routine activity dynamics shift. Motivated offenders are upskilled by systems
that encode and disseminate tacit know-how; suitable targets become more legible through
datafication and cross-platform fusion [137–139,143–145]; and capable guardianship is
blunted by both scale and verisimilitude. Traditional cues for threat recognition—voice,
video, institutional formatting—are degraded by synthetic media that is credible by default.
Guardianship can also be weakened internally: the Cybercheck episode [132–134] and
facial-recognition misidentifications [135,136] show how high-opacity tools can shape
policing and adjudication in ways that are hard to audit ex ante and costly to remediate ex
post, raising the risk of algorithmically assisted probable cause without adequate validation
and contestability.

Third, rational choice considerations clarify why AI changes the expected utility calcu-
lus of offending. Offenders can test and iterate cheaply, probe controls, and shift tactics as
detectors and policies change. This is reinforced by criminogenic affordances of AI systems:
scale without proportional effort once a pipeline is operational, personalization at scale
via segmentation and susceptibility targeting, and opacity in both directions as offenders
exploit blind spots while institutions struggle to audit provenance and reliability [132–136].
These affordances recompose the crime script by modularizing tasks that once required
durable conspiracies or specialised skills, widening participation and accelerating diffusion.

Fourth, techniques of neutralisation become easier to deploy. AI can diffuse agency
and increase psychological distance, enabling denial of responsibility (“the model gener-
ated it”), denial of injury (including claims that “no real child was harmed” in synthetic
CSAM contexts, notwithstanding the judicial stance in case 3 [122–124]), and normali-
sation through perceived ubiquity; where state-aligned actors are involved, appeals to
higher loyalties may further lower internal constraints [125–129]. Victimology likewise
departs from analogue baselines: synthetic sexual image fabrication [116–118] and synthetic
CSAM [122–124] show that victimisation is no longer contingent on pre-existing artefacts
or physical proximity, while harms span dignity violations, reputational and economic
losses [119–121,137–139], coercive grooming dynamics [143–145], and collective erosion of
epistemic trust [137–139].

These findings imply that effective control requires calibrated friction and procedural
safeguards that anticipate adversarial adaptation. Ex ante measures include risk-tiered ac-
cess controls, realistic red-teaming tied to offender scripts, and provenance infrastructures
for high-risk content and transactions. Ex post measures include independent valida-
tion and error-rate disclosure for forensic AI, mandatory corroboration when algorithmic
outputs inform probable cause, standardised incident and near-miss reporting, and cross-
border cooperation aligned to cloud-native evidence flows. Without such measures, AI-
assisted deviance risks becoming a default condition, eroding both safety and the legitimacy
of criminal procedure.

8. Conclusions
AI has shifted cyber-enabled crime from artisanal deception to scalable, adaptive

operations. Deepfakes and voice cloning erode identity assurance and evidentiary trust;
generative tooling industrialises phishing and synthetic-identity fraud; and organised crime
increasingly embeds predictive analytics to optimise logistics, target victims, and evade
surveillance. In this co-adaptive threat landscape, purely reactive detection is structurally
insufficient: defensive systems are repeatedly stress-tested, bypassed, and re-targeted as
offenders learn detector contours and exploit governance gaps.

Accordingly, durable responses require a layered approach that couples technical
measures with procedural and legal safeguards. At the technical and operational level,
priority should be given to provenance-first infrastructures, continuously evaluated detec-
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tion under realistic adversarial conditions, calibrated friction for high-risk transactions and
identity events, and timely cross-sector intelligence sharing. At the institutional and legal
level, policy should clarify platform, telecom, and payment-provider duties, strengthen
admissibility standards for AI-mediated evidence through validation and transparency re-
quirements, and introduce targeted offences and AI-specific aggravators where automation
measurably scales harm.

These measures are most effective when treated as complementary rather than sub-
stitutable. Together, they can raise attacker effort and risk, reduce criminal rewards by
tightening monetization choke points, protect victims’ dignity and assets, and preserve
evidentiary integrity while remaining consistent with fundamental rights and due process.
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