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ARTICLE INFO ABSTRACT

Keywords: The adoption of smart contracts in decentralized blockchain-based applications enables reliable and certified
Blockchain audits. These audits allow the extraction of valuable information from blockchains, which can be used to
Ethereum reconstruct the execution of the application and facilitate advanced analyses. One of the most commonly used
EES el techniques in this context is process mining, which leverages event logs to trace and accurately represent
vent log

the process execution of applications. However, extracting execution data from blockchains poses significant
challenges, and the current methodologies developed have some limitations. Most approaches are tailored to
specific use cases, requiring that analysis techniques are defined during the smart contract’s development. Other
techniques are applied a posteriori, relying on blockchain events that often lack a standardized format. This
absence of standardization requires complex processing steps to correlate logs with the executed actions and
such approaches are not universally applicable to all smart contracts on the blockchain, further limiting their
scope. Lastly, none of the existing techniques can extract information from event logs embedded in internal
transactions of smart contracts.

To address these limitations, we propose EveLog an application-agnostic methodology that can be applied to
any EVM-compatible application without predefined constraints. Its primary goal is to extract information from
smart contracts, capturing both public and internal transactions, and organizing the results into a structured
XES event log. The EveLog methodology consists of five key steps: (i) extraction of data from smart contract
transactions, (ii) decoding raw data, (iii) selection of sorting criteria, (iv) construction of traces, and (v)
generation of the XES event log. EveLog has been implemented in a client-server application and tested
on existing solutions, specifically the CryptoKitties application, a blockchain-based game on the Ethereum
blockchain. The study was conducted using 12,996 blocks, including over 8000 real transactions from the
Ethereum mainnet.

Internal transactions
Process discovery

1. Introduction flows and related interactions is crucial for ensuring transparency,

efficiency, and trust among participants. With its immutable nature,

Blockchain has recently gained significant attention as an innova-
tive technology for executing business processes and regulating interac-
tions between organizations that do not trust each other. In particular,
the use of smart contracts facilitates the execution of complex processes
(involving multiple business parties) in a trustless environment, elimi-
nating the need for a third-party authority [1-3]. These advancements
have opened new possibilities for business interactions, such as digital
asset exchanges, tracking of physical goods, and more. As a result,
emerging businesses are increasingly interested in process and data
flow analysis techniques to gain insights into how applications are exe-
cuted. For instance, process mining techniques can generate high-level
models from event logs and assess their conformance by comparing the
real executions with the expected ones.

Process mining offers significant advantages in the context of
blockchain technology [4]. In a domain characterized by decentral-
ized operations and smart contract agreements, understanding process
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the blockchain provides a vast amount of data, that can offer valuable
insights into how processes are executed when analysed using process
mining techniques. This is particularly important in scenarios where
multiple organizations interact without a central authority, enabling
opportunities for process optimization. Moreover, the certified and
immutable nature of blockchain data enhances the reliability of process
mining results, making it an ideal tool for organizations aiming for
secure, efficient, and transparent operations. However, to fully leverage
process mining techniques on blockchain data, it is essential to develop
a robust methodology for extracting XES (eXtensible Event Stream) [5]
files. This standard ensures that the extracted data adheres to an inter-
nationally recognized format, enabling the reuse of existing solutions
in the process mining domain.

However, extracting XES logs from blockchains is not straightfor-
ward and presents three major challenges [6-8].
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« Lack of log trace concepts: Blockchain data does not naturally in-
clude the concept of a process identifier to group related records.
Indeed, the actions that modify the state of the smart contract
are stored as atomic transactions, without native correlation. This
characteristic differs from traditional systems (e.g., business pro-
cess management systems), where an identifier is used to group
records associated with the same trace (i.e., belonging to the same
process instance).

Event data limitations: Events are not always present in smart
contracts and may not be relevant for mining purposes. Extracting
meaningful data is particularly complex for applications that were
not designed with post-analysis in mind. Often, the available
event data is either incomplete or insufficient for significant
process mining analysis.

Overlooking internal transaction data: Existing extraction tech-
niques generally ignore internal transactions, focusing exclusively
on events generated by smart contracts. However, internal trans-
actions often hold fundamental information needed for a full
analysis of the application.

These challenges highlight the need for a specialized methodology
to enable effective process mining on blockchain data. Although re-
searchers have proposed various techniques to extract logs from
blockchains [4], these methods face limitations in applicability, par-
ticularly in environments not originally designed for log extraction.
For example, the approach in [9] relies on blockchain-based Business
Process Management Systems (BPMS). Here, the access to models
implies that the context, the activities, and the execution flow of
the process under analysis are known a priori. Such information is
typically unavailable for most smart contracts on the blockchain. Other
techniques, like [10], focus on collecting blockchain events triggered
during the execution of smart contract functions. Similarly, [11] pro-
poses a methodology for generating object-centric event logs. However,
blockchain events lack standard parameters and are not always emitted
within the body of smart contract functions. A first attempt to group
blockchain events into traces using shared parameters (i.e., case ID)
was introduced in [12], but without considering information related to
internal transactions. To address these challenges, we proposed in this
work the following main contributions:

» EveLog: A new methodology for XES event log extraction.
We introduce a novel application-agnostic methodology for gen-
erating XES event logs that considers both public and internal
blockchain transactions. This approach is compatible with any
Ethereum Virtual Machine (EVM)-based smart contract and re-
quires no specific configurations. As a result, it ensures broad
applicability across various blockchain platforms (e.g., Arbitrum,
Avalanche, Binance Chain, Polygon, Optimism) that utilize the
same transaction format as Ethereum.

A Web-based tool implementing the EveLog methodology.
We developed a user-friendly, web-based application that imple-
ments the overall methodology. This tool simplifies the extraction
and generation of XES event logs from both public and inter-
nal blockchain transactions. This tool enhances user access to
blockchain data and facilitates its analysis through process mining
techniques.

Evelog distinguishes itself by extracting logs from both public!
and internal blockchain transactions. Public transactions, unlike events,
have standardized parameters that provide a common ground for oper-
ations. Furthermore, by considering transactions, essential information
like hash, sender, receiver, and other transaction fields are always acces-
sible. Internal transactions, on the other hand, represent the underlying

1 The term “public” is used to distinguish standard transactions from
“internal” transactions to avoid confusion for the reader.
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execution flow of public transactions, specifically capturing the invoca-
tions of smart contract functions involved in the process. Extracting logs
from internal transactions creates new opportunities for process anal-
ysis, offering significant value for blockchain-based applications. The
ability to handle internal transactions is a novel feature not included in
existing extraction methodologies. The EveLog methodology consists of
five key steps:

« Data extraction: the addresses of the smart contracts and the block
range are selected for data retrieval;

* Raw data decoding: transaction fields are converted into a read-
able format, and unnecessary fields are removed;

« Sorting criteria selection: one or more of the available transaction
fields are selected as sorting criteria;

« Traces construction: a transaction field is selected as case ID to
construct traces;

+ XES log generation: according to the selected parameters, the XES
log is generated.

The EveLog methodology has been implemented in a client-server
application and validated using CryptoKitties, a popular blockchain
game developed on Ethereum that allows users to breed, buy, and
sell virtual cats. CryptoKitties was one of the first and most successful
examples of Non-Fungible Tokens (NFTs) on the Ethereum blockchain.
It was chosen for its longevity (deployed in December 2017) and
widespread popularity. Additionally, CryptoKitties has also been used
to validate other extraction methodologies for event logs in the litera-
ture. XES logs generated from CryptoKitties transactions using EveLog
were processed through a standard process discovery algorithm. The
obtained results were then compared with those from the Ethereum
Logging Framework [10], a blockchain extraction framework that relies
on blockchain events. Additionally, we evaluated the performance of
EveLog in the Cryptokitties case study by conducting a scalability study
as an incremental experiment, measuring the time taken as the number
of transactions increased. This analysis further confirms the practical
applicability of the methodology.

The rest of the paper is organized as follows. Section 2 provides
foundational concepts related to blockchain, Ethereum, process mining,
and XES standards. Section 3 reviews relevant related works in the
literature. Sections 4 and 5 describe the EveLog methodology and
its implementation, respectively. Section 6 illustrates the case study
of CryptoKitties. Finally, Section 7 wraps up the paper by discussing
potential directions for future work.

2. Background

This section presents relevant background information on
blockchain technology, with a focus on Ethereum, as well as an
overview of process mining, including the XES standard.

2.1. Blockchain

A blockchain is a decentralized ledger technology that records trans-
actions or data securely and tamper-resistantly. It consists of a chain
of blocks, each containing a list of transactions or data records. The
ledger is replicated across many geographically distributed processing
nodes that jointly operate the blockchain system without the central
control of any single trusted third party. Ethereum [13] is a decentral-
ized, open-source blockchain with smart contract functionality. Smart
contracts are programs stored on a blockchain that run when prede-
termined conditions are met. They are commonly used to automate
agreement processes, ensuring that all participants promptly know
the outcome without requiring intermediaries. Similar to traditional
programming languages, smart contracts are coded using the Solidity
programming language and run on the Ethereum Virtual Machine
(EVM). Ethereum is regarded as one of the leading blockchain platforms
for smart contracts that can be integrated with a client to develop
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Decentralized Applications (DApps). Unlike traditional client-server
applications, DApps operate on decentralized networks and leverage
smart contract functionalities to execute code autonomously. This ca-
pability enables DApps to support various decentralized use cases,
including governance, gaming, and decentralized finance scenarios.

Listing 1: Example of a Public transaction

1{

2 "LOAD_ID": "2022-05-11 09:20:08.000",

3 "CHAIN_ID": "mainnet",

4 "BLOCK": 6617927,

5 "TIMESTAMP": "2018-10-31 13:59:55.000",

6 "TX_HASH": "0x9af6f20612b239387a051ccb3631826¢c8¢
< b05458ff5c3fe49b1bd201aea32dbce",

7 "CALL_ID": "\\n",

8 "CALL_TYPE": "call",

9 "FROM_ADDRESS": "0
< x837ed29dedcab664c550b721bf26dfc028ef6689",

10 "FROM_NAME": "0
< x837ed29de4cab664c550b721bf26dfc028ef6689",

11 "TO_ADDRESS": "0
< x06012c8cf97beadbdeae237070£9587£8e7a266d",

12 "TO_NAME": 'KittyCore",

13 "FUNCTION_SIGNATURE": "0x3d7d3f5a",

14 "FUNCTION_NAME": "createSaleAuction",

15 "VALUE": 0.0,

16 "ARGUMENTS": { "_duration": 172800, "_endingPrice":
< 390000000000000000, "_kittyId": 949727, "
< _startingPrice": 450000000000000000 },

17 "RAW_ARGUMENTS": [{ "name": "_kittyId", "raw": "0x00
< ....000e7ddf", "type": "uint256"}, { "name": "
< _startingPrice", "raw": "0x00....063
< eb89da4ed0000", "type": "uint256"}, { "name": "
< _endingPrice", "raw": "0x0....005698
< eef06670000", "type": "uint256" }, { "name": "
< _duration", "raw": "0x00....002a300", "type": "
< uint256"}],

18 "OUTPUTS": "{}",

19 "RAW_OUTPUTS": "[1",

20 "GAS_USED": 132468,

21 "ERROR": null,

22 "STATUS": true,

23 "ORDER_INDEX": 2630,

24 "DECODING_STATUS": true,

25 "STORAGE_ADDRESS": "0
< x06012c8cf97beadbdeae237070£9587£8e7a266d"

26 }

Public transactions are cryptographically signed instructions sent
to the blockchain by an account. The simplest example of a trans-
action is the transfer of cryptocurrencies (e.g., BTC, ETH) from one
account to another. A more complex example involves the execution
of a smart contract function. Miners process transactions related to
smart contracts using the Ethereum Virtual Machine (EVM), which
translates the transaction instructions (i.e., Solidity code) into bytecode.
Once execution is complete, the transaction is added to a block and
propagated throughout the network. As illustrated in Listing 1, a sub-
mitted transaction includes several key attributes: hash, blockNumber,
timestamp (i.e., time at which the transaction has been added in a
block), to, from, value (i.e., amount of ETH), data (i.e., binary code to
create a smart contract, function invocation), gasLimit, and others.

Internal transactions instead are transactions that occur between
smart contracts. This can also include transactions from a smart con-
tract to an external address when sending ETH to a user. These trans-
actions are labelled internal because every deployed smart contract
on the Ethereum blockchain has an assigned internal address. Inter-
nal transactions are triggered when an external address calls a smart
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contract to execute an operation. The contract will then use its built-in
logic to start interacting with the other required contracts it needs to
complete the operation. Even in a single transaction, a smart contract
may need to perform several internal calls to other contracts. Unlike
public transactions, internal transactions lack a cryptographic signature
and are typically stored off-chain, meaning they are not a part of the
blockchain. Internal transactions can be retrieved by recording all the
value transfers that are part of the execution of an external transaction.
The following Listing 2 illustrates an example of the data obtainable
for internal transactions using EthTx* which is an advanced decoder
for blockchain transactions developed by TokenFlow.?

Listing 2: Example of an Internal transaction

1{

2 "LOAD_ID": "2022-05-11 09:20:08.000",

3 "CHAIN_ID": 'mainnet",

4  "BLOCK": 6617927,

5  "TIMESTAMP": "2018-10-31 13:59:55.000",

6  "TX_HASH": "0x9af6f20612b239387a051ccb3631826c8
< cb05458ff5c3fe49b1bd201aea32dbe,

7  "CALL_ID": "0_0",

8 "CALL_TYPE": "call",
9 "FROM_ADDRESS": "O
< xb1690c08e213a35ed9bab7b318de14420fb57d8c",
10 "FROM_NAME": "SaleClockAuction",
11 "TO_ADDRESS": "0
< x06012c8cf97beadbdeae237070£9587£8e7a266d",
12 "TO_NAME": '"KittyCore",
13 "FUNCTION_SIGNATURE": "0x23b872dd",
14 "FUNCTION_NAME": "transferFrom",
15 "WALUE": 0.0,
16 "ARGUMENTS": { "_from": "0
< x837ed29de4cab664c550b721bf26dfc028ef6689",
N "_tO"I "
< xb1690c08e213a35ed9bab7b318de14420fb57d8c",
< "_tokenId": 949727 },
17 '"RAW_ARGUMENTS": [{ "name": "_from", "raw": "0x000
....0837
ed29de4cab664c550b721bf26dfc028ef6689", "type
": "address"}, { "name": "_to", "raw": "0x000
....00
b1690c08e213a35ed9bab7b318de14420fb57d8c", "
type": "address"}, { "name": "_tokenId", "raw":
< "0x0000....000000e7ddf", "type": "uint256" }],
18 "QUTPUTS": "{}",
19 "RAW_OUTPUTS": "[]",
20 "GAS_USED": 30507,
21 "ERROR": null,
22 "STATUS": true,
23 "ORDER_INDEX": 2641,
24 "DECODING_STATUS": true,
25 "STORAGE_ADDRESS": "0
< x06012c8cf97beadbdeae237070£9587£8e7a266d"

L

ree e

26 }

Events are logs issued during the execution of smart contract func-
tions. They do not have standard parameters and are not mandatory to
include in a smart contract function body. Developers can add events
at their discretion to log specific actions or outcomes. Typically, events
reflect the result of an operation (e.g., transfer of a token, deposit,
etc.). The logged data is utilized by external services, like front-end
applications, to update their internal states accordingly. The following
Listing 3 provides a simple example of Solidity code that demonstrates
the use of events to log changes in value (as shown in Line 12).

2 https://ethtx.info/.
3 https://tokenflow.live/.
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Listing 3: Example of a Solidity event

1 pragma solidity 0.5.17;

3 contract Counter {

4 event ValueChanged(uint oldValue, uint256 newValue
)

5

6 // Private vartable to keep the number of counts
7 uint256 private count =0;
8
9

// Function that increments our counter

10 function increment () public {

11 count += 1;

12 emit ValueChanged(count - 1, count);
13 }

14

15 // Getter to get the count value

16 function getCount () public view returns (uint256)
17 {

18 return count;

19 }

20 }

2.2. Process mining

Process mining is a family of techniques related to data science and
process management to support the analysis of operational processes
based on event logs [14]. In process mining, the process discovery
technique maps an event log onto a process model such that the model
is representative of the behaviour seen in the event log. Numerous
discovery algorithms have been documented in the literature, with the
most common being the Heuristic Miner [15], the Inductive Miner [16],
and the BPMN Miner [17]. The available process mining algorithms
take in input the XES [5] standard. XES defines a grammar for a
tag-based language to provide a unified and extensible methodology
for capturing event logs. Two widely adopted extensions to XES logs
are the Concept® extension which defines an attribute for storing the
generally recognized names of type hierarchy elements across all levels
of the XES type hierarchy; and the Time® extension, which captures the
precise timestamp when each event occurs. At the top level of an XES
file (as shown in Listing 4), there is one log tag (Line 1), which contains
all event information related to one specific process. A log can contain
an arbitrary number of trace tags (Line 2), where each trace represents
the execution of an instance of the logged process. Each trace contains
events (Lines 4, 8, 12, 16), which denote atomic activities observed
during the process execution. A Case ID is a unique identifier associated
with a particular process instance or case being analysed. Each entry
in the event log typically corresponds to an activity or event within a
process, and the Case ID facilitates the connection of these events to
illustrate the execution of a specific process instance or case.

Listing 4: XES example

1<log xes.version="1.0"xmlns="http://code.deckfour.org
< /xes"xes.creator='Fluxicon Nitro"™

2 <trace>

3 <string key="case:concept:name" value="trace 111479"/
o >

4 <event>

5 <string key="concept :name" value="T1"/>

6 <date key="time:timestamp" value="2011-04-13T14

< :02:31.199+02:00"/>
7 </event>
8 <event>

4 http://www.xes-standard.org/concept.xesext.
5 http://www.xes-standard.org/time.xesext.
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9 <string key="concept:name" value="T3"/>

10 <date key="time:timestamp" value="2011-04-13T14
< :02:31.199+02:00"/>

11 </event>

12 <event>

13 <string key="concept:name" value="T16"/>

14 <date key="time:timestamp" value="2011-04-13T14
< :02:31.199+02:00"/>

15 </event>

16 <event>

17 <string key="concept :name" value="'T4"/>

18 <date key="time:timestamp" value="2011-04-13T14
< :02:31.199+02:00"/>

19 </event>

20 </trace>

3. Related works

Over the years, several attempts for automatically extracting
blockchain data for process mining have been proposed [4]. One of
the earliest attempts, presented in [9], derives XES logs by analysing
the context, activities, and execution flow of the process, but it does not
consider internal transactions or their integration. A similar limitation
is found in [12], where transactions are extracted, and XES logs are
generated by grouping blockchain events into traces based on a shared
parameter (i.e., case ID). In contrast, works like [10,18] focus on
extracting events emitted by Ethereum smart contracts and formatting
them according to XES for process discovery, an approach later ex-
tended to include Hyperledger Fabric blockchain support in [19]. Addi-
tionally, [11] leveraged transaction traces to capture message calls and
contract creations, producing object-centric event logs. These related
works reveal a gap in developing a flexible methodology that does not
require specialized configuration or deep application-specific knowl-
edge. Furthermore, techniques to capture general information about
function executions and their interaction with internal transactions are
lacking.

In the following, we focus on the papers most closely related to the
EveLog methodology, specifically those that implement log-extraction
methodologies for the Ethereum blockchain. Table 1 summarizes the
key aspects of such comparison.

In [9], the authors proposed a methodology for extracting logs from
transactions involving smart contracts generated by blockchain-based
BPMS systems, such as Caterpillar [20] and Lorikeet [21]. These sys-
tems convert BPMN collaboration or choreography models into smart
contracts, which replicate the execution flow and constraints defined
in the models. Caterpillar and Lorikeet employ a factory contract
to deploy each generated smart contract, corresponding to a process
instance. The factory contract’s address is stored in the “to” field of
the public transaction that creates a new process instance, making it
possible to identify the address of each deployed instance. Additionally,
key information is known in advance, including (i) the context and
operational scenario, (ii) the set of allowed activities, and (iii) the
execution flow of the system. Most of the smart contracts deployed
on the Ethereum blockchain do not include this information because,
even if present, access to the models underlying the smart contract
logic would not be possible. As noted, the solution in [9] is applicable
only when there is extensive access to the application, which is not
always feasible. To overcome this limitation, in EveLog we propose
an application-agnostic approach that uses transactions as the basis for
log extraction, eliminating the need for detailed access to the analysed
application.

The methodology proposed in [9] begins with an activity dic-
tionary containing activity names, function signatures, and function
selectors. The function selector is obtained by computing the KEC-
CAK® hash (i.e., the cryptographic hash function used by Ethereum)

6 https://keccak.team/index.html.
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Table 1
Main related work overview.
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Framework Extracted data Scope Ad-hoc Conf. App. Knowledge Disc. Alg. Used

Evelog Pub. and/or Int. trans. EVM SC Not required Not required Heuristic M.; BPMN Miner
BPMS [9] Pub. trans. Blockchain BPMS Required Required Inductive Visual M.

ELF [10,18] Blockchain event Ethereum SC Required Required DFGs, Inductive M.

of the function signatures and saving the hexadecimal of its first
four bytes. For instance, the task “Customer has a problem” is imple-
mented by a function with signature “Customer_Has_a_Problem()”. The
selector for this function is “Oxefe73dcb”, because the KECCAK hash
for “Customer Has_a Problem()” is “Oxefe73dcb348c1la7ab31cel1620
102e63c94e84ab393a78f187d1485c8a2c72cc”. The transaction that in-
dicates an activity enactment is selected using the function selector.
Traces are built using the “to” field of blockchain transactions. There-
fore, every process instance refers to the transactions with a specific
smart contract as the recipient. The authors successfully evaluated the
methodology on an Incident-management process [22] generating an
XES log and applying the Inductive Visual Miner. The methodology
has significant limitations in terms of applicability and only applies to
the intended target, namely blockchain-based BPMS. It is worth noting
that in terms of flexibility, as shown in Table 1, [9] only supports
public transactions and requires ad-hoc configuration as well as good
application knowledge. On the other hand, with EveLog, we can extract
both transaction types and do not require any specific configuration or
knowledge.

The framework ELF proposed in [10] is used to extract process
event data from applications that utilize the Ethereum’s transaction
log, specifically Solidity events.” The framework comprises three main
parts: (i) a manifest to specify the target smart contract addresses,
the block range, and the transformation rules (i.e., mappings from
Ethereum logs to XES data), (ii) an extractor that apply the manifest
rules, and (iii) a generator that generates Solidity code to emit events in
line with the manifest specifications. The manifest is required to extract
blockchain event data along with the smart contract addresses, block
range, and events to be analysed. In addition, a set of rules to transform
blockchain events into XES events can be specified in the manifest.
This configuration step requires knowledge of the target smart contracts
code and adds complexity to the data extraction process. As described
in Section 2, blockchain events do not have standard parameters and
are not necessarily present in a function body. Nonetheless, the frame-
work relies on the correct issuance of events exposing the user to
incomplete logs and incoherent models. ELF requires smart contracts
to extensively emit blockchain events with enough data to create a
correlation between them. Each event must contain a shared attribute
key to build traces and be emitted in the functions of interest. To
be precise, ELF does not require the shared keys to have the same
name since it is possible to manipulate the data through the mappings.
However, the meaning of the values identified by the keys should
be the same to create a meaningful correlation. For instance, if a
function lacks event emission, the framework will generate an XES
log without that function, leading to wrong results (e.g., discovering a
model lacking an activity). This aspect restricts the application of ELF to
well-written smart contracts and compliant events. To partially address
these issues, the authors provided a generator that produces Solidity
code to emit events correctly. Nevertheless, this will work mainly for
new smart contracts. It is unlikely that a team or organization will
redeploy an existing smart contract to make it compliant with the
ELF. Deploying smart contracts on Ethereum usually costs thousands
of dollars and requires all the services relying on the smart contract
to be updated with the new address. As shown in Table 1 also, a
deep knowledge of the considered application is needed in this case.
Furthermore, the usage of events exposes the problems that have been

7 https://docs.soliditylang.org/en/v0.8.16/contracts.html#events.

previously mentioned. In EveLog, the use of transactions ensures that
standard parameters are maintained, and they are always involved in
the execution of a smart contract function.

4. The proposed evelog methodology

The analysis of existing research highlights a gap in the develop-
ment of an application-independent methodology for extracting event
logs from blockchain transactions. To address this challenge, we in-
troduce Evelog, a novel extraction methodology that efficiently re-
trieves data from EVM-based smart contracts. This methodology is
designed to create XES logs suitable for process analysis techniques
without requiring any configurations. EveLog bases its extraction on
blockchain transactions, which, differently from using events, gives a
common ground for operations. Blockchain transactions have standard
parameters that ensure they are always present when collecting data.

The EveLog methodology has been implemented to deal with three
different types of transactions.

+ Public transactions are collected from smart contracts and used
to generate XES log according to the selected parameters: sorting
criteria, trace identifier (i.e., case ID), and concept name.
Internal transactions are collected from smart contracts to gen-
erate an XES log, grouping them by the top-level function name.
Each process log refers to a distinct function, and its traces, which
contain internal executions, are grouped by transaction hash.
Public and internal transactions are combined to obtain logs
that contain sub-processes. Such logs can be exploited with tech-
niques that can compute processes and sub-processes. In particu-
lar, EveLog relies on the hash, from, to and other transaction fields
to generate the corresponding XES.

The Evelog methodology, illustrated in the activity diagram in
Fig. 1, consists of five steps detailed in the following sub-sections:
(i) data extraction (Section 4.1), (ii) raw data decoding (Section 4.2),
(iii) sorting criteria selection (Section 4.3), (iv) trace construction which
considers public (Section 4.4.1), internal (Section 4.4.2), or both type
of transactions (Section 4.4.3), and (v) XES log generation (Section 4.5).

4.1. Data extraction

In the data extraction step, blockchain data is extracted according to
two inputs: smart contract addresses and block range. The first parameter
indicates the addresses from which to collect transaction data, while the
second parameter is optional and is used to specify the range of blocks
to research. More specifically, EveLog requires two addresses for each
smart contract: a transaction address to collect transactions and an ABI
address to get the Application Binary Interface (ABI)® of the contract.
The ABI is essentially the interface of the smart contract, and it is used
to encode and decode Solidity smart contract calls for the Ethereum
Virtual Machine (EVM) and backward. The ABI is required to decode
hexadecimal fields in step 2, which is “raw data decoding”. In most
cases, the transaction address and the ABI address coincide, except when
a smart contract follows the proxy pattern’ to allow the upgradability
of the smart contract. In such a case, the methodology should collect

8 https://docs.soliditylang.org/en/v0.8.13/abi-spec.html.
9 https://blog.openzeppelin.com/proxy-patterns/.
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Fig. 1. Evelog Steps.

transactions from the proxy contract and use the ABI of the main
contract to decode the hexadecimal fields. EveLog is not limited to
one smart contract per execution but supports multiple transaction
addresses and ABI address pairs to analyse the transactions of multiple
smart contracts together.

To collect public transactions we used the blockchain explorer
Etherscan.!® Algorithm 1 shows the pseudocode for extracting public
transactions.

Algorithm 1 Public transactions retrieval

Require: contracts_addresses, start_block, end_block
1: for all address in contracts_addresses do
2: public_transactions = etherscan.get_txs_by_address
(address, start_block, end_block)
3: end for

Unlike public transactions, internal transactions are not stored
on the main blockchain. Instead, they occur off-chain and record the
values transferred during the execution of public transactions. An ad-
vanced blockchain transaction decoder tool such as EthTx!! is required
to collect this data.

EthTx enables the collection of internal transactions, effectively
distinguishing them from the public transactions via the call id field.
For instance, possible call id values include: “\\n”, “0”, “0.0”, “0.1”,
“0.0.0”7, “0.0.1”, “1”, etc. (see Fig. 2). The callid value for public
transactions is “\\n” (line 7, Listing 1), while for internal transactions,
it follows a hierarchical pattern. The leftmost number indicates the pri-
mary execution, with subsequent numbers denoting nested executions.
For instance, “0.0” (line 7, Listing 2) occurs within “0” but before
“1”, “0.0.0” occurs within “0 0” and is executed before “0 1”. The

10 https://etherscan.io/.
11 https://ethtx.info/.
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algorithm for collecting internal transactions is similar to Algorithm 1,
with the only difference of using EthTx instead of Etherscan for data
collection.

4.2. Raw data decoding

The raw data collected in the previous step must be decoded before
it can be used. For example, some fields in public transactions are in
hexadecimal format and require smart contract ABI for their decoding.
One of these is the input field, which contains the name of the executed
function and the respective parameters. The procedure for decoding the
input is detailed in Algorithm 2.

Firstly, the ABI of the smart contract is acquired (line 1) using the
ABI address provided during the “data extraction” phase. Subsequently,
the algorithm iterates through the public transactions to decode the
input field. This step decodes and retrieves the name of the function
executed in the transaction, along with its parameters, storing them in
function and function_ params (Alg. 2 lines 2-6). Additionally, any fields
from the transaction that are not required for the subsequent steps, such
as nonce, value, isError, are removed (line 7). This decoding process
ensures that relevant information from the input field is extracted and
made readily available for further analysis.

Algorithm 2 Data decoding

1: contractABI = get_contract_ABI(contract)

2: for all transaction in public_transactions do

3 function, function_params = decode_input(contract_ABI ,transaction.input)
4: transaction. function = function

5 transaction. function_params = function_params

6: end for

7: transactions.remove([“nonce”, “value”, “is Error”...])

The decoding step is not performed on internal transactions since
the data obtained with EthTx contains the raw and already decoded
fields. Also in this case, unnecessary fields are removed: load id,
chain id, raw_arguments, raw_outputs, error, etc.

4.3. Sorting criteria selection

The sorting step is the same for public and internal transactions. In
this phase, fields are selected from the available set of transaction fields.
The selection criteria include not only the standard fields left over from
the cleaning phase of the raw data but also the previously extracted
function parameters. However, it is worth noting that transactions in
the same block share the same timestamp, reflecting the time the block
is validated rather than when the transaction was sent. However,
public transactions have the transactionIndex field, which indicates the
order in which they are executed in a block.'? By default, EveLog
sorts transactions by combining both timestamp and transactionIndex.
However, it also supports alternative criteria that use one or more of
the available transaction fields.

4.4. Trace construction

The trace construction is a crucial step that allows the building of
the XES log and influences the process analysis technique that will
be applied to it. In particular, the selection of the field representing
the case ID strongly influences the output XES log and allows the
highlighting of different aspects. In the following subsections, we will
discuss how the trace construction algorithm adapts based on the three
data inputs supported by the EveLog methodology.

12 https://ethereum.org/en/developers/docs/apis/json-rpc/.
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Fig. 2. Example of internal transactions.

Raw Data Transaction

{“from”: “0x837..6689"} ———— P <string key="case:concept:name” value="0x837..6689" />

{“timestamp”: “2018-10-31 13:59:55.000"} ———— > <date key="time:timestamp" value="2018-10-31T13:59:55" />

{“function_name”: “createSaleAuction”} ————— > <string key="concept:name" value="createSaleAuction" />

XES Log

Fig. 3. Mappings from raw data to XES selecting “from” as “case ID”’; “timestamp” as “time:timestamp” and “function_name” as “concept:name”.

4.4.1. Public transactions

An identifier (i.e., case ID) must be selected from the list of available
transaction fields for the trace construction phase of public transac-
tions. As explained in Section 1, blockchains do not provide a built-in
trace identifier, so the user must select the most appropriate one based
on the desired outcome. For instance, if the field “from” (i.e., the sender
of the transaction) is selected as case ID, then the public transactions
sent by that specific address will be included in a trace. Process discov-
ery with such a log creates a model representing the lifecycle of public
transactions sent from that address to a specific contract.

Algorithm 3 Public transactions trace construction

1: public_transactions.case_concept_name = public_transactions. from
2: public_transactions.time_timestamp = public_transactions.timestamp
3: public_transactions.concept_name = public_transactions.input FunctionN ame

Algorithm 3 shows a possible manipulation of records to generate
traces. In addition to the case ID, other fields related to the Concept'®
and Time XES extensions are set:

+ case:concept:name: groups events in traces (see line 3, Listing
4). It is the equivalent of the case ID in XES logs.

» concept:name: gives the name to XES events (see lines 5,9,13,17,
Listing 4). For instance, in models generated with process discov-
ery, it is the name of the activities.

+ time:timestamp: used in XES logs and process mining techniques
as the standard timestamp field (see lines 6,10,14,18, Listing 4).

In Alg. 3, the “from” field is mapped to case:concept:name (i.e., case
ID) to generate traces containing all public transactions sent by an
account (line 1). The field “timestamp” is selected as time:timestamp
(line 2). The field “inputFunctionName” is selected as concept:name (line
3) to name the XES event after the smart contract function executed in
the public transaction.

Fig. 3 provides a graphical representation of the mapping from raw
data transactions to XES log. To get a better overview of the resulting
output, readers can take a look at the example in Listing 1.

4.4.2. Internal transactions

The trace construction for internal transactions is a bit more com-
plex, and a dedicated algorithm is needed (see Algorithm 4). As men-
tioned at the beginning of this section, the objective is to create a

13 http://www.xes-standard.org/concept.xesext.

separate log for each function name identified in the input data. The
function name refers to the name of the smart contract function executed
in a public transaction. Each generated XES log will contain traces of
internal transactions that refer to a specific function (i.e., function name)
performed within a public transaction.

The data obtained with EthTx contains both public and internal
transactions. Each record has a & hash (line 6, Listing 2) field that
indicates the public transaction to which it belongs. This field is espe-
cially useful in understanding to which public transaction an internal
one belongs. In each created log, the traces will represent the internal
executions of the public transactions; therefore, internal transactions
should be grouped in traces using the public transaction hash. The
callid (line 7, Listing 2) field can be used to create different logs
for each function name (line 14, Listing 2) and distinguish public and
internal transactions.

The algorithm 4 iterates through the list of public and internal
transactions collected with EthTx (lines 4-12) and stores the sender
address in the variable user address (line 6) and the function name in
a new field named new_hash _group (line 7). The new_hash _group field
will have the value of the function name for public transactions and
a null value for internal transactions. It is ideal for the “group by”
operation executed in line 13. In the same iteration, the algorithm
stores the value of the variable user address (i.e., sender address) in
the field origin address for each record (line 11). This is done because,
on internal transactions, the from address field refers to the previous
smart contract in the execution chain and not to the sender of the
public transaction. Moreover, it helps to keep track of the original
sender in the records of internal transactions. The algorithm proceeds
by prefixing the function name of internal transactions with the name of
the smart contract executing them (i.e., transaction.from name) (line 9).
The prefix helps identify the smart contract that performs a function, as
it can happen that function names are similar among smart contracts of
the same application. The last step is to split the records into different
sets, each containing the internal transactions for a specific function
name (lines 13-16). This is achieved by performing a group by tx_hash
and mapping tx_hash to the first value of the new hash _group column
(line 13) as there can only be one call id == ‘\\n” per tx_hash. Finally,
each group is stored in a different data structure (lines 14-16). To get
a better overview of the resulting XES output, readers can take a look
at the example in Listing 6.

4.4.3. Combination of public and internal transactions

The Algorithm 5 presets the procedure for combining public and
internal transactions. The objective of this phase is to create a standard-
ized format for XES logs that can be effectively processed by process
mining algorithms designed to handle sub-processes. The resulting logs


http://www.xes-standard.org/concept.xesext

A. Morichetta et al.

Algorithm 4 Internal transactions trace construction

@ »

1: user_address =
2: transactions = [...]

3: function_names = [ |

4. for all (transaction,index) in transactions do

5 if transaction.call_id = “\\n” then

6 user_address = transaction. from_address

7: transactions.new_hash_group = transaction. function_name

8 else

9 transactionslindex). function_name = transaction.from_name + “” +
transaction. function_name

10:  end if

11: transactions[index].origin_address = user_address

12: end for

13: transactions.group =
transactions.groupby(“tx_hash’).new_hash_group.first())

14: for all group in transactions.groupby(“group”) do

15:  function_names.push(group)

16: end for

transactions.tx_hash.map(

meet the requirements of a specific algorithm (BPMN Miner [17]), as
demonstrated later in Section 6. The algorithm 5 takes in input the
dataset collected with EthTx, which contains both public and internal
transactions. The strategy involves adding a new field to the record
of internal transactions with a key equal to the name of the function
executed in the public transaction and a value equal to the hash of
the public transaction (line 13) (e.g., “transfer’: “Ox...””). The new field
creates a relationship between internal transactions belonging to the
same public transaction. Furthermore, the function name of the records
with callid = “\\n” (i.e., public transactions) is prefixed with the
smart contract name (i.e., to_name) (line 9), while the function name
of records with callid != “\\n” (i.e., internal transactions) is prefixed
with {function name}_{from name} (line 12) to highlight the sub-process
name (i.e., functionname) and the smart contract that is calling it
(i.e., from name). The key id is added to both public and internal trans-
actions to group them in traces (line 15). The value of id changes based
on the selection criteria for generating traces. In the algorithm, the
address of the user invoking the public transactions (i.e., user_address)
is selected to generate traces containing the list of public transactions
and their corresponding internal transactions. Finally, there are two
groupings in the data: (i) the id field used to group records in traces,
and (ii) the new field (i.e., the assignment done in line 13) to identify
sub-processes. To get a better overview of the resulting XES output,
readers can take a look at the example in Listing 8.

Algorithm 5 Public and internal transactions trace construction

1: user_address =“”

2: function_name ="’

3: calls_length ="

4: for all (transaction, index) in transactions do

5: if transaction.call_id = “\\n” then

6: calls_length =0

7: user_address = transaction. from_address

8: function_name = transaction. function_name

9: transactions[index). function_name =  transaction.to_name + “” +
transaction. function_name

10:  else

11: calls_length+ =1

12: transactionslindex). function_name = function_name + “_”

+transaction. from_name + ““.” + transaction. function_name

13: transactions|index][ function_name] = transaction.tx_hash

14:  end if

15: transactions[index).id = user_address

16: end for
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Fig. 4. Evelog architecture.

4.5. XES log generation

After the trace construction step, the EveLog methodology is finally
ready to generate the XES log based on the parameters selected by the
user in the previous steps. The generated XES logs use two additional
extensions:

+ The Concept'* extension defines an attribute that stores the gen-
erally understood name of type hierarchy elements for all levels
of the XES type hierarchy.

» The Time'® extension defines an attribute that stores the precise
timestamp at which the event occurred.

5. EveLog Implementation

In this section, we focus on the technological and architectural
decisions that shaped the implementation of EveLog. The EveLog im-
plementation for collecting public transactions has been implemented
using Python and integrated into a client-server application. The tool is
available at https://bit.ly/478xSAU. The steps for internal transactions
were not included, as they require a full Ethereum node with the debug
option, to which public access cannot be granted. The application
allows the collection of public transactions and generates XES logs for
one or more smart contracts and a specified block range.

Fig. 4 illustrates the client-server application’s structure. The
Next.js'® framework is used to render content and make requests to
the server in the client. The server handles requests using Flask,'”
which then routes them to the appropriate service, e.g., Pandas'® for
processing data, Etherscan for fetching transactions, and PM4Py'° for
building traces and generating XES logs.

The application has three pages: the home page, the about page,
and the tool page. The about page provides information on filling out
forms, generating data, and more. The tool page includes two steps:
transaction collection and XES log generation. In the first step, shown in
Fig. 5, users specify information about the smart contracts from which
to collect transactions and the block range. The considered information
is reported in the following.

» Name: the name of the smart contract. Although it is not manda-
tory to use the actual name of the smart contract specified in the
code, the name helps identify the smart contract to which the
collected transactions and generated logs belong.

14 http://www.xes-standard.org/concept.xesext.

http://www.xes-standard.org/time.xesext.
https://nextjs.org/.
https://flask.palletsprojects.com/en/2.2.x/.
https://pandas.pydata.org/.
https://pm4py.fit.fraunhofer.de/.
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o Home Tool About o @
Insert the smart contracts you want to collect data from
For more information on how to use the tool chack the About page
Name Transactions address ABI address

SaleClockAuction

Name Transactions address

KittyCore

Start block End block

6605101

SEARCH

6618097

0xb1690c08e213a35ed9bab7b318de14420fb57d8c

0x06012c8cf97bead5deae237070f9587f8e7a266d

0xb1690c08e213a35ed9bab7b318de14420fb57dsc ~ €@

ABI address

0x06012¢8cfo7beadSdeae237070f05873e7a266d (@)

Preview results for SaleClockAuction, KittyCore

"SaleClockAuction__tokenId": "1135837",

"blockHash": "0xed39b175bc99a39280658c697elec2c9e431be6327148ab3cl0dededca8efels”,

"blockNumber": "6605101",
"confirmations": "10100660",

"contractAddress": "",
"cumulativeGasUsed": "4497226",
"from": " db9fbb4716ce5a2803085¢c7732c14fe@3a37",

"functionName": "bid(uint256 _tokenId)",
"gas": "152016",

“gasPrice": "8800000000",

"gasUsed": "56344",

"hash": "0x72288bal555b%9a4773a1ad3594958dadf25b7215abc71fadcb33defo6d3a0dee™

"input": "@x454a2ab.

>

"inputFunctionName": "bid",
"inputFunctionParams": "{'_tokenId': 1135837}",

“isError”: “0",
"methodId": "©x454a2ab3",
"nonce": "535",

“timeStamp": "1540813622",
"to": "0xb1690c@8e213a35ed9bab7b318de14420fb57d8c",
"transactionIndex": "118",

Download full dataset

1154dd",

Fig. 5. Evelog transactions collection.

+ Transaction address: the contract address from which transactions
will be collected.

+ ABI address: the smart contract address that contains the logic to
execute transactions and, therefore, also the ABI. In general, it co-
incides with the transaction address but, in some cases (e.g., proxy
pattern), it does not.

The second step (i.e., XES log generation), shown in Fig. 6, uses the
transactions collected in the previous step and generates the final XES
according to the following parameters.

+ Sort by: the parameter by which records are sorted.

* Case ID: the parameter selected to build traces. For instance, if
“from” is selected as the Case ID, the resulting log will contain
a separate trace for each unique user interacting with the smart
contract.

Concept name: the case:concept:name value in the XES event is
used in process discovery to represent the name of the activities
included in the output model.

The user can choose sorting parameters through a dropdown menu,
which includes both standard Ethereum transaction fields and param-
eters derived from the smart contract functions executed within the
transactions. Once the process is completed, the resulting XES file can

be downloaded, enabling users to utilize the log for further process
mining analysis.

6. Case study: Cryptokitties

In this section, we present a case study on CryptoKitties, a popular
Ethereum-based game where users can buy, breed, and trade virtual
cats. Using EveLog, we extracted XES logs from CryptoKitties trans-
actions and analysed these logs using process discovery algorithms.
The results were evaluated against the ELF framework [10], which, as
discussed in Section 3, focuses on generating XES logs by extracting
blockchain events. This comparison highlights the effectiveness and
advantages of EveLog in capturing both transactions and internal events
in a more comprehensive way.

Listing 5: XES trace generated from public transactions

1 <trace>

2 <string key='"case:concept:name" value="0
< x8949db9fbb4716ce5a2803085c7732c14fe03a37" /
< >

3 <event>

4 <int key="blockNumber" value="6605106"/>

5 <string key='hash" value="0x233fa05e1465...."/>
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~ Home Tool About
Generate a XES log according to the following parameters
For more information on how to use t the About page
1. Name: Transaction address: ABI address: 0xb1690c08e213a35ed9bab7b318de14420fb57d8c

SaleClockAuction 0xb1690c08e213a35ed9bab7b318de14420fb57d8c

Transaction address:
0x06012c8cf97bead5deae237070f9587f8e7a266d

2. Name: KittyCore

Start block: 6605101 End block: 6618097

Sort by (Select one or mo: Case ID Concept name

transactionindex (2°) Vi KittyCore__kittyld v inputFunctionName

Selected fields: timeStamp, transactionindex

Generate XES

First 400 lines of XES log for SaleClockAuction, KittyCore

<?xml version="1.0" encoding="utf-8" ?>
<log xes.version="1849-2016" xes.features="nested-attributes" xmlns="http://www.xes-standard.org/">
<extension name="Time" prefix="time" uri="http://www.xes-standard.org/time.xesext" />
<extension name="Concept" prefix="concept" uri="http://www.xes-standard.org/concept.xesext" />
<string key="origin" value="csv" />
<trace>
<string key="concept:name" value="nan" />
<event>
<int key="blockNumber" value="6605101" />
<date key="timeStamp" value="2018-10-29T11:47:02" />
<string key="hash" value="0x72288bal555b%a4773alad3594958da4f25b7215abc71fa0cb33defO6d3a04ee" />
<string key="blockHash" value="©xed39b175bc99a39280658c697elec2c9e431be6327148ab3c10dededca8efel8"” />
<int key="transactionIndex" value="118" />
<string key="from" value="0x8949db9fbb4716ce5a2803085c7732c14fe@3a37" />
<string key="to" value="0xb1690c08e213a35ed9bab7b318de14420fb57d8c" />
<int key="gas" value="152016" />
<int key="gasPrice" value="8300000000" />
<int key="cumulativeGasUsed" value="4497226" />
<int key="gasUsed" value="56344" />
<string key="functionName" value="bid(uint256 _tokenId)" />
<string key="inputFunctionName" value="bid" />
<float key="SaleClockAuction__tokenId" value="1135837.0" />
<string key="inputFunctionParams" value="{'_tokenId': 1135837}" />
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ABI address: 0x06012c8cf97bead5deae237070f9587f8e7a266d

Download full dataset

Fig. 6. Evelog XES log generation.

<string key='"blockHash" value="0x03e8bcb...."/>
<int key="transactionIndex" value="68"/>
<string key="from" value="0x8949db9fbb...."/>
<string key="to" value="0x06012c8cf...."/>
<int key='"value" value="0"/>
<string key="input" value="0x3d7d3f5a0...000278d00"
o />
<string key='methodId" value="0x3d7d3f5a" />
<string key="functionName" value="
< createSaleAuction(uint256 _kittyId, uint256
< _startingPrice, uint256 _endingPrice,
< uint256 _duration)" />
<string key="inputFunction" value='Function
< createSaleAuction(uint256,uint256,uint256,
< uint256)" /> <string key="inputFunctionName"
< value='createSaleAuction"/>
<string key="inputFunctionParams" value="{"’
o _kittyId’: 1135862, ’_startingPrice’:
= 197000000000000000, ’_endingPrice’:
< 197000000000000000, ’_duration’: 2592000}"/

o >

10

16 <date key='"TIMESTAMP" value="2018-10-29T11:48:27" /
< > <string key='"org:resource" value="0
< x8949db9fbb4716ce5a2803085¢c7732c14fe03a37"

o />

17 <date key="time:timestamp" value="2018-10-29T11
o :48:26" />

18 <string key=''concept :name" value="

< createSaleAuction" />
19 </event>
20 ...
21 </trace>

CryptoKitties is a decentralized application (DApp) built on the
Ethereum blockchain, enabling users to manage virtual cats known
as CryptoKitties. These CryptoKitties are unique digital assets, each
defined by a distinctive set of attributes, or “genes”, which shape their
appearance and characteristics. Users can breed their CryptoKitties to
create new cats, combining attributes from both parents. In addition
to breeding, users can buy and sell CryptoKitties using Ether (ETH),
Ethereum’s cryptocurrency. The value of a CryptoKitty is determined
by its traits and rarity, with some fetching prices in the hundreds of
thousands of dollars. As one of the earliest and most successful ex-
amples of NFTs (non-fungible tokens) on Ethereum. CryptoKitties was
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Fig. 7. Heuristic Miner on CryptoKitties log generated with EveLog.

chosen for this case study due to its longevity (deployed in December
2017), widespread popularity, and its frequent mention in the literature
regarding event log extraction methodologies [10].

The EveLog was executed on CryptoKitties using the SaleClockAuc-
tion* and KittyCore* smart contracts and a block range from 6605101
to 6618097. These configurations correspond to those employed in [10]
and were selected to ensure consistency during the evaluation process.
The process of data extraction, raw data cleaning, and sorting is similar
for public transactions, internal transactions, and their combination.
Instead, the trace construction algorithm was adapted based on the
specific input data. After extracting and processing the data, the Heuris-
tic Miner [15] was applied to the resulting logs with default PM4Py
parameters. The following thresholds were used: “dependency thresh-
old”: 0.5, “and threshold”: 0.65, “loop two threshold”’: 0.5. In terms of
performance, EveLog took 23.26 s to complete data extraction for both
smart contracts and 58.99 s to generate the traces. For further details
regarding performance and evaluation metrics, refer to Section 6.4.

6.1. Public transactions

This section presents the evaluation of EvelLog against ELF. As
detailed in Section 3, ELF is a log-extraction framework designed to
map blockchain events to XES logs, requiring a manifest file containing
smart contract addresses, block ranges, and mappings of blockchain
events to XES events. Using the manifest, ELF can selectively extract
certain blockchain events and map each to multiple XES events. In both
EveLog and ELF executions, the process instance is the id of a cryp-
toKitty. The extraction process with Evelog, using the configuration
mentioned earlier, generated a log composed of 545 traces and 8936
events. An example trace from the extracted log is provided in Listing
5.

Figs. 7 and 8 illustrate the process models obtained from logs
generated by EvelLog and ELF, respectively. The model in Fig. 7 is
an Heuristic net discovered using the PM4Py’s Heuristic Miner, while
the model in Fig. 8 is a Directly-Follows Graphs generated using ProM
taken from [10]. Both models offer a clear and intuitive representation
of activity flows within a process, making them valuable tools for

20 https://bit.ly/450D9MH.
21 https://bit.ly/3QJ611v.
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analysing and exploring process data. They are particularly useful for
identifying opportunities for process improvement and optimization.
In these visualizations, squared nodes represent process activities, and
directed edges show the sequence of activity execution. An edge from
activity A to activity B indicates that B directly follows A in the log,
with the edge weights representing the frequency of such transitions.
As mentioned earlier, the cryptoKitty ID serves as the trace identifier,
allowing both models to depict the lifecycle of transactions associated
with a cryptoKitty within the selected block range.

The two models are quite similar, with the main difference being
the names of the activities in the generated logs.

+ EveLog (9 activities): bid, createGenOAuction, cancelAuction, create-
SaleAuction, bidOnSiringAuction, breedWithAuto, approve, transfer,
createSiringAuction.

» ELF (9 activities): AuctionCreated, AuctionSuccessful, AuctionCan-
celled, Birth, Pregnant, KittybecameMother, Transfer, SireMadeSome-
onePregnant, KittyBecameFather.

As mentioned, ELF [10] supports mappings from a blockchain event
to multiple XES events. Furthermore, certain events can be omitted, as
happened with the event Approval*®> emitted in the approved function.
The aforementioned justifies the difference in the activities between
the two methodologies. The naming difference can be justified because
events and functions can have different names in Solidity. However,
the mappings are worthy of more attention. The Pregnant event is
emitted by the functions breedWithAuto and bidOnSiringAuction. The
Birth event is emitted by the functions giveBirth, createPromoKitty, cre-
ateGenOAuction. Even though some of the mentioned functions are not
present in the generated logs due to the selected block range, it is
clear that, on Ethereum, events are bound to functions. A function
can be in the Solidity code without an event, while events can be
present only within a function body. The same event can be emitted
in different functions, possibly with different meanings, and could lead
to incorrect results if not mapped to multiple XES events. An example
is Pregnant which, in [10], is mapped to SireMadeSomeonePregnant to
comprehend the bidOnSiringAuction function. The EveLog methodology
automatically catches two XES events, while ELF needed the mapping
from Pregnant to SireMadeSomeonePregnant.

22 https://bit.ly/3tR6R6J.
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Fig. 8. ProM’s Directly-Follows Graph discovered on the ELF-generated log.

Source: The model was taken from [10].

The ELF approach requires extensive configurations and the cre-
ation of a manifest, which involves a detailed understanding of the
smart contract’s code. This makes the process effort-prone and error-
prone due to the need for manual setup and the risk of incorrect
mappings. In contrast, EveLog significantly simplifies the extraction
process, requiring only the smart contract’s address and the block range
to function. This reduces the complexity and eliminates the need for
prior knowledge of the smart contract’s internal logic. The evaluation
conducted was not intended to provide a direct comparison with ELF,
but rather to confirm the flexibility and consistency of EveLog. It
has shown that comparable results can be obtained with far fewer
configurations and without needing prior insight into the input smart
contracts. Additionally, it can be applied to any DApps, even those that
do not emit blockchain events, offering broader applicability.

6.2. Internal transactions

As described in Section 4.4.2, the trace construction step for internal
transactions is designed to generate a separate log for each function
name identified within the dataset. In this specific case, we gener-
ated four logs based on the previously mentioned configurations. Each
log captures the internal transactions associated with public transac-
tions that execute a specific function, allowing for a granular view
of the process execution at the function level. Such public functions
were bidOnSiringAuction, createGenOAuction, createSaleAuction, and cre-
ateSiringAuction. The hash of the public transaction was selected as case
ID, and the function name as concept:name for each trace. Thus, each
trace represents the internal execution flow of a public transaction. An
example trace is shown in Listing 6. The case:concept:name of the trace
(i.e., case ID) is equal to the tx_hash attribute in the events belonging to

12

the trace (line 2). The events have the concept:name attribute (line 19)
equal to the function_name attribute (line 13).

When the Heuristic Miner is applied to these logs, the resulting
models provide insights into how the smart contract functions are
executed. The splits in the model correspond to decision constructs
(e.g., if, else) or loops (e.g. for or while). If the model reveals rare
variants or unusual execution paths, these may indicate potential bugs
or inefficiencies in the smart contract code. Identifying such anomalies
can be valuable for debugging and optimizing the smart contract’s
functionality.

Listing 6: XES trace generated from internal transactions

1 <trace>
2 <string key='"case:concept:name" value="0

< x233fa05e1465b675e...." />
3 <event>
4 <int key="block" value="6605106" />
5 <string key="tx_hash" value="0x233fa05e1465b675e
S oLt/
6 <string key="call_id" value="0"/>
7 <string key="call_type" value="call" />
8 <string key="from_address" value="0x06012c8cf97be
S oL/
9 <string key="from_name" value="KittyCore" />
10 <string key="to_address" value="0
< xb1690c08e213a35e...." />
11 <string key="to_name" value="SaleClockAuction" />

12 <string key="function_signature" value="0
< x27ebedla" />
13 <string key="function_name" value='"createAuction"

o />
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14 <string key="arguments" value=’{"_duration"
< :2592000, "_endingPrice":197000," _seller"
< "0
= x8949db9fbb4716ce5a2803085c7732c14fe03a37
< ", "_startingPrice":197000," _tokenId"
< :1135862}° />

15 <string key="outputs" value="{}" />

16 <int key="order_index" value="2088" />

17 <string key="origin_address" value='"0
< x8949db9fbb4716ceba28...." />

18 <date key="time:timestamp" value="'2018-10-29T11
< :48:26+00:00" />

19 <string key="concept :name" value="createAuction"
o />

20 </event>

21

22 </trace>

The model for the ‘bidOnSiringAuction‘ function is presented in
Fig. 9 and the corresponding Solidity code is shown in Listing 7. In the
model, the first internal transaction is the getCurrentPrice. Afterwards,
the model splits into two paths: (i) the execution terminates directly,
or (ii) continues with the bid function. This behaviour is also evident
in the code (line 11) through a require control statement, which can
stop the function’s execution. Going ahead, the functions bid (line 12)
and _breedWith (line 13) are executed. It is important to note that the
_breedWith function is not depicted in the model, as it has the internal
modifier. An internal function is executed within the same contract and
does not result in an internal transaction. However, the execution of
_breedWith leads to the subsequent execution of fallback and transfer.
These functions’ implementation is available on Etherscan.?

Listing 7: bidOnSiringAuction function Solidity implementation

1 function bidOnSiringAuction(uint256 _sireld,

2 uint256 _matronId)

3 external

4 payable

5 whenNotPaused

6 {

7 require(_owns (msg.sender, _matronId));

8 require (isReadyToBreed(_matronId));

9 require(_canBreedWithViaAuction(_matronId,
_sireld));

10 uint256 currentPrice = siringAuction.
getCurrentPrice(_sireld);

11 require(msg.value >= currentPrice+autoBirthFee) ;

12 siringAuction.bid.value(msg.value - autoBirthFee)
(_sireld);

13 _breedWith(uint32(_matronId), uint32(_sireld));

14 2

6.3. Combination of public and internal transactions: trace construction

As described in Section 4.4.3, combining public and internal trans-
actions requires a process mining algorithm capable of handling pro-
cesses and sub-processes. For this purpose, BPMN Miner [17] was
selected to take advantage of this combination. BPMN Miner is an
algorithm that can generate a BPMN model featuring sub-processes,
boundary events, and activity markers. The underlying mechanism of
BPMN Miner is similar to the concepts of primary and foreign keys in
relational databases. It splits the log into sub-logs based on process
instance identifiers (i.e., keys) and references from sub-processes to
parent process instances (i.e., foreign keys). This approach allows the

2 https://bit.ly/3Shotm5.
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Fig. 9. Model discovered from the internal transactions of bidOnSiringAuction.

clear representation of both main processes and their sub-processes
within the same model. For a more detailed explanation of BPMN
Miner, please refer to [17].

Some changes need to be made during the log generation to apply
BPMN Miner to the extracted log. The algorithm allows the selection
of the keys for which sub-processes are referenced. The function name
of events belonging to execution traces with length one (i.e., with-
out internal transactions) was prefixed with _ to indicate that they
should not be selected. These modifications have been based on the
artificial log contained in the BPMN Miner source code.?* In partic-
ular, the from field was selected as case ID, and the function name
as concept:name. As described in Section 4.4.3, each function name is
prefixed by the smart contract name on parent transactions (e.g., Kit-
tyCore.breedWithAuto) and by {function name}_{from} on internal trans-
actions (e.g., bidOnSiringAuction_KittyCore.getCurrentPrice). An example
trace from the generated log is presented in Listing 8.

The case:concept:name (line 2) of the trace (i.e., case ID) is equal
to the id attribute in the events belonging to the trace (line 4).
The concept:name of the events representing parent transactions is
obtained by prefixing the smart contract name to the function name
(e.g., KittyCore.breedWithAuto) (line 6). Instead, the concept:name of
events representing internal transactions is obtained by also prefix-
ing the function name of the parent transaction (e.g., bidOnSiringAuc-
tion_KittyCore.getCurrentPrice) to mark the parent process to which the
event belongs (line 12). The events representing internal transactions
contain an attribute with _ as the prefix to indicate that they are
internal transactions during the BPMN Miner execution. The trace
construction step generated a log with 476 traces, 13946 events, and 4
different event types. Fig. 10 illustrates the model discovered with the
BPMNMinery, 4,ctive algorithm. The resulting model is a BPMN diagram
that integrates both public and internal transactions. Standalone ac-
tivities situated outside of sub-processes represent public transactions,
while activities that are enclosed within sub-processes correspond to
internal transactions. Each sub-process is explicitly linked to a specific
public transaction, which is indicated in the sub-process name.

24 https://svn.win.tue.nl/repos/prom/Packages/BPMNMiner/Trunk/log/.
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Listing 8: XES trace generated for BPMN Miner

1 <trace>
2 <string key='"case:concept:name" value="0x8949dbof
S oLt/
3 <event>
4 <string key="id" value="0x8949db9f...." />
5 <date key="time:timestamp" value="'2018-10-29T11
< :48:26+00:00" />
6 <string key="concept :name" value='KittyCore.
< createSaleAuction" />
7 </event>
8 <event>
9 <string key="id" value="0x8949db9f...." />
10 <string key="createSaleAuction" value="0
< x233fa05e1465b675e...." />
11 <date key="time:timestamp" value='2018-10-29T11
< :48:26+00:00" />
12 <string key="concept :name" value="
< createSaleAuction_KittyCore.
< createAuction" />
13 </event>
14 <event>
15 <string key="id" value="0x8949db9f...." />
16 <string key='createSaleAuction" value="0
< x233fa05e1465b675efc20abab3£f9331...." />
17 <date key="time:timestamp" value="'2018-10-29T11
< :48:26+00:00" />
18 <string key="concept :name" value="
< createSaleAuction_SaleClockAuction.
< transferFrom" />
19 </event>
20 <event>
21 <string key="id" value="0x8949db9f...." />
22 <date key="time:timestamp" value='2018-10-29T11
< :54:38+00:00" />
23 <string key='"concept:name" value='KittyCore.
< createSaleAuction" />
24 </event>
25 .

26 </trace>

6.4. Performance evaluation

This section evaluates the performance of EvelLog on the Cryp-
toKitties smart contract through an incremental analysis based on the
number of transactions considered. The EveLog methodology is hosted
on a virtual machine with 4 cores (E5-2620@2.40 GHz) and 4Gb of
RAM. Table 2 presents the performance metrics for extracting and
generating traces from the CryptoKitties: Sales Auction smart contract.”
We measured performance by progressively increasing the number of
transactions and assessing two primary metrics for each experimental
setup: average extraction time (s) and average generation time (s). The
results reported are based on the average of ten iterations of the
same experiment. The Number of Transactions (N° of trans.) column
specifies the total number of transactions processed in each request.
It ranges from a single transaction to over one million transactions,
with the latter being the maximum recorded for the CryptoKitties smart
contract. The Avg. Extraction T. (s) represents the duration required to
retrieve data from the Ethereum mainnet, which increases linearly with
the transaction count. Starting with 2.97 s for a single transaction, it
reaches approximately 596.12 s for 1,196,109 transactions. This trend
highlights the growing complexity as the number of transactions in-
creases. In contrast, Avg. Generation time (s), measures how long EveLog
takes to produce the XES output from the extracted data. For instance,

25 0xb1690CO8E213a35Ed9bAb7B318DE14420FB57d8C.
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Table 2
Evelog performance evaluation.
N° of trans. Avg. Extr. T. (s) Avg. Gen. T. (s)
1 2.97 0.42
10 3.28 0.63
50 3.45 1.11
100 3.65 1.42
500 4.25 4.9
1,000 5.13 5.42
10,000 14.23 41.25
50,000 114.00 189.23
100,000 184.15 413.00
1,196,109 596.12 2,160.00

processing one transaction takes 0.42 s, while processing 1,196,109
transactions increases the time to 2160 s. This trend indicates that trace
generation is computationally intensive, particularly as the dataset
size grows. Specifically, the generation time is also influenced by the
selected filters. In our experiments, we sorted transactions by their
timestamps and transactionIndex, we used the _tokenld as Case ID and
inputFunctionName as the Concept name. This analysis provides insights
into the scalability and performance capabilities of EveLog when han-
dling large datasets. The results are promising and demonstrate that
the framework remains robust and effective, even with large volumes
of data.

7. Conclusion and future works

This paper introduces a novel extraction methodology, Evelog,
designed to facilitate the extraction of XES logs from blockchain data.
The key feature of EveLog is its application-agnostic nature, allowing
it to be used broadly across various smart contracts without prior
configurations or adjustments. The methodology focuses on blockchain
transactions, which, in contrast to events, possess standard parameters
consistent across different smart contracts, ensuring reliability and
uniformity in the extraction process. EveLog is designed to be highly
adaptable and can be applied to various EVM-compatible blockchains,
as they share the same transaction format as Ethereum [23]. A cus-
tom adapter is required to handle their transaction payloads for non-
EVM blockchains (e.g., Algorand, Bitcoin, Cardano, Solana). However,
the core methodology of Evelog remains consistent across different
blockchain environments. Extracting XES logs from internal transac-
tions is challenging because they are not stored on-chain, and only a
limited number of tools support their collection. However, extracting
logs from internal transactions enables the inspection of execution
traces in immutable applications, such as smart contracts. This capa-
bility can significantly aid in discovering bugs and preventing exploits,
which is particularly valuable in blockchain contexts where assets
like cryptocurrencies and decentralized finance are managed, involving
considerable value and risk. The case study on CryptoKitties demon-
strates the applicability of the proposed methodology in a real-world
application. Process discovery was successfully applied to the generated
logs, highlighting the effectiveness of the methodology. However, the
list of applicable techniques extends beyond process discovery. Any
technique supporting XES as input can be applied to the generated logs,
including conformance checking, social network analysis, user/usage
profiling, simulations, and even more advanced applications such as
creating digital twins, as suggested in [24].

The proposed methodology paves the way for addressing the chal-
lenges of applying process mining to blockchain data. EveLog could be
further refined regarding usability and performance by incorporating
features like mapping log fields to multiple values. This enhancement
would increase the expressiveness of the logs and enable more sophisti-
cated data manipulation. Additionally, validating EveLog across various
use cases from different sectors — such as healthcare, manufacturing,
the Internet of Things (IoT), decentralized finance, metaverses, and
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blockchain-based games — would strengthen its generalizability beyond
the CryptoKitties case study used in this research. We also suggest test-
ing and evaluating the generated XES logs using other process discovery
algorithms to identify the most accurate ones for blockchain-based
applications. This might even lead to the development of a new process
discovery algorithm optimized for blockchain environments. Lastly,
future research could focus on analysing the execution of internal traces
and exploring potential variations in the XES logs generated from them.
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