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Highlights

¢ A novel methodology to map blockchain data to object-centric logs.

* The methodology enables the usage of available process mining techniques.

* An open-source web application supporting the proposed methodology was implemented.
* A Real-world project was used to showcase the potential of the methodology.
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Abstract

Blockchain technology has fostered the advent of decentralised applications
relying on smart contracts to encode business logic. In this context, it is
particularly relevant to analyse data produced by smart contracts that can
reveal valuable insights about applications and their execution. In recent
years, process mining and, in particular, object-centric techniques have been
considered to capture the complexity of blockchain applications and reveal
their different perspectives. However, their adoption raises novel challenges
related to the object-centric representation of blockchain data. To address
this problem, in this work, we propose a mapping methodology guiding users
to correlate blockchain data to an object-centric log without requiring ad-
vanced technical skills. The proposed methodology generates logs that are
compatible with current tools and techniques, enabling in-depth analysis.
The methodology was implemented as a web-based tool and its applicability
was evaluated on three real-world applications together with a performance
and usability assessment.

Keywords: Blockchain, Process mining, Analysis, Decentralised
applications, OCEL

1. Introduction

Blockchain enables new forms of trustworthy applications where smart
contracts encode distributed interactions and business logic can be executed
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in an immutable and transparent manner. The execution of smart con-
tracts generates transparent records in the blockchain about several types
of data, such as executed activities, involved users, and exchanged informa-
tion. Thanks to the transparent nature of the blockchain, each recorded
operation is accessible and verifiable to everyone, making produced data us-
able for mining, auditing, and monitoring purposes [I, 2]. Blockchain data
can be used as input for analysis techniques to discover valuable insights into
the actual behaviour of the blockchain application and its effective execution.
Furthermore, such data can uncover unexpected behaviours or vulnerabilities
and highlight the architectural and operational logic of the application [3], 14].
In particular, the analysis of the interactions and dependencies between com-
ponents (e.g., smart contract functions) can improve the structural under-
standing of practitioners and analysts without the need for in-depth technical
knowledge [5].

In this regard, process mining [0} [7] is emerging as a prominent solution
for analysing applications starting from data (i.e., event logs) resulting from
smart contract executions [§]. It consists of a set of tools and techniques de-
signed to gain insights into processes by identifying bottlenecks, deviations
from expected behaviour and opportunities for optimisation [6l [7]. When ap-
plied to blockchain execution data, process mining can reveal novel insights
that would otherwise remain hidden. To analyse event logs, traditional tech-
niques relies on standardised formats such as XES (eXtensible Event Stream)
[9], which require data to be grouped around a unique identifier known as a
case. Grouping data by case makes it possible to trace the sequence of events
for each process instance under consideration, providing a clear perspective
for analysis.

Nevertheless, this single-case perspective does not capture the interac-
tions and relations that occur between multiple events and objects. This
limitation leads to several issues that result in misleading statistics or incor-
rect identification of relations and causalities [I0]. Such issues are particularly
evident in blockchain analysis, where traditional process mining approaches
may prove limited or ineffective due to the complexity and heterogeneous
structure of blockchain data [IT], ] [2]. For instance, the execution of a
blockchain application involves multiple users interacting with each other
and with various smart contracts, resulting in the generation of transactions
and emission of events. Analysing such heterogeneous data from a single
perspective offers only a partial view of the application’s behaviour. Cap-
turing all these dimensions simultaneously thus remains a significant chal-



lenge. For this reason, object-centric process mining [10] has been recently
proposed to overcome the limitations of traditional approaches, leading to
the development of related standards such as Object-Centric Event Data
(OCED) [13] and Object-Centric Event Log (OCEL) [14]. This permits the
provision of novel and comprehensive analysis considering all the perspectives
of a blockchain application and its execution [15, [16]. The object-oriented
structure can represent in a more natural way the contract-oriented design
of blockchain applications. Despite this potential, the application of these
techniques poses new challenges since blockchain platforms produce data
at different granularity levels, like transaction payloads, state updates, and
transaction receipts. This granularity requires blockchain data to be prop-
erly transformed and converted into an object-centric representation before
being effectively used. This preprocessing step is critical [I7], and dedicated
approaches are necessary. Nevertheless, current solutions in this direction
provide support for the generation of custom standard or specific analysis
perspectives. Therefore, there is a lack of a comprehensive methodology that
enables the analysis of heterogeneous and meaningful information from the
blockchain. Moreover, existing approaches do not offer a flexible and user-
oriented infrastructure that supports customisable mappings and alleviates
the burden of data preprocessing for generating object-centric event logs.
For this reason, in this paper we propose a mapping methodology
to enable object-centric process mining on blockchain applications.
The methodology permits capturing multiple perspectives of an application
to discover the executed behaviour and related insights. This is done through
a multi-object selection, enabling users to decide which blockchain data to
map in an object-centric form in a simple and guided manner. In this way,
technicalities are abstracted, making the mapping accessible to a broader
audience without requiring advanced technical expertise. The methodology
supports Ethereum Virtual Machine (EVM)-based transaction data, includ-
ing executed functions, events, storage state variables, and internal transac-
tions. We focus on EVM platforms since they are the most used for applica-
tion development [18, [19]. In this context, executed functions are considered
first-class citizens since they represent the application logic, offering a direct
view into the behaviour of smart contracts. Finally, as an object-centric stan-
dard, we adopt OCEL 2.0 [20], ensuring the produced logs are compatible
with existing tools and techniques. The methodology was implemented as
a web-based tool and tested on three real-world applications. To evaluate
the methodology, we analysed the performance required to generate object-
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centric logs and we conducted a usability assessment with the involvement
of practitioners.

The rest of the paper is organised as follows. Section [2 introduces the
main concepts on which the work relies. Section [3| presents the methodology
with its mapping strategies. Section |4 shows the application implementing
the proposed methodology. Section |5 evaluates it, showing the methodology
applied to different scenarios, and reporting the performance and usability
assessments. Related works and comparisons are described in Section [6]
Finally, Section [7] concludes the work and discusses future directions.

2. Background

In this section, we describe the concepts forming the foundation of our
work. We begin by describing blockchain technology and the data produced
by applications that are considered within the proposed methodology. We
then proceed with the introduction of object-centric process mining with the
OCEL 2.0 standard and its core concepts.

2.1. Blockchain

Ethereum is a decentralised, open-source blockchain with smart contract
functionality [21]. Its public and permissionless characteristics permit par-
ticipants to freely interact with it while ensuring that ledger data is ac-
cessible and visible to any interested party. This is possible thanks to the
decentralised nature of the blockchain, which, together with cryptographic
primitives and consensus mechanisms, ensures accountability and immutabil-
ity of recorded operations. Smart contracts are programs deployed on a
blockchain which code is immutable and runs when predetermined condi-
tions are met. They are commonly used to automate agreement processes,
ensuring that all participants promptly know the outcome without requiring
intermediaries. In Ethereum, these contracts can be coded using the Solidity
programming languagﬂ which runs on the Ethereum Virtual Machine, sim-
ilar to traditional programming languages. Once the code is generated, it is
deployed in the blockchain and becomes available for user interaction. Each
smart contract has a data area called storage, a persistent key-value store
between function calls and transactions. In particular, state variables are

"https://solidity.readthedocs.io/
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those variables defined in the smart contract that are permanently stored in
the storage over the blockchain. Each executed function of a smart contract
can lead to an update of the global state of the ledger, maintained by nodes
and containing information about balances and data. Consequently, state
variables can be updated over time.

Transactions are cryptographically signed instructions sent on the block-
chain by an account. For example, public transactions represent the invo-
cation of a smart contract function or the transfer of cryptocurrency.
After the execution is completed, the transaction is added to a block and
propagated in the network, where its data is included. Among the others,
a transaction includes its hash, the block number where it was included,
the timestamp of when it was added in a block, the sender address creat-
ing the transaction, and gas used. The latter represents the computational
complexity of the execution operation and is used to derive the fee to pay.
In addition, a transaction can include an additional log containing events
emitted during the execution of a smart contract to inform external appli-
cations. Those events are customised and can contain many different data,
exposing the outcome of an operation (e.g., transfer of a token, deposit).

Internal transactions occur instead between smart contracts and are
typically stored off-chain, meaning they are not a part of the blockchain.
These can be divided into (I) call, executing code of another contract with its
context; (II) staticcall, like call, but preventing state modifications; and (IIT)
delegatecall, executing another contract’s code but within the caller’s context.
When an internal transaction is triggered, the smart contract interacts with
the target one to complete the operation. Even in a single transaction, a
smart contract can perform several internal calls to other contracts.

While the presented description refers to the Ethereum blockchain, it
is worth mentioning that the EVM serves as an execution environment for
many blockchain networks. This enables the standardisation between smart
contract definition and execution and compatibility across platforms and all
applications across EVM-based ecosystems.

2.2. Extracting blockchain data

Extracting meaningful data is a critical step in analysis activities, and
various approaches have been proposed. In our previous works [22, 23], we
presented an approach and a related tool to extract a comprehensive set of
data at different granularities, such as internal transactions and state vari-
ables. Once extracted, the approach produces an output log, which serves



as a starting point for further analysis. Given the amount and typology of
extracted data, we adopt this approach as the foundation for the mapping
methodology proposed in this work. In the following, we describe the extrac-
tion approach, focusing on the main features and data we consider in this
work.

An important feature of the extraction is the configuration permitting
the definition of filters and parameters to delimit the transactions to extract.
This information defines:

e Network. The target EVM-based network

e Block range. Range of blocks from which transactions are extracted
e Contract address. Address of the deployed smart contract

e Contract name. Name of the target smart contract

e (las used range. Range of units of gas used filtering transactions to
extract

e (s price range. Range of gas prices filtering transactions to extract

o Interval of time. Interval of execution timestamps used to select trans-
actions for extraction

e Set of sender addresses. List of addresses to consider for transaction
senders

e Set of executed functions. Names of the functions executed considered
for the transactions to extract

Once filters are configured, matching transactions are extracted and de-
coded together with other relevant pieces of data. Figure [1| depicts the con-
ceptual model of the log, specifically on the data we extract and its rela-
tionships, based on the blockchain concepts previously introduced. Listing
shows instead the structure and technicalities of the resulting log, having the
transaction as a base element, representing the execution of a smart con-
tract function (Line 2). In the log, a transaction is composed of a hash (Line
3) and the block number (Line 4) identifying the block in which it is included.
The contract address (Line 5) is the address of the smart contract to which
the transaction is directed, while the sender (Line 6) identifies the address
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Figure 1: Conceptual model of the considered blockchain log

of the blockchain account sending the transaction. Gas used (Line 7) is the
amount of gas used for executing the transaction. Finally, the timestamp
(Line 8) is when the transaction was sent, and the format used is ISO8601.
The remaining part of the log contains structured and detailed information
about the executed function.

Listing 1: Blockchain Log

'functionName': "anActivity",
'transactionHash': "Oxc4f28...",
'blockNumber': 103450,
'contractAddress': "Oxa3d61...",

'sender': "Oxcb3d9...",

'gasUsed': 100000,

'timestamp': "2023-12-02T10:05:23.000Z",
"inputs': [...],

'storageState': [...],
'events': [...],
'internalTxs': [...]

When a function is executed, it could take one or more input parameters,
which example is shown in Listing 2l Inputs have a name (Line 16), a type
(Line 17) and a value (Line 18).

Listing 2: Inputs array

"inputs': [

{

T,

'inputName': "anInput",
'type': "address",
'inputValue': "Oxebd37..."
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The execution of a smart contract updates its state, specifically, its stor-
age state variables, which are variables defined inside the smart contract and
which persist in the blockchain. An example is shown in Listing [3] As stan-
dard variables, a state variable has a name (Line 24) and a type (Line 25)
corresponding to a Solidity type (e.g., unit, string, bool) and a value (Line
26) that can be modified upon execution of the contract. Since the value is
decoded through the proposed approach, additionally, the original value in
hexadecimal format is included (Line 27).

Listing 3: Storage state

'storageState': [
{
'variableName': "variableName",
'type': "t_uintl6",
'variableValue': O,
'variableRawValue': "0000"
},

Inside a transaction, an additional log can be included named event
which example is shown in Listing [} An event is custom data specified
within the smart contract and used to inform external entities about a certain
occurring event. A blockchain event has a name (Line 33) and can include
multiple topics associated with it and each of them has a name and a value
(Lines 35 - 38). To avoid confusion with the OCEL 2.0 event, henceforth we
refer to this kind of data as blockchain event.

Listing 4: Blockchain events

'events': [
{
'eventName': "anEvent",
'eventValues': {
'eventTopicl': "0x39739...",
'eventTopic2': "1234567...",

'"eventTopicN': "...",
b
3,

]
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A smart contract can call another contract to execute a certain operation
producing an internal transaction which example is reported in Listing 5]
These interactions can be of different types (Line 45), are directed to a target
contract address (Line 46) and can have some input parameters (Lines 47 -
49).

Listing 5: Internal transactions array

'internalTxs': [
{
'callType': "CALL" || "STATICCALL" || "DELEGATECALL",
"to': "0000000000000000000000004d73adb...",

"inputsCall': [
"4d3a0£7c000000000000000000000000152 ... ",
]

2.3. Object-centric Process Mining

Process mining can be used to identify deviations from the expected be-
haviour of the monitored application, but also to improve underlying pro-
cesses [0, [7]. The starting point for this kind of analysis is event logs that
contain event data representing the various executed activities. Several for-
mats have been proposed to standardise the representation of event data,
with the eXtensible Event Stream (XES) [9] being the most widely used so
far. Each event requires a single case identifier (referring to the instance in
which the event occurred), a timestamp (when the event occurred), and an
activity label describing its type. Events can also have additional attributes
included in the log. The concept of a case represents a unique instance of
a process, such as a customer order, where all related events are grouped
together under one identifier. This grouping captures the sequence of activ-
ities associated with that specific case, enabling the analysis of the process
flow from initiation to completion. However, this case-centric approach as-
sumes there is just one case identifier and that each event refers to precisely
one. Consequently, it presents limitations in real-world scenarios where pro-
cesses involve multiple interacting entities. In a blockchain setting, these
issues are consequently reflected, since an application contains multiple and
fine-grained data connected to each other.



Consider a simple blockchain transfer function that involves both a sender
and a receiver. This single function is logically connected to two distinct
entities, the sender’s account (from data field) and the receiver’s account
(to data field). If the sender’s account is selected as the case identifier, one
can observe all transfers initiated by that account. However, the transfers
received by the corresponding receiver remain hidden. On the other hand, if
the receiver’s account is chosen as the case identifier, the transfers initiated
by the sender are not visible. Therefore, by selecting only one entity as
the case identifier, the comprehensive view of the interaction between sender
and receiver is lost. When considering more complex applications, involving
multiple events, contract-to-contract interactions, and the evolving state,
these limitations are even more significant.

To overcome such issues, object-centric paradigms were proposed, allow-
ing the observation of systems from multiple perspectives and considering the
variety of objects involved during the execution of activities [10]. Consider-
ing the previously mentioned transfer scenario, an object-centric approach
addresses this limitation by representing both the sender and the receiver
as distinct objects associated with the same transfer function. Instead of
forcing the analysis to follow a single case notion, each event is linked to all
relevant objects involved, allowing for a comprehensive representation of the
process. This enables, for instance, the analysis of the interactions between
accounts over time.

Object-Centric Fvent Log. To practically support object-centric analysis, some
format and standards were proposed. Among the available ones, OCEL 2.0
is one of the most established to define and operate with object-centric event
logs. It forms the basis for object-centric process mining by enabling the
expression of events, objects and their relationships. OCEL 2.0 is also sup-
ported by existing object-centric process mining techniques, making it a valid
solution for this kind of analysis. OCEL 2.0 comes with a metamodel shown
in Figure [2| representing its main concepts and components. At the basis, we
find Events, representing the execution of certain activities within a system.
Events are unique, typed and associated with a timestamp. Event types
categorise the different events depending on their purpose, representing spe-
cific actions. An event refers exactly to one event type. Other core elements
are Objects, expressing the entities involved during the events. Objects
can refer to physical or abstract concepts and have different attributes with
values changing over time. Object types categorise the different kinds of

10
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Figure 2: OCEL 2.0 metamodel from [20]

objects present in the system.

In OCEL 2.0, presented entities can be associated according to some
kinds of relationships. Event-to-Object (E20) Relationship describes
the relationship occurring between events and objects. This relationship
can be qualified, by describing the roles that objects have in specific events.
Object-to-Object (020) Relationships represent the case where objects
are related to other objects. Also in this case, the relationship can be quali-
fied.

3. Mapping Methodology

To enable the adoption of object-centric process mining for blockchain-
based applications, a crucial phase is the preprocessing of blockchain data to
make it suitable for analysis. For this reason, we propose a mapping method-
ology designed to support analysts and domain experts in generating usable
object-centric logs from the fine-grained data recorded on the blockchain.
The methodology consists of some phases for associating blockchain data
with object-centric elements. A key feature is the multi-object selection,
which allows users to decide how to generate logs according to different kinds
of blockchain data and consequent mapping strategies.

The design of our mapping methodology is motivated by the structure
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Figure 3: Mapping methodology and its phases

of blockchain applications. Since the execution of smart contract functions
corresponds to application-level activities, we treat these as first-class citi-
zens. This is done by working with transaction data, which records executed
functions and forms the foundation for constructing OCEL 2.0 logs. An
advantage of this design is its general applicability. Transactions represent
the execution of a function, regardless of the smart contract typology or
the application domain. A further discussion on the generalisability of the
methodology can be found in Section [f

The methodology is depicted in Figure |3| and encompasses two main
phases: events generation, and objects generation. The first phase gener-
ates the OCEL 2.0 events and builds the E20 relationships by performing
an automatic mapping. The second phase generates the OCEL 2.0 objects
and O20 relationships. Differently from the events, the object mapping is
made by the user who can select the elements of the blockchain that will
be mapped to objects. In the following, we detail the various phases of the
methodology. Notice, given the lack of a common standard for representing
blockchain data, the mapping approach behind the proposed methodology is
based on the blockchain concepts introduced in Figure |1} while the practical
implementation relies on Listing [II However, the core mapping idea can be
applied to differently structured data.

3.1. Events generation

The first phase of the methodology corresponds to the generation of the
OCEL 2.0 events. This is done by automatically mapping executed smart
contract functions to object-centric events. An event represents the execution
of an activity in a system, with an event type indicating the type of activity.
Similarly, a transaction represents the execution of an activity within the
blockchain (i.e., the execution of a smart contract function). For this reason,
each executed function is mapped to an OCEL 2.0 event. E20 relationships
are also automatically mapped according to a predefined strategy.

Listing [0] shows the mapping of extracted smart contract functions with

12
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59
60
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63
64
65
66
67
68
69
70

72
73
74
75

events according to the OCEL 2.0 specification. First, the event type is
defined with a name (Line 55) corresponding to the invoked smart contract
function. As attributes (Lines 56 - 68) other relevant fields of the transaction
corresponding to the function are used. The event type contains the gas used
(Line 58), the block number where the transaction was included (Line 62) and
the sender (Line 66). These attributes are useful to detail the transaction,
representing its computational cost, the source block and who interacted with
the smart contract. The types of the event attributes (Lines 59, 63, and 67)
are integer and string. The second part of Listing [6] shows the generation of
the OCEL 2.0 event. Each created event is identified by an ID (line 72) that
we associate with the transaction hash, as it is unique in the blockchain. As
type (Line 73) an event must refer to one of the previously defined types.
Each event has a time (Line 74) corresponding to the transaction’s timestamp
converted to the ISO 8601 format. The event attributes (Lines 75 - 88) are
then created with the gas value used for the transaction and the sender’s
address. Finally, the relationships (Lines 89 - 94) with the OCEL 2.0 objects
are generated.

Listing 6: OCEL 2.0 event type

'eventTypes': [
{
'name': <functionName>,
'attributes': [
{
'name': "gasUsed",
'type': "integer"
Yo
{
'name': "blockNumber",
'type': "integer"
by,
{
'name': "sender",
'type': "string"
}
1x...1,
'events': [
{
'id': <transactionHash>,
'type': <functionName>,
'"time': <timestamp>,
'attributes': [

13
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{
'name': "gasUsed",
'value': <gasUsed>
1,
{
'name': "blockNumber",
'value': <blockNumber >
T,
{
'name': "sender",
'value': <sender>
}
1,
'relationships': [
{
'objectId': <anObjectId>,
'qualifier': <aQualifier>
}
1...1

These relationships serve to associate events with objects, each of them
requires an object id (Line 91) and a qualifier (Line 92) that varies depend-
ing on the type of the target object. In the proposed methodology, rela-
tionships are automatically created. Indeed, we define a set of predefined
and admittable relationships and corresponding qualifiers which are shown
in Table [l These relationships are derived from the behaviour of objects
within the blockchain context. This is possible since data is consistently
structured inside the blockchain. For example, transactions always include a
sender, allowing the relationships to be standardised effectively. In this way,
we alleviate the burden of manual configuration for the user and the need
for domain knowledge.

3.2. Objects generation

The second phase of the methodology consists of objects generation. Ob-
jects are crucial elements in an object-centric analysis as they represent the
components involved during the execution of a smart contract and express
the perspectives of the application. This phase includes a multi-object selec-
tion where the user decides which blockchain data should be mapped as an
object and included in the final log. Depending on the selected blockchain
data, the OCEL 2.0 object is built according to different mapping strategies.
As for the E20 case, the O20 relationships are built automatically during

14



Table 1: Event-to-object relationship qualifiers

Event Qualifier Object type
Generated by | Contract address
Hash Transaction hash
Sent by Sender

Function | Takes Input
Updates State variable
Emits (blockchain) Event
Invokes Internal transaction

this phase. In the proposed methodology, an object can be selected among
seven different blockchain data types: contract address, transaction hash,
sender, input, state variable, blockchain event, and internal transaction.

In mapping blockchain data to OCEL 2.0 objects, we adopted a design
that reflects both the peculiarities and the meaning of the involved compo-
nents. Contract address and sender are mapped as objects based on their
unique values, ensuring that each distinct entity is modelled only once. In-
deed, a certain value always uniquely identifies the same smart contract or
user over different transactions. In contrast, inputs and events could have
a different meaning within each transaction context, and thus they always
generate new objects. For instance, despite a blockchain event transfer can
be seen as always the same type, it can represent every time an operation
between different senders and receivers. The same design was adopted for
internal transactions, which generates different objects to provide a struc-
tured perspective on contract-to-contract interactions, highlighting the roles
that various contracts play within a given process. Finally, a different design
was adopted for state variables, which encapsulate the dynamic behaviour
of smart contracts. These are mapped as evolving objects whose attributes
are updated over time to reflect changes in the contract’s state. This means
that a state variable account generates only one object, but has an attribute
value constantly updated.

Listing [7] presents all the mapping strategies for OCEL 2.0 objects in
a compact format. Specifically, it shows, for each OCEL 2.0 property, the
possible selections available to the user. A complete and detailed version is
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accessible in the technical report onlin(ﬂ. The mapping begins by defining
the various object types, which represent the different kinds of objects. An
object type is identified by a name (Lines 96 - 97) and it can be selected
from a set of predefined options (shortened for the sake of readability). Some
object types are predefined and static (e.g., txHash, sender), meaning their
names remain constant regardless of the specific log content. Others are
generated dynamically based on actual values found in the log (e.g., varName,
eventName). For example, the object type for the sender is always labelled
as “sender”. In contrast, object types derived from state variables are named
based on the variable’s name in the log, such as “transfer” or “approve”. Each
object type also includes a set of attributes (Lines 98 - 105), which names
(Lines 99 - 101) are automatically generated depending on the selection.
Similarly, the corresponding attribute types are set (Lines 102 — 104). Once
the object types are defined, the specific objects are created. Each object
is identified by an ID (Line 109 - 111), which is automatically composed
based on the selected type. The object also includes the type (Lines 112 -
113) and the set of actual attribute values(Lines 119 - 121). Attributes are
further characterised by a time property (Line 118). As with events, each
object includes a time corresponding to the timestamp of the transaction,
converted into the ISO 8601 format.

Listing 7: OCEL 2.0 object mapping strategies

'objectTypes': [{
'name': "cAddr" || "txHash" || "sender" || <inputName> ||
<varName> || <eventName> || "internalTx",
'attributes': [{

'name': "caddr" || "hashValue" || "senderAddr" ||
"inputValue" || "varValue" || <eventTopic> ||
"Type" || "to",

"type': "string" || "string" || "string" ||
<typeofInputValue> || <typeofvarValue> ||
<typeofEventTopic> || "string" || "string"

H,

.,

'objects': [{
'id': <cAddr>||<txHash>||<sender>||"input_<i>_<txHash>" ||
"var_<varName >_<caddr>" || "event_<i>_<txHash>" ||

Zhttps://pros.unicam.it/wp-content/uploads/2025/07/TechReport .pdf
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111
112
113
114
115
116
117
118
119
120
121
122
123
124
125
126
127

"internalTx_<i>_<txHash>",
"type': "caddr" || "txHash" || "sender" || <inputName> ||
<varName> || <eventName> || <callType>,
'"attributes': [{

'name': "caddrValue" || "hashValue" || "senderAddr" |
"inputValue" || "varValue" || <eventTopic> ||
"callType" || "to",

'time': <timestamp>,
'value': <caddr> || <txHash> || <sender> || <inputValue>
|| <varValue> || <eventTopic> || <callType>
[l <to>
H,
'relationships': [{
'objectId': <anObjectId>,
'qualifier': <aQualifier>
F, ...
., ..o ]

After the attributes, the object contains the O20 relationship (Lines 123
- 126), expressing the relationship that the object has with another one.
The relationship is defined by the id of the target object (Line 124) and the
qualifier characterising it (Line 125). While the E20 relationship could be
standardised by the connections that data have within the blockchain, the
020 strongly depends on the domain knowledge of the application and the
low-level smart contract code. Furthermore, objects can be connected with
objects in any event, making the definition of default relationships even more
complex. For this reason, we have standardised relationships and qualifiers
only for some of the available objects as shown in Table 2] Furthermore,
relationships are applied only between objects on the same event, so in the
same transaction. As for the E20 case, these qualifiers are derived from the
blockchain domain depending on how objects interact. For example, a state
variable is always part of the storage of a smart contract, permitting the
standardisation of their relationship. On the contrary, the update of a state
variable may not depend on the input of the executed function or on the user
sending the transaction, thus limiting the relationship creation.

4. Implemented Methodology

To enable the practical usage of the methodology, we implemented it
and made it available through a web application. Specifically, the methodol-
ogy was integrated into the web application supporting the data extraction
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Table 2: Object-to-object relationship qualifiers

Object type Qualifier Object type
Invoked by | Sender
Contract address Contains State variable
Defines Event
Invokes Contract address
Sender Passes Input
Generates Transaction hash
. Triggers Internal transaction
Transaction hash Created By | Sender
Input Inserted by | Sender
State variable Storage of Contract address
Blockchain event Member of | Contract address

Internal transaction | Triggered in | Transaction hash

proposed in [22 23]. This work extends that approach by incorporating a
mapping phase with dedicated functionalities for multi-object selection and
log generation. Figure [4] depicts the application components with a high-
light on the implemented mapping capabilities. The tool is composed of
three main artefacts: extraction, query and mapping. The frontend pro-
vides a graphical interface for accessing the respective pages of each com-
ponent, which are linked to corresponding backend services responsible for
executing the required logic. For the extraction module, the service inter-
acts with the blockchain and smart contracts to retrieve relevant data. In
the case of the query module, it connects to the database, where transac-
tions are stored upon extraction. In the following, we provide an overview
of the existing extraction and query functionalities, focusing then on the
mapping capabilities. The implemented application is openly accessible at
pros.unicam.it/blockchain-mapping/.

4.1. Extraction and Query Pages

Figure [5| shows the interface for the Data Extraction phase, which con-
tains the functionalities implementing the extraction presented in Section[2.2]
The page offers several configuration options described in Sec. |2 to enable
transaction extraction. Filters (I) define parameters for selecting relevant
transactions, while Network selection (II) allows extraction from different
blockchain networks. Contract configuration (III) specifies the target smart
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Implemented methodology
<<executionEnvironment>> k<executionEnvironment>>
Frontend Backend EVM-based Blockchain
<<artifact>> [l <<artifact>> [l <<artifact>> [l
Extraction interface Extractor service Target smart contract
<<artifact>> 0 <<artifact>> 0
Mapping interface Mapping service
<<artifact>> [} <<artifact>> 0O Database
Query interface Query service

Figure 4: Deployment diagram of the implemented methodology

Network

of (m{ Mainnet Ml Contract Logs
Data Extraction

Contract Name

CakeOFT

Contract Address
0x152649eA73beAb28c5b49B26eb48f7EADEA4c898

(iif) (vi)
From Block

18698008

To Block
18698323

o

Figure 5: Extraction Page

contract. The extraction process involves two steps with dedicated function-
alities (IV). Uploading the smart contract to compile it and retrieve necessary
data (if not verified, users can manually upload the Solidity source code)
and Eztract Data to initiate extraction and decoding. Additional features
include (V) the Query Page for database queries, Map Data for generat-
ing object-centric logs. Finally, the Eztraction outcome panel (VI), which
displays extracted logs and allows downloads in JSON or CSV format.
During the extraction, data is saved in a local database, accessible by
the user with querying capabilities. This enables faster data retrieval while
the usage of a standard DBMS permits the definition of complex queries
and aggregation features. These capabilities are accessible in the query page
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shown in Figure [6]

Transaction Extractor Mainnet B Contract Logs

rrrrrrrrrrrrrrr

Gas Used From Gas Used To

uuuuuuuuuuuu

Block Number From Block Number To

Timestamp From (o] Timestamp To (o}

Inputs Storage State Internal Transactions Events

uuuuuuuuuuuuuuuuuuuuu

_from failedMessages Call Type Event Name

Type § Type To
[ ]
Input Value Variable Value

Variable Raw Value

W CLEARALL FIELI DS

Figure 6: Page for querying transactions from local database.

Here, the user can specify information about a single transaction or a set
of transactions by selecting various fields. These fields include transaction
hash, contract address, sender, gas used range, function name, block num-
bers, and timestamps. Additionally, users can apply additional fields related
to the log objects previously described (i.e., inputs, storage state, events and
internal transactions) to search for particular values or types of data. Once
the query is completed, all corresponding transactions are displayed in the
right-side panel and can be downloaded as a JSON file.

4.2. Mapping Page

The mapping page permits the creation of the OCEL 2.0 event log starting
from the previously extracted blockchain data. Figure [7] depicts the auto-
matic mapping of events, which maps the function executed by the transac-
tions with the name of the event types in the OCEL 2.0 standard, associating
the gas used, the block number and the sender attributes.

Figure [§| shows instead the multi-object selection. Here, the user can
choose among the various fields in the blockchain log and map them as ob-
ject types in the OCEL 2.0 standard according to the mapping strategies
described in Sec. [3] Through the interface, the user can add multiple object
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Figure 7: Automatic mapping of event types

types and click on them to display a list with the supported blockchain entries
for the mapping. After the selection of objects, clicking the map data but-
ton, the application generates the OCEL 2.0 log, showing it in the right-side
panel.

Finally, additional functionalities are available with dedicated buttons
depicted in Figure

I Map Data: used to confirm the mapping of the selected object types;

IT Show Logs: used to change the view between the blockchain log and the
OCEL 2.0 one;

[T Upload File: used to upload a .json file with the blockchain log to map;

IV Download JSON: permits the download of the OCEL 2.0 log in a JSON
format;

V Download JSONOCFEL: permits to download the OCEL 2.0 log in a
.Jsonocel file;

VI Download CSV OCEL: permits to download the OCEL 2.0 log in a
flattened CSV format.
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Figure 8: Manual selection and mapping of object types

5. Evaluation

This section evaluates the practical feasibility of the proposed methodol-
ogy by demonstrating its real-world applicability, analysing its performance,
and assessing its usability.

5.1. Usage on Real-world Applications

As a first step, we demonstrate the usage of the implemented methodology
on three real-world blockchain-based applications. In particular, we showcase
the effectiveness of the mapping by extracting data from the PancakeSwap,
CryptoKitties, and RotoHive applications, generating OCEL 2.0 logs, and
using them to uncover insights into the executed smart contracts. It is worth
mentioning that the main objective is to demonstrate that the methodology
can be effective in generating usable and meaningful logs. Indeed, it is not
our intention to analyse in detail the mentioned applications, but rather to
show some potential insights that should be further explored by interested
auditors. The resulting logs are accessible onlind}

3https://pros.unicam.it/blockchain-mapping/
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PancakeSwap. The first application we consider is PancakeSwap, a decen-
tralised exchange on the BNB Smart Chain that operates across multiple
platforms due to its cross-chain capabilities. PancakeSwap enables users to
swap BEP20 tokens without the need for middleman services. The CakeOFT
smart contract, considered in this context, is used for cross-chain bridging
of CAKE tokens on PancakeSwap, and the extracted functions include those
responsible for handling the tokens. With CakeOFT it is possible to send
tokens from the sender’s address to another specified address using transfer,
an inherited function from the ERC20 protocol; further, CakeOFT allows
the transfer of the ownership of this contract to a new account (function
invokable only by the current owner of the contract) through the transfer-
Ownership function. Other features provided by CakeOFT are: the sending
of CAKE tokens from one chain to another using the sendFrom function, to
allow a third party to transfer tokens from one account to another, up to
a certain amount, on behalf of the owner with transferFrom, and grants a
spender permission to transfer tokens from the token holder’s account, up to
a specified amount, through approve, of ERC20.

To evaluate the methodology, we consider an extensive sample of transac-
tions, analysing the produced object-centric log and its elements. In particu-
lar, we extracted transactions from one of the PancakeSwap smart contracts,
selecting all possible objects during the mapping phase. The objective is
to capture all possible perspectives of the application to discover and reveal
insights about created elements, relationships and more. To this purpose,
the generated log was used in the Ocelotf] and OCPMF| tools to discover the
output process, showing related information about events, objects, and rela-
tionships. These tools represent current solutions to analyse object-centric
logs, providing graphical and statistical insights into the considered applica-
tion [24].

In the first step, we extracted 1000 transactions from block 16970567 to
17125165 on the Ethereum version of the CakeOF T smart contract® without
any particular configuration. An example of the extraction output is shown
in Listing[8] and it contains the function sendFrom updating a state variable
feeOwner.

‘https://ocelot.pm/
Shttps://www.ocpm.info/,
Shttps://etherscan.io/address/0x152649ea73beab28c5b49b26eb48f7ead6d4c898
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Listing 8: Example of log entry for a single transaction.

128 'functionName': "sendFrom",

129 'transactionHash':"0x18c2d7c7...49b142a6f5",
130 'blockNumber': 16976687,

131 'contractAddress':"0x152649ea...ead6d4c898",
132 'sender':"0x88274e4c...de3266e615",

133 'gasUsed': 219923,

134 'timestamp': "2023-04-04T16:25:47.000Z",

135 'dinputs': [

136 1: { 'inputName':"_dstChainId",

137 'type':"uintl6",

138 "inputValue': 102 } ... 1,

139 'storageState': [

140 0:{ 'variableName': "feeOwner",

141 'type': "t_address",

142 'variableValue': "0x702099e2...a742782fc2",

143 'variableRawValue': "0000000000...a742782fc2" }
1,

144 'internalTxs': [

145 0: { 'callType': "CALL",

146 'to': "0000000000...8401a178e2",

147 "inputsCall': [

148 0: 4d3a0f7c00...26eb48f7ea, ... 1} ... 1,

149 'events': [

150 0: { 'eventName': "SendToChain",

151 'eventValues': {

152 ' _dstChainlId': 102,

153 ' _from': "0x88274e4c...de3266e615",

154 ' _toAddress': "0x0000000000...e3266e615",

155 ' _amount': 2.79e+21 } ... ]

Once extracted, the blockchain log is mapped to the object-centric one
according to the presented strategy. To have a complete overview of all pos-
sibilities, we selected each case from the blockchain log as an object type. An
excerpt of the resulting OCEL 2.0 log is shown in Listing [0] This example
shows an event corresponding to the executed function sendFrom and an ob-
ject for the feeOwner state variable, having an E20 relationship updates. An
additional storage of O20 relationship is also created between the feeOuwner
and contract address objects.

Listing 9: CakeOFT event types

156 'eventTypes': [
157 { 'name': "sendFrom",
158 'attributes': [
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159 { 'name': "gasUsed",

160 '"type': "integer" 1},

161 R

162 R

163 1,

164 'events': [

165 e

166 { 'id': "0x18¢c2d7c7...49b142a6f5",

167 'type': "sendFrom",

168 '"time': "2023-04-04T16:25:47.000Z",

169 'attributes': [

170 { 'name': "gasUsed",

171 'value': 219923 1},

172 naodl g

173 'relationships': [

174 { 'objectId': "variable_feeOwner_0x152649ea73...
ead6d4c898",

175 'qualifier': "updates" 1},

176 ...11,

177

178 1,

179 'objectTypes':

180 [{

181 'name': "feelOwner",

182 '"attributes': [

183 {

184 'name': "variableValue",

185 'type': "string"

186 T

187

188 ]

189 Y, ... 1,

190 'objects':

191 [{

192 'id': "variable_feeOwner_0x152649ea73...ead6d4c898",

193 'type': "feeOwner",

194 'attributes': [

195 {

196 'name': "variableValue",

197 'time': "2023-04-04T16:25:47.000Z2",

198 'value': "0x702099e284...a742782fc2"

199 }

200 15

201 'relationships': [

202 {
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203
204
205
206
207

'objectId': "0x152649ea73...ead6d4c898",
'qualifier': "storage of"
Fo coo 1
)
]

After mapping the elements, we used the OCPM application with the
OCEL 2.0 log to visualise the process schema underlying the considered
smart contract. Specifically, the OCPM application discovers the object-
centric Directly-Follows Graph (DFG) of the executed smart contract. The
result is depicted in Figure[9 and shows the extracted functions with the con-
nected objects. Other insights about specific occurrences and relationships
are instead obtained from the Ocelot application.

Analysing the obtained log we can find 5 different event types correspond-
ing to the kinds of executed functions. In total, 1000 events are created, one
for the extracted transaction, as each refers to exactly one function. A de-
tailed view of all created events is visible in Figure [I0] A notable aspect
is the number of approve events, occurring 825 times. This high difference
from other events depends on the PancakeSwap logic, which requires users
to approve the trading operations so that the smart contract can effectively
transfer the tokens on behalf of the user. Since token trading is the most
common operation on a decentralised exchange, the approval operation is
consequently the most frequently executed function.

Considering the objects, 29 object types were generated for a total of 5968
objects, which details are depicted in Figure In this case, we can notice
the object transaction hash for each event, as it is present in all transactions,
while there is a unique contract address since all extractions are related to
the same contract, and 624 different senders. Other highly occurring objects
are spender and amount, derived from the function inputs, while approval
and transfer are blockchain events. Finally, the analysed contract shows a
high number of interactions with other smart contracts as demonstrated by
the occurrence of internal transaction objects.

A more detailed distribution of objects over events is reported in Fig-
ure [12l The major occurrence of objects is related to the approve event as
it is the most frequent activity. Peculiar is instead the behaviour of internal
transactions, which occur only in the sendFrom event. This happens since
the sendFrom function serves to transfer tokens with complex logic, such as
calculating fees and involving many cross-chain messages.

The precise details about the created relationships are shown in Figure|13]
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In the case of E20 reported in Figure we can notice that the takes
relationship is the most frequent one with 2267 occurrences. This is because
the majority of objects in the log derive from blockchain inputs and are
consequently related to the event with the takes qualifier. This behaviour
is also found in the O20 relationships depicted in Figure [I3b] Also in this
case, the passes and inserted by relationships occur 2267 times, connecting
the sender object with the various input objects and vice versa.

Cryotikitties. The second considered scenario is Cryptokittiesﬂ a blockchain-
based game built on the Ethereum network that allows users to collect,
breed, and trade unique digital cats. Each CryptoKitty has a distinct set
of traits determined by a genetic algorithm, and players can breed their
kitties to create new ones with unique appearances. The game includes a
built-in marketplace where users can buy and sell kitties, making it both
a collectible and interactive experience. This application has been widely
considered in different approaches such as [15] 25, 26]. From this smart
contract, we extracted 10991 transactions within the block range 4605182 -
20671393, having 16 different event types, 10991 events, 21 different object
types, and 172788 objects. Figure [14] depicts the resulting DFG. Setup calls
(setCEO, setCFO, setSaleAuctionAddress, setSiringAuctionAddress, setGe-
neScienceAddress, unpause) each appear exactly once, matching the require-
ment that you must configure the CEO/CFO roles and register the auction
contracts before you can list any kitties for sale or breeding. Notably, the
discrepancy between the number of breed WithAuto (4,843) and giveBirth
(10) calls could suggest a significant drop-off in user engagement during the
breeding process and further investigation could be needed.

RotoHwve. Finally, the third application is RotoHiveﬂ, a fantasy sports plat-
form where users collaboratively rank players each week. Participants submit
their rankings, and top contributors are rewarded based on how well their
predictions align with real-world outcomes. We considered this case since it
was deeply explored in [27]. In particular, we extracted 3725 transactions
from the block range 6247815 - 8678932, and after mapping all possibilities,
we obtained 8 different event types, 3725 events, 19 different object types,
and 21421 objects. The resulting DFG is visible in Figure [15] The obtained

"https://wuw.cryptokitties.co/
Shttps://www.rotohive.com
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graph reflects the lifecycle of the application given the presence of setTo-
kenContract and create Tournament and events at the beginning, alongside
terminating events like closeTournament and destroyRoto. This outcome
corresponds with the expected phases of initializing the tournament envi-
ronment, executing staking and reward cycles, and closing tournaments. An
interesting aspect is the high occurrences of rewardRoto events, highlighting
the criticality of this phase. This matches the expected behaviour where
reward calculation and distribution are key functions. The complexity and
volume suggest events that might benefit from optimisation or specialised
monitoring.

Figure 15: RotoHive Graph OCEL

5.2. Performance analysis

To further evaluate the mapping methodology, we analysed its perfor-
mance in generating an OCEL 2.0 log. Specifically, we measured the time
required to generate a log using different selection strategies in a scaling man-
ner. We began by selecting only one object type and incrementally added one
more at each step until all seven possible object types were included. For ex-
ample, the first test involved selecting only the contract address as the object
type, while the second included both contract address and transaction hash.
In the final test, all object types were selected simultaneously. Additionally,
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Table 3: Amount of time required for generating OCEL 2.0 log. CA = Contract Address,
TH = Transaction Hash, SE = Sender, IN = Inputs, SV = State variables, EV = Events,
IT = Internal Transactions. The “+” indicates that the object is included in the extraction
with the previous objects (e.g., +TH = CA+TH, +SE = CA+TH+SE).

Objects

CA | +4+TH | +SE | +IN | +SV | +EV +IT
1000 | 0.01s | 0.01s | 0.03s | 0.59s | 0.64s | 0.90s 1.15s
2000 | 0.02s | 0.03s | 0.12 | 2.53s | 2.71s | 3.93s 5.51s
3000 | 0.02s | 0.03s | 0.14 | 5.63s | 6.03s | 8.74s 12.54s
4000 | 0.03s | 0.06s | 0.26 | 10.45s | 11.24s | 15.98s | 23.27s
5000 | 0.05s | 0.09s | 0.38 | 16.58s | 17.48s | 25.86s | 39.51s
6000 | 0.20s | 0.17s | 0.57 | 24.63s | 25.82s | 37.33s | 55.48s
7000 | 0.13s | 0.17s | 0.75 | 32.09s | 34.30s | 49.20s | 76.14s
8000 | 0.32s | 0.23s | 1.01 | 42.62s | 46.40s | 66.23s | 97.93s
9000 | 0.18s | 0.30s | 1.24 | 54.06s | 58.66s | 84.36s | 124.63s

10000 | 0.22s | 0.38s | 1.55 | 66.82s | 72.22s | 104.31s | 156.05s

TXs

each selection strategy was evaluated over logs with an increasing number
of transactions. For this purpose, we used the PancakeSwap smart contract,
extracting 10,000 transactions from block 17283405 to block 18698323. In
each experiment, we started with the first 1,000 transactions and gradually
increased the dataset, up to the full log.

Table [3| presents the results of the experiments, reporting the time (in
seconds) required to generate the log for each selection strategy. Figure
depicts these results, highlighting the trends as the log size increases.
Analysing the outcomes, we observe that the first three mappings, including
up to three object types (CA, TH, and SE), demonstrate the best perfor-
mance, consistently remaining under 2 seconds. This behaviour is due to
the relatively simple structure and low complexity of these data types, which
do not require expensive computations for processing and mapping. A sec-
ond group of results emerges when mapping four or five object types. In
the case of four objects, the inclusion of IN leads to a noticeable increase
in generation time, especially when processing 10,000 transactions. This is
primarily because input objects have a more complex and nested structure,
and since they appear in all transactions, their processing requires signifi-
cantly more effort compared to previous cases. However, the addition of a
fifth object type, SV, does not have a substantial impact on performance.
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This is attributed to the design of the mapping for state variables, which
generate unique objects updated over time. As a result, state variable object
generation is less frequent and requires less computation. Finally, mapping
six and seven object types through the first inclusion of FV and then also of
IT, leads to further significant increases in generation time. This is due to
the highly complex structure and frequent occurrence of events and internal
transaction objects within the extracted dataset.

160+ n® objects

—e— 1 object (CA)

—a— 2 objects (CA, TH)

140 { —® 3 objects (CA, TH, SE)

—e— 4 objects (CA, TH, SE, IN)

—e— 5 objects (CA, TH, SE, IN, 5V)

—e— 6 objects (CA, TH, SE, IN, SV, EV)
1204 —o— 7 objects (CA, TH, SE, IN, SV, EV, IT)
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Figure 16: Trend of mapping performance

Overall, this evaluation provides an overview of the performance of the
mapping methodology when applied to a real-world scenario. As expected,
the complexity of the data structure in the blockchain log impacts perfor-
mance due to the computational effort required for processing. However, it
is important to note that performance may vary depending on the specific
log being analysed. For instance, if a smart contract does not trigger a large
number of internal transactions, its mapping would be faster than what was
observed in this evaluation. This underlines that the performance of the
proposed mapping approach is also dependent on the characteristics of the
input log and the volume of data contained in each transaction.
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5.8. Assessment with the Involvement of Practitioners

To evaluate the usability of the proposed methodology and the imple-
mented application, we conducted an assessment involving practitioners. The
objective of the experiment was to determine whether the provided mapping
functionalities are usable by practitioners and whether they support the anal-
ysis of blockchain applications.

Ezperiment Set-Up. In setting up the experiment, we involved 15 Ph.D. can-
didates from the University of Camerino, all holding an MSc in Computer
Science. They have a preliminary knowledge in blockchain technologies ac-
quired through academic coursework and no technical expertise with process
mining techniques. Currently, they are engaged in various research areas and
the majority of them are interested in analysis activities.

In the experiments, the students were required to use the mapping func-
tionalities and select various options to construct the final object-centric
event log. Before the task, they were given an introduction to object-centric
analysis and the OCEL 2.0 format. Additionally, all participants were pro-
vided with a shared blockchain event log, which structure and content were
thoroughly explained in advance. At the end of the activity, the students were
asked to complete the questionnaires provided in the Appendix, aimed at
evaluating the implemented mapping methodology in terms of usability and
perceived usefulness. The questionnaire was designed following the guide-
lines outlined in [28]. For each question, participants could select only one
response that best reflected their experience using the application. To eval-
uate the results, we subsequently applied the System Usability Scale (SUS),
which, as described in [29], “provides a quick and dirty, yet reliable, tool for
measuring usability”.

Experiment Results. After the students completed the experiment, we anal-
ysed the results of the questionnaires they had filled out. Table[d] presents the
responses collected from all participants. The questionnaire design intention-
ally alternates between positively and negatively worded items. Specifically,
for questions 1, 3, 5, 7, and 9, higher scores indicate more positive evaluations,
while for questions 2, 4, 6, 8, and 10, lower scores are more favourable. This
strategy is commonly used to reduce the likelihood of careless or patterned
responses. Once all questionnaires were collected, the following formula was
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applied to compute the overall usability score:

M=

4
(D (5—resio;) + > (resigjyr — 1))
=0

i=1 j=1
N

S = X 2.5

It provides a way to get an overall score (S) that can be used to globally
assess the experiment results. In the formula, N represents the number of
returned questionnaires, while res; ; is the response provided to the ques-
tionnaire by each participant (i) to every single question (7). The formula
at first conducts all the answers to the scale 0 — 4, where positive answers
now always correspond to higher values. Then, the total sum is computed,
getting a number between 0 and 40, and the average over all the question-
naires is derived. Finally, the number is multiplied by 2.5 to get a final score
S in the range 0 — 100. For the experiment we ran, the calculation of the
SUS score gives us the value of 84.83. According to the proponents of the
SUS approach, this is somehow a good result. Indeed, in their experience,
values for S greater than 68 relate to perceived usability somewhat better
with respect to other used software. Being the involved users somehow ex-
perienced with analysis techniques and tools, this suggests that overall they
got a relatively positive experience in using the proposed mapping.

Going more in detail, we can observe that the best evaluation was ob-
tained by question 5 (“I would imagine that most people would learn to use
the application very quickly.”) that got an average score of 4.9, while the
worst evaluation was reported by question 4 (“I think that I would need as-
sistance to be able to use the application.”) with an average score of 2.13
(higher score indicates a worse evaluation). This highlights that the appli-
cation appears to have an easy learning curve and is user-friendly, although
an initial technical introduction is still considered beneficial. All the other
evaluation exhibits a positive average, confirming the overall usability of the
implemented methodology and its functionalities.

5.4. Discussion

Analysing the proposed methodology, some considerations can be made.
The proposed mapping operations occur after execution, meaning they do
not affect how smart contracts are deployed or how interactions are vali-
dated and stored on-chain. Thus, the method has no direct impact on the
decentralisation of the underlying blockchain network.
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Table 4: Results from the questionnaires on usability related to the mapping methodology

A second important aspect is the generalisability of the methodology.
The current implementation relies on EVM-based concepts and data that,
however, are common in many different blockchains of other natures, despite
they can have differences and peculiarities. Furthermore, the general design
behind the mapping is that each smart contract function is mapped as an
event, and that all data extracted from the corresponding transaction gen-
erates objects. This ensures that the methodology does not rely on specific
assumptions, such as the presence of blockchain events in the log. While
defining blockchain events is common, it depends on the smart contract de-
veloper’s choices and may not always be present. In this setting, the inclusion
of a different blockchain paradigm does not require the revision of the con-
ceptual mapping unless it brings a completely different structure. Also, from
a technical perspective, the mapping algorithm works on the expected entries
of a JSON log, thus it is easily extensible to support a different structure. A
future work could be to integrate a generic algorithm that accepts a generic
JSON log, permitting the abstraction from EVM-blockchains’ technicalities
and data formats.
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6. Related Works

The analysis of blockchain applications has always been a topic of inter-
est, from the advent of Bitcoin to the growth of Ethereum. To this end,
solutions have been proposed for blockchain data analytics and visualisa-
tion [30, BI], B, B2]. These works can be classified into different areas of
interest, mostly related to illegal activity detection, financial analysis, user
analysis, and more [30]. This is done by highlighting and revealing specific
perspectives of an application, like value tracing of tokens, activities of sus-
picious accounts, and the time analysis of transactions. The main objective
is to support experts during analysis activities, providing relevant insights
for detecting anomalies and informed decision-making.

Recently, process mining techniques have been recognised as a proper so-
lution to analyse blockchain-based applications to enhance transparency and
check runtime data [3]. Indeed, in a blockchain application, smart contracts
can be seen as processes, encoding the business logic which is executed in
a certain order and produces on-chain records. When using process min-
ing techniques, this information can be used to enable the auditing of the
application, revealing the actual execution flow, detecting variations, unex-
pected behaviour, and adherence to predefined rules [27]. In this direction,
many works demonstrated the potential of process mining for blockchain
applications, proposing frameworks and solutions to enable the analysis of
blockchain data and dealing with the complexity and peculiarities of the
domain 27, B3] 26 B4, BB B6, 5]. In particular, several effort was made
in the extraction and preprocessing tasks [§], critical during process mining
projects, typically requiring more than 80% of resources [I7]. When consid-
ering blockchain technology, extensive extraction is indeed required due to
the structure of the ledger and the encoded nature of data. Furthermore,
retrieved data does not match process mining formats, thus requiring addi-
tional preprocessing to obtain usable event logs. In the following, we describe
the first proposals, highlighting the main objective and features.

In [27], the ABC methodology is introduced for auditing smart con-
tracts of Ethereum-based blockchain applications using process mining. The
methodology begins with the extraction of smart contract transactions for
analysis. An XES event log is then automatically generated by clustering
transactions that share the same sender and contain the executed functions.
The methodology was applied to the RotoHive case study, where discov-
ery techniques were used to derive process models representing the smart
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contract execution. In the final phase, the generated models are analysed
to assess their conformance with expected behaviours. In [33], the authors
propose a framework to enable the auditing of blockchain-based business
processes. To this end, the framework extracts Ethereum execution data
and maps it to the XES standard, producing a corresponding event log. To
demonstrate the framework in action, an Incident Management process is
used. Its log is analysed within a process mining framework to discover the
process model and check its conformance with the original one. However,
this work specifically focuses on a blockchain-based BPM execution engine,
making certain assumptions, and does not support generic blockchain ap-
plications. [20] presents a framework for extracting execution data from
Ethereum blockchain applications, converting it into the XES format, and
generating logging functionalities for smart contracts. Unlike previous works,
the framework introduces a customizable strategy based on a manifest, which
can be configured to specify the smart contracts and transactions to extract,
as well as how to map blockchain concepts to XES and add custom extensions.
The framework was evaluated using the CryptoKitties case study, where dis-
covery techniques were applied to visualise the various behaviours emerg-
ing from the generated logs. The Blockchain Logging Framework (BLF) is
proposed in [34]. BLF extends the work presented in [35], enabling the ex-
traction of data from multiple blockchains (predefined support for Ethereum
and Hyperledger Fabric) and formatting it in various output formats, in-
cluding CSV and XES. To allow flexible customisation, a manifest must
be configured, specifying the target blockchain, extraction filters, and data
processing rules. BLFEF was evaluated using the HyperKitties application,
a custom implementation of CryptoKitties on Hyperledger Fabric. [35] fo-
cuses on the Augur decentralised application to demonstrate the potential
of process mining for blockchain. To this end, the approaches proposed in
[26], B4] were used to extract blockchain events from the Ethereum-based Au-
gur smart contract and convert them into an XES event log. This log was
then used to apply discovery and conformance checking techniques. The re-
sults of the analysis provided valuable insights into the behaviours of Augur,
confirming the usefulness of process mining in this context. [36] proposes
an application for extracting complex events from blockchain systems. The
work specifically focuses on Hyperledger Fabric, Hyperledger Composer, and
the IBM Blockchain Platform, as these technologies are commonly used in
business applications. The extracted data is ultimately converted into a
CSV file, making it suitable for use in subsequent process mining analyses.
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The application was evaluated using a vehicle manufacturing smart contract.
The Evelog methodology is presented in [25]. Evelog enables the extraction
of data from EVM-based blockchains, offering dedicated functionalities for
handling internal transactions. Transactions can be extracted from multiple
smart contracts, which can be specified with minimal configuration. A selec-
tion step allows users to define how traces should be constructed for the event
log, which is ultimately generated in the XES format. Evelog was demon-
strated on the CryptoKitties application, where various discovery techniques
were applied to the extracted data.

The aforementioned works represent the first attempts and solutions to
apply process mining on blockchain. Nevertheless, despite the various chal-
lenges faced, all of them are tailored for traditional process mining analysis
employing the XES standard, thus not making them suitable for object-
centric analysis. Indeed, object-centric process mining has recently gained
significant interest in discovering systems from novel perspectives. In this
context, some approaches have been proposed to apply object-centric analy-
sis to blockchain applications, enabling a more comprehensive understanding
of their processes and interactions within decentralised ecosystems.

In [I5] the Artifact-Centric Event Log (ACEL) logging format is pro-
posed. ACEL extends OCEL to capture artefacts (business entities repre-
sented in objects), express their relationships and track their lifecycle (i.e.,
changes in the state). To achieve this, the authors propose a methodology
to configure, extract, and generate ACEL logs based on blockchain data,
focusing on extracting blockchain events. This approach also involves a con-
figuration phase requiring the manual definition of artefacts, relationships
and the mapping rules to convert extracted blockchain events to ACEL ele-
ments. While this methodology provides novel artefacts-oriented elements
and concepts, with the introduction of OCEL 2.0, new features such as
support for object lifecycles are available, making it usable for a broader
range of usages. [I6] presents an approach for using object-centric analy-
sis of Decentralised Applications (DApps) to retrieve and decode blockchain
data with OCEL. This work focuses on the Augur DApp, extracting and
analysing contract creations, creation sub-trees, and relevant execution data,
including message calls and events. The results demonstrate the potential
of object-centric approaches for analysing DApps. Also in this case, the
OCEL 2.0 specification and its extensions could provide novel perspectives
by enhancing expressiveness, which needs further exploration. Additionally,
this approach does not place a strong emphasis on the mapping phase and
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Table 5: Table of identified related works and their characteristics

Mapping Cust(?m Technical Output
‘Work . mapping .
perspective effort required format
support
[27] Function-based No - XES
[33] Function-based No - XES
[26] Event-based Yes gi%g:; tomn XES
[35] Event-based Yes Siirégibr); tiomn XES
[34] Event-based No - XES
Event-based No - CsvV
Selection of: Case id,
[25] Selectable Yes activity, XES
timestamp
[16] Event-based No - OCEL
Configuration of:
[15] Event-based Yes artefa'C s, ACEL
mapping rules,
relationships
Function-based,
317 Event-based, Yes Mapping file OCEL 2.0
Contract creation
g(}ii Function-based Yes Object selection OCEL 2.0

does not provide explicit functionalities for custom strategies. The work was
extended in [37] to support a richer extraction of data and its mapping to
the novel OCEL 2.0 standard. Specifically, the approach aims to capture
the behaviour of dynamically deployed DApps by leveraging OCEL 2.0 to
represent the involved components, their relationships, and their lifecycles.
To this end, an extraction phase retrieves contract creations, function calls
(including delegatecalls), and emitted blockchain events, capturing the hi-
erarchy of smart contracts and their interactions within the DApp. These
three types of data are then mapped to OCEL 2.0 events to generate the final
event log. Each event has attributes such as from, to, gas, gasUsed, value,
input, output, error, transactionHash, transactionlndex, blockNumber, and
additional parameters specific to function calls, delegatecalls, and blockchain
events. For event-to-object (E20) relationships, domain-specific qualifiers
are derived from the parameters of calls and blockchain events. Object defi-
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nitions, on the other hand, require manual configuration through a mapping
file. While some objects and attributes can be automatically inferred, others
are dependent on the specific domain and smart contract logic, necessitating
manual specification. The approach was evaluated using the Augur applica-
tion. Although this work represents the first attempt to model blockchain
applications using the OCEL 2.0 standard, it differs from our contribution in
several key aspects. The presented work focuses specifically on DApps and
their dynamic creation and interaction of smart contracts, offering a dedi-
cated perspective for this specific analysis. In contrast, our methodology does
not target this specific perspective, but it is designed to be more general, to
enable the representation of a wide range of meaningful information about
blockchain applications. Regarding the types of data considered, [37] offers a
more fine-grained view of attributes and parameters related to internal trans-
actions. In contrast, our approach focuses on the inclusion of state variables,
providing a complementary perspective on the execution data. Finally, the
representation of data in an object-centric format follows a different logic.
The mapping proposed in [37] is driven by the goal of explicitly capturing
specific operations (contract creations, function calls/delegatecalls, and emit-
ted events), centring the mapping around them. Furthermore, the definition
of objects in that approach strictly depends on the domain of the DApp and
requires manual configuration by the user. In contrast, our approach aims to
provide a more general and automated mapping strategy that does not de-
pend on domain-specific and manual customisations. By doing so, we aim to
simplify the generation of object-centric logs and provide a usable solution.
This design choice is also reflected in our object mapping strategy, which
allows objects to be selected from any data type, facilitating a more flexible
and comprehensive representation. 1

Table [5] provides a resuming overview of current approaches, highlighting
the main aspects related to mapping from blockchain data to process mining
logs.  Different from the aforementioned works, our objective is to enable
object-centric analysis of blockchain applications, reducing the specific and
technical knowledge required and making it accessible to a wider audience.
This is done through a mapping methodology that facilitates the creation
of OCEL 2.0 logs from any smart contract, simplifying the transition from
blockchain data to object-centric concepts. Our methodology ensures com-
patibility with existing tools and techniques, enabling comprehensive anal-
ysis of blockchain applications employing the object-centric paradigm. An-
other significant difference is the interpretation of object-centric events over
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blockchain data. Presented approaches primarily consider blockchain events,
mapping them to object-centric events. Differently, our methodology focuses
on smart contract functions, offering a distinct perspective on the execution
of applications and their associated smart contracts.

7. Conclusions

Blockchain enables applications where interactions and business logic ex-
ecute autonomously, relying on immutable and decentralised infrastructure.
Smart contracts play a central role by encoding behaviours, enforcing con-
straints, and generating immutable execution data. This data offers valuable
insights into application behaviour, revealing anomalies, dependencies, and
optimisation opportunities. Process mining techniques have been recently
applied to analyse blockchain execution, but they need to deal with the com-
plexity and heterogeneity of blockchain data. Object-centric process mining
addresses these limitations by capturing relationships between multiple in-
teracting entities, offering a more expressive and comprehensive analysis.
However, applying object-centric process mining to blockchain presents new
challenges, such as defining appropriate mapping strategies, handling differ-
ent levels of granularity, and selecting standardised formats to ensure com-
patibility with existing tools.

To tackle these challenges, we propose a mapping methodology that en-
ables the applicability of object-centric analysis. This is done by providing
mapping capabilities to pass from blockchain data to object-centric logs, us-
able with current existing tools and techniques. Implemented as a web appli-
cation, our methodology supports the mapping process, making it accessible
to a broader audience without requiring technical expertise or complex man-
ual configurations. To show the effectiveness of our methodology, we applied
it to the PancakeSwap blockchain application, generating an object-centric
event log and performing an analysis using established process mining tools.

In future directions, we intend to support a fully customisable selection
strategy which allows users to define the mapping of blockchain data to
object-centric elements. In this way, the selection does not need to be bound
to a specific starting format and can be expanded to any blockchain log.
We also plan to provide an accessible ecosystem where extracted data is
published and made accessible through a database. In this way, we aim
that interested researchers can collaborate and share meaningful logs to test
different approaches and functionalities. Finally, we plan to integrate func-
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tionalities for the log analysis to provide a first overview of created elements
and relationships.
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Appendix A - Questionnaire

We report here the System Usability Scale (SUS) questionnaires issued to
students which results are discussed in Section [0l

Question 1 - I think that I would like to use the application frequently.

1 2 3 4 5
Strongly Strongly
disagree agree

Question 2 - I found the application unnecessarily complex.

1 2 3 4 5
Strongly Strongly
disagree agree

Question 3 - I thought the application was easy to use.

1 2 3 4 5
Strongly Strongly
disagree agree

Question 4 - I think that I would need assistance to be able to use the
application.

1 2 3 4 5
Strongly Strongly
disagree agree

Question 5 - [ found the various functions in the application were well
integrated.

1 2 3 4 5
Strongly Strongly
disagree agree
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Question 6 - I thought there was too much inconsistency in the application.

1 2 3 4 5
Strongly Strongly
disagree agree

Question 7 - I would imagine that most people would learn to use the
application very quickly.

1 2 3 4 5
Strongly Strongly
disagree agree

Question 8 - I found the application very cumbersome/awkward to use.

1 2 3 4 5
Strongly Strongly
disagree agree

Question 9 - [ felt very confident using the application.

1 2 3 4 5
Strongly Strongly
disagree agree

Question 10 - I needed to learn many things before I could get going with
the application.

1 2 3 4 5
Strongly Strongly
disagree agree
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