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Abstract

Artificial intelligence (Al) is rapidly shifting from experimental pilots to mainstream clinical
infrastructure, redefining how evidence, accountability, and ethics intersect in healthcare.
This narrative review integrates insights from peer-reviewed studies and policy frame-
works to examine seven cross-cutting aspects: bias and fairness, explainability, safety and
quality, privacy and data protection, accountability and liability, human oversight, and
procurement and deployment. Findings reveal persistent inequities driven by dataset
bias and opaque design; the need for explainability tools that are validated, task-specific,
and usable by clinicians; and the centrality of post-market surveillance for sustaining
patient safety. Privacy-preserving methods such as federated learning and differential pri-
vacy show promise but demand rigorous validation and regulatory coherence. Emerging
liability models advocate shared enterprise responsibility, while governance-by-design—
embedding transparency, auditability, and equity across the Al lifecycle—appears most
effective in balancing innovation with public trust. Ethical, legal, and technical safeguards
must evolve together to ensure that Al augments, rather than replaces, clinical judgment
and institutional accountability.
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1. Introduction

Since around 2018, the uptake of artificial intelligence (AI) in healthcare has shifted
from proof of concept to routine deployment in imaging, triage, documentation, and
operational logistics. With that shift came a familiar tension: systems that promise ear-
lier detection, workflow relief, and population-level insight also import hard problems—
distributional bias, opacity, safety under dataset shift, privacy leakage, and the diffusion of
responsibility across institutions and vendors [1,2]. What distinguishes the present moment
is not only model performance, but whether governance instruments—documentation,
evaluation, audit, and oversight—travel with algorithms into real clinical contexts, where
incentives, staffing, data pipelines, and accountability structures determine how “safe” or
“fair” a tool remains after go-live.
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Despite the rapidly expanding literature on ethical principles for healthcare Al, a
persistent gap remains between high-level commitments and practice-facing governance.
Much of the discourse still treats fairness, transparency, and accountability as abstract
values rather than as operational properties produced by concrete mechanisms: data
governance rules, pre-specified validation and monitoring plans, audit trails, change
control for model updates, incident reporting pathways, and procurement clauses that
allocate duties across vendors and deployers. In clinical practice, this gap is consequential.
Governance failures tend to surface not as philosophical dilemmas but as miscalibrated
alerts, subgroup performance cliffs, untracked model updates, opaque interfaces, and
uncertainty about who can pause, rollback, or retire a system when harms emerge.

The ethical themes most consistently identified in recent syntheses can now be treated
with sufficient coherence to support implementation: fairness as measured and monitored
across subgroups; transparency calibrated to clinicians and patients rather than engineers;
safety and quality as lifecycle properties; privacy and data protection that remain robust
under reuse and repurposing; clear lines of accountability and liability; meaningful human
oversight; and procurement and deployment practices that encode obligations rather than
aspirations [3]. These domains are not after-the-fact constraints. They shape upstream
data collection and labeling, midstream validation and interface design, and downstream
model updating, drift detection, and incident response. The decision to focus on these
seven domains is therefore practice-driven: together, they capture the principal governance
levers that determine whether Al can be deployed and maintained lawfully, safely, and
equitably across the clinical lifecycle.

Methodological guardrails have matured in parallel with deployment. Reporting
frameworks such as the Consolidated Standards of Reporting Trials-AI (CONSORT-AI)
and Standard Protocol Items: Recommendations for Interventional Trials-Al (SPIRIT-AI)
extensions require disclosure of data provenance, human—AlI interaction, failure modes,
and update plans, making external appraisal and replication more realistic for Al-enabled
interventions [4,5]. Their core message is straightforward but operationally demanding;:
evaluation must track the whole sociotechnical system, not only the algorithmic core. In
other words, a defensible assessment of clinical Al requires attention to workflows, user
behavior, interface design, escalation pathways, and the institutional capacity to monitor
and correct performance once the tool is embedded in routine care.

Legal and regulatory systems are simultaneously attempting to keep pace. In the
European Union, the 2024 Al Act overlays a horizontal, risk-based regime onto the General
Data Protection Regulation (GDPR) and medical device obligations, translating governance
expectations into enforceable duties for risk management, data governance, transparency,
human oversight, and post-market monitoring [6]. At the same time, the EU-centric ap-
proach sits within a wider global landscape in which other jurisdictions pursue partially
convergent, partially divergent strategies—an issue of direct relevance to multinational
vendors, cross-border data infrastructures, and healthcare institutions adopting tools devel-
oped elsewhere.

In the United States, the Food and Drug Administration (FDA) has articulated a
regulatory approach for Al-enabled medical devices that explicitly addresses post-market
adaptation through predetermined change control plans (PCCPs) and related transparency
expectations for machine learning-enabled devices [7,8]. In the United Kingdom, the
Medicines and Healthcare products Regulatory Agency’s (MHRA) Software and Al as a
Medical Device Change Programme similarly frames regulatory reform across the software
lifecycle, and practice-facing resources within the National Health Service (NHS) have
operationalized procurement and information-governance questions for adopting Al in
care settings [9-11]. In Canada, Health Canada has issued pre-market guidance for machine
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learning-enabled medical devices, including expectations that connect risk management,
evidence, and equity considerations across the lifecycle [12]. Australia’s Therapeutic Goods
Administration (TGA) has also published guidance addressing the regulation and evidence
requirements for medical-device software using Al, reinforcing the practical importance of
documentation and ongoing performance assurance [13].

In Asia, Singapore has advanced practical Al governance frameworks emphasizing
internal accountability, transparency, and risk management alongside a mature privacy
regime, and its Health Sciences Authority (HSA) has issued lifecycle-oriented guidance for
software medical devices, including Al-enabled tools [14,15]. Japan has developed dedi-
cated regulatory workstreams for Al-based Software as a Medical Device (SaMD) through
its regulator (PMDA), explicitly addressing post-market learning and safety standardiza-
tion challenges [16]. South Korea’s Ministry of Food and Drug Safety (MFDS) has published
guidance addressing machine learning—enabled medical devices used to diagnose, manage,
or predict disease [17]. China’s National Medical Products Administration (NMPA) has
also issued guidance on the classification of Al-based medical software products as part of
strengthening supervision of the sector [18]. These Asian developments, while not identical
in legal form or enforceability, reinforce a common direction of travel: lifecycle governance,
documentation, and post-deployment oversight are increasingly treated as core regulatory
expectations rather than optional “best practices”. Alongside these jurisdiction-specific
instruments, cross-cutting governmental and intergovernmental frameworks such as the
National Institute of Standards and Technology (NIST) Al Risk Management Framework
and WHO guidance on Al ethics and governance further underline the shift from high-level
principles to auditable governance mechanisms across the Al lifecycle [19,20].

Meanwhile, the rise in generative models and large language models has intensified
familiar concerns—hallucinations, provenance, prompt sensitivity—and introduced new
ones around disclosure, scope of automation, and the boundary between clinical decision
support and administrative augmentation [21]. In parallel, the most visible clinical value
cases remain those tied to risk prediction and early identification, where performance
claims and governance duties intersect directly at the bedside. For example, recent work on
machine learning-based disease risk prediction systems highlights both the clinical promise
of individualized probability estimates and the governance need for usable, task-specific
explanations of influential factors to support appropriate reliance by clinicians [22]. This
kind of applied literature illustrates why “explainability” cannot be treated as a generic
virtue: its clinical function (usability, appropriate reliance, patient communication) and its
legal-regulatory function (documentation, contestability, auditability) may overlap but are
not interchangeable.

Further work in regulatory science advocates a lifecycle approach to Al-based medical
device evaluation, including managed updates and continuous real-world monitoring,
so that safety and accountability keep pace with iterative releases [23]. Legal scholarship
likewise probes where responsibility should sit among developers, deployers, clinicians,
and institutions; proposals range from adapted malpractice standards to product-liability
and no-fault schemes that preserve innovation while ensuring redress [24]. Against this
background, a narrative review remains appropriate because the relevant evidence base is
heterogeneous by design—spanning clinical implementation research, bioethics, health law,
regulatory guidance, and institutional governance—yet the central question is practical:
how can governance-by-design embed fairness, transparency, and human oversight into
real-world deployment without collapsing into slogans or compliance minimalism?

This thematic narrative review therefore analyzes the literature from 2018 to 2025 and
integrates peer-reviewed scholarship with governmental and regulator-issued sources to
examine seven domains—bias and fairness, explainability and transparency, safety and
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quality, privacy and data protection, accountability and liability, human oversight, and
procurement and deployment—in order to distill the ethical and legal implications of
healthcare Al and to identify practice-facing directions for lifecycle governance.

2. Materials and Methods

We conducted a narrative review using a concept-driven approach to synthesize eth-
ical, legal, and governance issues in healthcare Al. Searches were performed in Scopus,
Web of Science Core Collection, PubMed/MEDLINE, Embase, and IEEE Xplore (journal
articles only), covering 1 January 2018 to 9 November 2025 and limited to English-language,
peer-reviewed journals (reviews, legal-policy analyses, and empirical studies addressing
healthcare Al). In addition, given the governance focus of this manuscript, we purposively
incorporated governmental and regulator-issued sources (e.g., statutory texts, implement-
ing guidance, supervisory statements, and public procurement guidance) to support the
comparative analysis across jurisdictions, including official regulator and governmental
guidance from the United States (FDA), the United Kingdom (MHRA; NHS England; NICE),
Canada (Health Canada), Australia (TGA), and selected Asian jurisdictions. We excluded
conference proceedings, preprints, editorials/letters, and the non-official grey literature. A
prototypical query combined controlled terms and keywords: (“artificial intelligence” OR
AI OR “machine learning” OR “deep learning” OR “large language model*” OR “genera-
tive AI”) AND (health* OR clinic* OR medicine) AND (ethic* OR governance OR oversight
OR accountability OR liabilit* OR privacy OR GDPR OR “AlI Act”). Two reviewers indepen-
dently screened titles/abstracts and full texts; disagreements were resolved by consensus.
Inclusion required explicit analysis of ethical and/or legal implications of Al in healthcare;
studies focused solely on informatics or performance without ethics-legal content were
excluded. We applied backward /forward citation chasing and hand-searched key journals
(e.g., Lancet Digital Health, NPJ Digital Medicine, BMJ, JAMA). Data extraction captured
study type, clinical domain, Al class (discriminative vs. generative/LLM—Large Language
Model), ethical/legal foci, jurisdictional context, governance mechanisms, evaluation stan-
dards, and recommendations. No meta-analysis or formal risk-of-bias tool was applied;
instead, we prioritized higher-level syntheses where available and triangulated findings
across domains to support an integrative narrative interpretation.

3. Bias and Fairness

Bias in healthcare Al is multifactorial and rarely reducible to a single technical cause.
Data underrepresentation interacts with modeling choices and institutional workflows
to yield performance disparities and allocative harms that persist across settings [25-28].
Underdiagnosis and subgroup error asymmetries are now well documented in imaging
and clinical prediction, with effects that are most visible for marginalized populations,
including people with disabilities [29] and minoritized racial/ethnic groups [30-32]. These
findings underscore that “fairness” is not an exogenous constraint but a design property
that must be engineered and governed throughout the lifecycle—from data capture and
labeling to validation, deployment, and post-market monitoring [27,33-36].

Sources of bias span dataset composition (sampling, measurement error), algorith-
mic objectives (proxy labels, cost-based targets), and sociotechnical embedding (triage
rules, workflow incentives). For example, optimizing for healthcare costs as a proxy
for need reproduced racial disparities in access to care in a widely deployed tool [31].
In medical imaging, models can infer sensitive attributes such as race from pixels even
when clinicians cannot, raising both fairness and privacy concerns [33]. Conversely, di-
versified datasets and multisite training tend to reduce, though not eliminate, subgroup
disparities [28,29,32]. Notably, parallel governance developments outside the EU increas-
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ingly treat non-discrimination and bias assessment as practical requirements rather than
aspirational principles, including in Asian frameworks that foreground human-centric,
trustworthy, and accountable Al [14,37-39].

Mitigation evidence remains mixed. Pre-, in-, and post-processing strategies (reweight-
ing, adversarial debiasing, calibrated thresholds) can improve selected metrics but often
trade off against accuracy or shift error to unsupervised subgroups [28,29]. Recent reviews
caution that many techniques are not interoperable and that fairness goals vary across
contexts, requiring explicit value choices and stakeholder engagement to prioritize harms
and benefits [26]. For clinical deployment, this implies that “fairness” should be specified in
operational terms—target populations, error asymmetries that matter clinically, acceptable
trade-offs, and escalation pathways when performance drifts—rather than asserted as a
general virtue. In practice, governance mechanisms—model documentation, audit trails,
impact assessments, and clear accountability for monitoring—are essential complements to
technical fixes [25,35,40,41].

Legal-regulatory frames (GDPR principles; EU Al Act risk-based controls) increasingly
shape design requirements around transparency, data lineage, and non-discrimination,
but operationalization in clinics depends on institutional capacity: who is responsible
for drift detection, subgroup audits, and corrective action [25,35,40,41]? Participatory
and value-sensitive approaches help align model objectives with patient and community
priorities, yet they face real constraints of time, representation, and authority [35]. The
practical lesson is that fairness governance cannot be delegated to model developers alone;
it requires organizational mandates, resourcing, and enforceable responsibilities across the
vendor-provider interface.

Two empirical touchstones set the current agenda. First, rigorous error analysis by
subgroup—ideally pre-specified and powered—should be routine, and adverse events
linked to automation bias or brittle generalization must be reportable like any other safety
signal [42-45]. Second, fairness goals should “level up,” improving performance for disad-
vantaged groups without degrading care for others; this typically requires better targets,
richer data, and careful thresholding rather than purely formal parity constraints [36,46,47].
Taken together, bias and fairness in healthcare AI demand integrated technical, ethical,
and legal interventions that continue after go-live, with clear lines of responsibility and
resourcing for ongoing surveillance and remediation [26,27,41].

4. Explainability and Transparency

The concepts of explainability and transparency are required by both ethical and legal
principles: they enable contestability, support informed consent, and facilitate the attribu-
tion of responsibility when Al informs or automates care. In practice, explainability serves
clinical usability and appropriate reliance, whereas transparency supports documentation,
traceability, and audit, including change logs for model updates and interface revisions.

In Europe, the EU Al Act and the GDPR require disclosure of model logic, data
provenance, and human intervention pathways, while the scope of a “right to explana-
tion” remains debated [33,46,48]. These instruments elevate transparency from an ethical
aspiration to an operational duty embedded in risk management and oversight. Similar
signals appear in Asian regulatory and governmental guidance, relevant to cross-border
procurement and multinational vendors, which increasingly treats documentation and
lifecycle controls as conditions for trustworthy deployment [14,16-18].

Clinically, explainability is tied to trust and autonomy. Where Al shapes diagnosis
or triage, clinicians and patients need intelligible accounts of system function, limits, and
plausible failure modes [49]. Explanations should be calibrated to tasks, distinguishing
model explainability (why an output is produced) from decision transparency (how outputs
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should be acted upon) [50,51]. Regulatory transparency, by contrast, prioritizes demonstra-
bility through stable documentation and the ability to contest and audit decisions.

The technical literature converges on two persistent difficulties. First, widely used
post hoc methods (e.g., LIME—Local Interpretable Model-agnostic Explanations, SHAP—
SHapley Additive exPlanations) can aid sense-making but may suffer from instability,
locality, and user-interface burdens; systematic reviews in medicine and healthcare report
improvements in perceived transparency alongside gaps in dataset diversity and alignment
with clinicians” mental models [52,53]. Comparative studies show that different explanation
techniques can yield divergent attributions on the same case, challenging reliability claims
and complicating audit trails [54]. Explanation dashboards can help, but most tooling is
not designed around clinical workflows or explicit safety cases [55].

Second, there are trade-offs and alternatives. Empirical work notes that interpretability
via simpler models may reduce accuracy for some tasks, whereas other scholars argue that
inherently interpretable models should replace black boxes in high-stakes settings when
feasible [56-58]. A recurring critique warns that post hoc explanations can offer a “false
hope” of safety if they are neither faithful to model internals nor actionable at the bed-
side [54]. The practical implication is to specify the purpose of explanation and validate it
prospectively, including under plausible distribution shifts and real workflow constraints.

At deployment, transparency must be bound to intended use and interface design.
A survey of FDA-cleared imaging Al finds heterogeneous outputs and often limited ex-
plainability vis-a-vis the labeled clinical role, signaling the need for standardized, task-
appropriate disclosures and usability testing [59]. Meta-analytic evidence shows efficiency
gains in imaging workflows, but few studies report whether explanations improve safety
or decision quality—underscoring that “transparent enough for uptake” is not the same as
“transparent enough for accountability” [60]. User-centred approaches propose heuristics
(what, to whom, and when to explain), but institutions still require governance for version-
ing explanation assets and monitoring real-world utility [61]. Methodological syntheses
recommend anchoring explainability in measurable documentation: specify explanation
targets, test stability across shifts, and evidence clinical usefulness—not only aesthetic
plausibility—for generative and LLM-based systems [62-65].

5. Safety and Quality

The safety and quality of clinical AI cannot be inferred from development-phase
performance alone. In healthcare, “safe enough” is a moving target shaped by population
miXx, clinical workflows, data pipelines, and the frequency with which models and interfaces
are updated. Cross-sector syntheses and domain-specific evidence converge on recurrent
risks that can undermine real-world validity after go-live: distorted or low-fidelity data
pipelines, unanticipated distribution shift, opacity that frustrates oversight, and weak
organizational capacity to learn from errors—within a global market characterized by
uneven regulatory supervision across jurisdictions [66-68].

Professional surveys and practitioner-facing commentary add a workforce lens that is
frequently underspecified in governance discussions. Clinicians commonly acknowledge
potential efficiency gains, yet report concerns about deskilling, job displacement, workflow
disruption, and the redistribution of scarce expertise toward monitoring and exception
handling rather than patient-facing work [69,70]. These concerns are not peripheral: they
affect how systems are used, how errors are detected, and whether escalation pathways are
realistically implemented under routine pressures. Accordingly, safety should be treated
not as a static performance metric (e.g., Area Under the Receiver Operating Characteristic
curve—AUC) but as a continuous, socio-technical property that can be produced—or
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eroded—by training, staffing, interface design, and human-system integration across the
lifecycle [67,68].

Standards and regulatory science are increasingly attempting to codify quality sig-
nals in operational terms. In China, the YY /T (Chinese medical device industry standard
code prefix) series and related guidance are translating dataset governance and risk man-
agement into more concrete expectations for medical Al development, validation, and
surveillance [71,72]. In the United States, the FDA has formalised a lifecycle approach
for Al-enabled devices through final guidance on PCCPs, explicitly linking update path-
ways, documentation, and post-market performance assurance to continued safety and
effectiveness [7]. In addition, regulatory convergence is visible in joint Good Machine
Learning Practice (GMLP) principles and in complementary national guidance from the
United Kingdom (MHRA SaMD Change Programme), Canada (Health Canada pre-market
guidance for ML-enabled medical devices), and Australia (TGA guidance on Al and medi-
cal device software), each reinforcing auditable change control and lifecycle monitoring as
core quality expectations [8,9,12,13].

Parallel work emphasizes that adaptive and continuously learning systems raise
unresolved questions about proportionality, evidentiary thresholds, and acceptable update
pathways, particularly when performance changes are iterative rather than episodic [73,74].
Within the EU context, these developments interact with conformity assessment logics and
post-market obligations, including how “notified bodies” and institutional governance
structures can credibly audit adaptive models and version changes over time [75].

Questions of responsibility are correspondingly becoming more prominent, because
safety failures in practice are rarely attributable to a single actor. Legal scholarship and reg-
ulatory debates increasingly recognise that accountability is distributed—often unevenly—
across developers, vendors, deployers, and clinicians, and that liability concepts developed
for static products fit imperfectly with systems that can change after deployment [24,76].
In operational terms, this diffusion becomes clinically consequential when adverse perfor-
mance emerges, and it is unclear who has authority and duty to investigate, pause, rollback,
or retire a system, particularly where procurement and contractual terms place monitoring
obligations on institutions without granting sufficient access to model documentation and
update information. This constellation produces a predictable governance weakness—often
described as an “accountability gap”—unless responsibilities for drift detection, subgroup
audits, incident response, and corrective action are explicitly allocated and resourced [41].

Practical experience indicates that it is not possible to anticipate all clinically relevant
risks and failure modes prior to launch; accordingly, post-deployment governance should
be designed to surface weak signals early and trigger defined corrective actions (e.g., recali-
bration, threshold adjustment, workflow redesign, retraining, or retirement) rather than
relying on informal escalation [77]. For instance, external validation of the widely deployed
Epic Sepsis Model, which showed poor discrimination and calibration, illustrates how
proprietary systems can underperform at the bedside despite broad adoption [77]. Method-
ological contributions therefore advocate explicit safety cases, structured post-market
surveillance, and stress testing under plausible shifts—including changes in protocols,
coding practices, and user behaviour induced by system presence—so monitoring does not
degrade into sporadic audits [78,79]. Evidence from the FDA’s Manufacturer and User Fa-
cility Device Experience (MAUDE) database further underscores the need for standardized
benefit-risk documentation and incident taxonomies, as reports of safety events involving
ML-enabled devices are often too sparse to support root-cause analysis [78,79]. Real-world
studies using Natural Language Processing (NLP) on electronic health records quantify ad-
verse events and resource utilization, but also show that measurement infrastructures—not
only algorithms—shape what we can detect and fix [80]. A resilience agenda for clinical Al
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therefore emphasizes explicit safety cases, stress testing under shift, and governance that
treats monitoring as a first-class requirement, not a bolt-on [81].

Overall, safety and quality are socio-technical accomplishments rather than intrinsic
attributes of an algorithm. Human-centred design, organizational readiness, and gover-
nance capacity determine whether explanations, alerts, and hand-off protocols are usable
and whether clinicians can maintain appropriate reliance under time constraints. Without
credible documentation, resourced post-market surveillance, and workforce capability to
interpret and act on safety signals, even high-performing models remain vulnerable to
silent failure in real-world care [59,67,70,82].

6. Privacy and Data Protection

When analysing privacy and data protection in clinical and healthcare settings, the
focus extends well beyond confidentiality and cybersecurity. It includes consent validity,
proportionality, fairness in data-driven decision-making, and the legitimacy of secondary
uses and cross-border data flows. Across recent scholarship, the most recurrent challenges
converge on four risks: excessive or weakly governed data circulation, fragile consent path-
ways, inadequate security controls, and distributive harms that can fall disproportionately
on already vulnerable patients [83—-85]. Within the EU, GDPR duties—lawfulness, purpose
limitation, data minimisation, integrity /confidentiality, and “data protection by design and
by default”—must be read together with sectoral rules and the risk-based obligations of the
(now adopted) Al Act [86]. Alignment is necessary to prevent governance gaps between
care and research uses and to clarify when “meaningful human involvement” is required to
avoid solely automated decisions [87]. Institutions operating across borders must contend
with partially convergent privacy regimes outside Europe: Asian frameworks similarly
emphasize purpose limitation, minimisation, and security safeguards while differing in en-
forcement models and transfer rules [§8-91], and comparable constraints shape deployment
in the United States, where Health Insurance Portability and Accountability Act (HIPAA)
compliance and strengthening cybersecurity expectations for electronic protected health
information (ePHI) frame organizational safeguards for Al systems processing clinical
data [92]. Operationally, UK implementation guidance underscores procurement-time
information-governance checks, clarity on medical-device status, and the requirement
that outputs remain reviewable by staff, illustrating how privacy duties translate into
deployment controls in routine care [11]. In Canada and Australia, privacy regulators have
likewise issued Al-specific guidance emphasising accountability, vendor due diligence, and
safeguards for organisations adopting commercially available Al products, with provincial
health-sector guidance further operationalising these expectations for hospitals and their
vendors [93,94].

Generative Al introduces additional model- and data-level threats that complicate
traditional assumptions about clinical confidentiality. Model inversion and extraction,
memorisation and leakage, opaque training provenance, and unauthorised scraping are not
hypothetical risks; such phenomena have already been documented in clinical domains,
including ophthalmology [95]. The issues raised by generative systems cannot be treated as
a static compliance target, because the threat surface evolves with deployment modalities,
fine-tuning practices, and downstream reuse of outputs. As a result, privacy governance
for generative Al must be positioned as a continuous programme of monitoring, updating,
and improvement rather than a one-time “sign-off” exercise.

Numerous technical approaches can strengthen privacy protections in concrete terms,
but none function as a standalone solution. Federated learning (FL) allows institutions
to train models without exchanging raw data; when coupled with differential privacy
(DP) and secure aggregation, FL can reduce re-identification risks while maintaining
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competitive performance in multi-institutional settings [96-99]. However, DP budgets,
gradient sparsity, and distribution shift can impose measurable utility costs; accuracy-aware
and adaptive DP schemes may mitigate these losses but do not eliminate them, particularly
for minority subgroups and rare outcomes where the performance margin is clinically
consequential [100,101]. The practical implication is that Privacy-Enhancing Technologies
(PETs) should be selected with explicit reference to clinical tasks and validated against
clinically meaningful endpoints, rather than being judged solely on surrogate privacy
metrics that may not map to real-world harm reduction.

Beyond FL and DP, blockchain-backed audit trails and homomorphic encryption
are frequently presented as enabling integrity, verifiability, and controlled disclosure in
health data ecosystems. The evidentiary base, however, indicates that most blockchain
applications remain at early technology-readiness levels (TRL 3-5), and that gover-
nance constraints—consent verification, on/off-chain partitioning, interoperability, and
performance—continue to limit real-world uptake in healthcare contexts. Where deployed,
hybrid architectures (e.g., permissioned ledgers for consent and audit, combined with
off-chain encrypted storage and PETs for analytics) appear more pragmatic than “full-stack”
blockchain designs and better aligned with clinical and institutional constraints [102,103].

From a legal perspective, GDPR provides robust guardrails for special-category data,
international transfers, and data subject rights; yet hospitals and vendors frequently strug-
gle with heterogeneous local implementations, legacy infrastructures, and unclear account-
ability across joint controllers and processors [85,87,104]. These frictions are especially
visible in IoT-enabled and app-mediated care, where privacy policies are inconsistent,
security controls are uneven, and purpose creep is common [105,106]. A proportionality-
by-design approach—minimising data and permissions ex ante, embedding contextual
safeguards, and maintaining tight linkage between data collection and clinical purpose—
has been proposed for mHealth and mental-health apps and remains broadly applicable to
clinical Al, including systems embedded in routine pathways rather than discrete research
protocols [107].

Critically, “release-and-forget” anonymisation is no longer a safe assumption in mod-
ern, high-dimensional clinical datasets. Face-recognition studies have re-identified partici-
pants from Magnetic Resonance Imaging /Computed Tomography (MRI/CT) even after
defacing pipelines, and population-uniqueness analyses show that “de-identified” data
can often be re-linked with few attributes, challenging legal adequacy under modern stan-
dards [108,109]. Synthetic data can support privacy-preserving sharing and development,
but privacy and utility guarantees are method- and context-dependent; rigorous, standard-
ized evaluation and attack testing are essential before clinical adoption [110-112]. This
implies that the system, algorithm, or device must undergo thorough testing according
to recognised and reproducible methodologies to ensure reliability, robustness, accuracy,
and regulatory compliance. Overall, privacy protection in healthcare Al requires a layered
strategy: purpose-specific governance (e.g., DPIAs—Data Protection Impact Assessments,
registries, access logs), PETs validated against clinical utility, and continuous monitoring
for leakage and drift across the lifecycle.

7. Accountability and Liability

Accountability and liability are the institutional “hinges” on which trustworthy clin-
ical Al must turn. Normative principles—autonomy, beneficence, justice, transparency,
and accountability—require translation into operational duties for developers, healthcare
organisations, and clinicians, supported by auditable records across the model lifecycle
rather than post hoc assurances [25,67,85]. In practice, tort doctrines and product-liability
rules are strained by adaptive and opaque systems and by distributed agency: clinically
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salient outputs often emerge from the interaction of data pipelines, local configuration
choices, workflow constraints, and iterative updates rather than a single negligent act.
Accordingly, the literature converges on a persistent “responsibility gap” unless gover-
nance and liability are co-designed, including explicit role allocation and enforceable
monitoring duties [24,76,113,114]. Recent cross-specialty analyses and radiology-focused
syntheses emphasize that safety cases, performance surveillance, and clearly defined
implementation roles (e.g., model owner, clinical champion, risk officer, information gover-
nance lead) are preconditions for meaningful accountability—not add-ons once deploy-
ment has occurred [67,115-117]. These pressures are not unique to Europe: Asian gov-
ernance and regulatory guidance increasingly foreground accountable entities, lifecycle
documentation, and post-deployment control as necessary conditions for trustworthy
adoption in health systems, with implications for multinational vendors and cross-border
procurement [14,16-18].

Traditional notions of concurrent responsibility in clinical practice are imperfect fits for
the activities of clinical Al. Models of enterprise liability and shared responsibility better
reflect the multi-actor reality than frameworks that focus exclusively on individual clinician
negligence: they acknowledge overlapping tasks among physicians (appropriate use, super-
vision, disclosure), institutions (procurement, governance, monitoring, training), and man-
ufacturers (design controls, quality management, post-market obligations) [24,114-116].
In this view, the safety and reliability of clinical Al depend on a chain of interconnected
responsibilities in which each actor has a specific, non-isolated role: clinicians remain
responsible for context-sensitive use and oversight; healthcare organisations for adoption
decisions, resourcing, and governance capacity; and manufacturers for technical quality,
transparency, and update practices.

Liability for the use of Al in healthcare, therefore, shifts attention from a fault-based
model centred on individual negligence towards more systemic and adaptive approaches.
No-fault schemes aim to provide timely compensation without requiring proof of indi-
vidual fault, potentially reducing litigation burden while enabling the adoption of ben-
eficial technologies. In parallel, insurance pools or compensation funds distribute risk
across hospitals, manufacturers, and insurers, seeking a more resilient arrangement that
preserves patient redress while avoiding innovation-chilling uncertainty [24,118]. Com-
parative EU analyses indicate that the AI Act and related liability reforms move gover-
nance forward—particularly regarding provider/user duties and documentation—yet
important gaps persist for black-box models, causation proofs, and continuously learning
updates [76,119-121].

Accountability also has a practical “how” that is realised through local governance
mechanics. Hospital-level frameworks (e.g., ABCDS lifecycle—Algorithm-Based Clinical
Decision Support) embed pre-deployment “silent” evaluation, effectiveness checks, role
assignment, and continuous quality assurance, making responsibilities inspectable and
enforceable rather than implicit [116,117]. Enterprise risk management (ERM) approaches
can align clinical risk, cybersecurity, and regulatory obligations, clarifying escalation path-
ways and decision rights when Al systems deviate from expected performance [117]. In
radiology, governance questions (“who decides and how?”) arise at each stage—selection,
credentialing, workflow integration, monitoring, and de-implementation—requiring ex-
plicit decision authorities and contemporaneous documentation capable of withstanding
scrutiny by courts and regulators [115].

Informed consent and transparency remain pillars of legal accountability, but they
require adaptation as Al shapes diagnosis, triage, and treatment pathways. Tiered disclo-
sures, plain-language explanations of Al roles and risks, and clinician education have been
proposed, alongside explainability tools that support patient-facing dialogue in a clinically
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usable manner [49,122,123]. Explainable Artificial Intelligence (XAI), however, does not by
itself close the liability loop. What matters legally is whether implementers met a defensible
standard of care: appropriate selection and calibration, monitoring for drift, documentation
of known limitations, and disclosure of material information to patients when Al meaning-
fully affects clinical decision-making [25,49,122,124]. Recent peer-reviewed commentary
also links intended use, explainability obligations, and regulator-recognised PCCPs to
auditable accountability, particularly for systems subject to frequent updates [125,126].

Global perspectives in guidelines, regulations, and recommendations highlight
diverse—and at times conflicting—approaches, characterised by non-uniform technical
standards, different evidentiary expectations, and variable governance models. EU doctrine
tends to couple rights protection with harmonised compliance duties, while other jurisdic-
tions more heavily rely on judge-made negligence principles to adjust implementer obliga-
tions for Al-enabled care [119-121]. Sectoral syntheses (notably in radiology) converge on
a pragmatic evidentiary pathway: performance claims anchored to clinically meaningful
endpoints, post-market studies, and transparent governance records that courts can parse
when harms occur [67,115,125]. The research frontier remains predominantly empirical:
there is a sustained need for analyses of real-world liability disputes and prospective evalu-
ations of ERM and governance models to demonstrate that they reduce preventable harm
without stifling innovation [24,116,117].

8. Human Oversight

In healthcare settings where advanced algorithms or Al systems are deployed, ethical
principles continue to require a concrete and meaningful human presence and intervention.
In the clinical domain, ethically acceptable and safe Al technologies are expected to support,
rather than replace, human decision-making, thereby safeguarding patient autonomy and
beneficence as core bioethical principles. Recent reviews emphasize that human oversight
should be mandated throughout the entire clinical pathway of the Al life cycle—including
procurement, validation, implementation, monitoring, and de-implementation—rather
than being limited to pre-market control [25,67,127].

Regulators increasingly articulate this lifecycle view. The FDA’s 2025 perspective
frames oversight around intended use, evidence standards, and post-market adaptation for
learning systems—placing provider institutions alongside manufacturers in maintaining
performance and documenting change [128]. In parallel, governance implementations in
oncology and multi-stakeholder roadmaps show how local committees, role assignment,
and transparent decision rights can operationalize oversight across clinical, operational,
and research programmes, while ecosystem approaches address commercial actors and
conflicts of interest [129-131]. Comparable emphases on accountable governance, lifecycle
documentation, and post-deployment control also appear in Asian governmental and
regulatory guidance, reinforcing the practical relevance of human oversight for cross-
border procurement and multinational deployment [14-18].

Oversight also requires tools. Human-centred monitoring (“algorithmovigilance”)
focuses on detecting drift, subgroup performance cliffs, and incident patterns after go-live,
with design work demonstrating how dashboards and workflows can support clinicians
and risk officers [132]. Conceptual bridges from pharmacovigilance outline taxonomies
and routines for safety signal detection tailored to Al [133]. Together, these approaches
move oversight from principle to daily practice.

Traditional ethics committees or institutional review boards (IRBs) are no longer
sufficient to address the challenges posed by emerging technologies such as clinical Al,
connected devices, and health big data. These bodies will need to adapt to complex,
dynamic, and multi-actor contexts. Current studies question whether traditional IRBs are
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adequately equipped to deal with the sociotechnical risks of Al, and recommend additional
expertise, digital tools, and explicit procedures for the assessment of automated or semi-
automated interventions [134,135]. Ethics committees will therefore need to broaden their
composition to include Al technology experts alongside clinicians, bioethicists, and legal
scholars, and to involve representatives of patient organisations and the wider social
community [136].

Human oversight is regarded as essential in decision-making: clinician training and
consent processes, user-centred alerting, and governance records that link model intent to
interface behaviour. Recommendations for Al-enabled clinical decision support call for
pre-specified monitoring plans, clear delineation of roles, and transparent communication
to patients and staff; participatory methods further align oversight criteria with local values
and workflows [137]. At the policy level, EU Al Act-oriented analyses underscore that
“human oversight” is not symbolic—it must prevent or minimise health and rights risks
through concrete controls and documentation that regulators (and courts) can inspect [138].

9. Procurement and Deployment

Procurement and implementation of clinical artificial intelligence are most successful
when governance, engineering, and clinical operations are centralized and coordinated,
and when all involved persons and systems operate within a single process rather than
duplicative or parallel pathways. Recurrent themes across reviews include bias mitigation
and dataset suitability checks at the point of purchase, transparency obligations embed-
ded in contracts and model documentation, variation in regulatory expectations across
jurisdictions, and the need for multidisciplinary decision rights spanning Information
Technology (IT), legal, quality, and frontline services [25,67,127]. In operational terms,
this jurisdictional variability spans EU and North American expectations and increas-
ingly incorporates Asian lifecycle-oriented guidance and regulator-issued requirements
that shape vendor documentation, update practices, and post-deployment control, with
direct implications for cross-border procurement and multinational deployment [15-18].
Practice-facing instruments illustrate how these requirements can be operationalized at the
purchasing stage: in the UK, the NHS “buyer’s guide” structures due diligence through
standardized questions on safety, effectiveness, monitoring, documentation, and deploy-
ment readiness, supported by an assessment template for procurement decisions [139], and
NICE’s updated Evidence Standards Framework explicitly aligns evidence tiers for Al and
data-driven technologies (including adaptive algorithms) with deployment and lifecycle
expectations [10]. Beyond the UK, procurement due diligence is increasingly anchored to
regulator-issued lifecycle controls for Al-enabled software: in the United States, FDA guid-
ance on PCCPs clarifies how update pathways, documentation, and post-market assurance
should be specified for Al-enabled device software functions and translated into contractual
obligations at purchase [7], while Canada and Australia provide complementary signals
through Health Canada’s pre-market guidance for machine learning—enabled medical
devices and Australia’s TGA guidance on Al and medical device software, reinforcing
evidentiary expectations, documentation duties, and lifecycle controls that inform procure-
ment specifications and deployment readiness checks [12,13]. This convergence supports
governance arrangements that deliberately integrate diverse expertise—computer scientists,
legal professionals, quality specialists, and clinicians in direct contact with patients—so
that adoption decisions remain defensible and implementable in routine care.

Scoping work also shows that sector-specific contexts (e.g., dental and primary care)
surface distinct integration risks, reinforcing the value of local stakeholder input during pre-
procurement market scans and pilot selection [127]. A recent synthesis of implementation
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frameworks underscores that health systems should evaluate tools not only for accuracy
but also for maintainability, monitorability, and equity impact before and after go-live [140].

Organizational readiness is decisive. Institutions that plan for training, role assign-
ment, and escalation paths report smoother adoption and fewer adverse surprises during
early deployment. Commentaries point to persistent capability gaps—particularly around
updating, de-implementation, and staff education—which procurement teams should ad-
dress via explicit vendor obligations (e.g., change control plans, audit logs, and support for
post-market studies) [70,141].

Lifecycle-oriented governance frameworks offer practical scaffolding. The Health
Equity Across the Al Lifecycle (HEAAL) framework embeds equity checks across procure-
ment and deployment stages; multi-stakeholder governance models outline how to balance
speed, scope, and capability; and provincial programs (e.g., British Columbia) illustrate
coordinated intake, risk assessment, and evaluation at system scale [130,142,143]. Together,
these approaches make responsibilities inspectable and enable course-correction when
performance drifts or local workflows change.

Operationally, health services need to balance local flexibility with standardization.
A useful sequencing is “flexibility first, then standardize”: configure early pilots to fit
local practice, then codify reusable standards for data quality, monitoring, and documen-
tation [144]. Recent work reframes this tension as “responsible scaling,” arguing that
standardization should support—not flatten—Ilocal sociotechnical configurations [145].
Reporting and oversight tools (e.g., DECIDE-Al—Developmental and Exploratory Clinical
Investigations of Decision-support systems driven by Artificial Intelligence items for early
clinical evaluation, and ABCDS oversight for local governance) help translate that balance
into concrete procurement and deployment checklists [116,146].

Deployment pipelines should anticipate frequent updates. Continuous integration
and deployment (CI/CD) patterns—versioned models, rollback plans, signed artifacts, and
release notes mapped to intended use—reduce downtime and compliance risk, provided
they are paired with post-market monitoring and clear decision rights for pausing, updating,
or retiring models [147,148]. In sum, effective procurement and deployment combine
equity-aware selection, contractual transparency, lifecycle monitoring, and agile change
control to keep Al safe, fair, and adaptable in real care environments.

Table 1 below summarizes the governance themes for clinical artificial intelligence.

Table 1. Governance themes for clinical artificial intelligence.

Governance Theme

Key Risk Priority Response (Operational Mechanisms)

Bias and Fairness

Explainability and
Transparency

Systematically unequal performance
and allocative harms due to biased
data, proxies, and context-dependent

Fairness-by-design with pre-specified subgroup
metrics and thresholds; datasheets/model cards;
multi-site external validation; routine subgroup
audits post-deployment; documented escalation and
remediation (recalibration, retraining,

deployment. de-implementation); stakeholder/patient review for
impact and redress.
Separate clinical usability explainability from
regulatory transparency; task-bound explanation
Clinically and legally insufficient validation (stability, usefulness); standardized
intelligibility, contestability, and documentation (model cards, intended use,
traceability of outputs and updates. limitations); audit logs and versioning; release notes

for updates; change control plan linking
model/interface changes to evidence.

https://doi.org/10.3390/sci8020036


https://doi.org/10.3390/sci8020036

Sci 2026, 8, 36

14 of 25

Table 1. Cont.

Governance Theme

Key Risk

Priority Response (Operational Mechanisms)

Safety and Quality

Privacy and
Data Protection

Accountability and
Liability

Human Oversight

Procurement and
Deployment

Silent performance degradation under
dataset shift, workflow change, or
updates, with delayed detection

of harm.

Unlawful secondary use,
re-identification, leakage/
memorization (incl. generative Al),
and weak accountability across
controllers /processors.

Responsibility gaps in multi-actor
systems (developer—vendor-provider—
clinician), especially under frequent
updates and opaque services.

Nominal “human-in-the-loop” without
real authority, skills, or time to
intervene, leading to automation bias
and unmanaged risk.

Technology-led purchasing that omits
governance requirements, long-term
maintainability, monitoring capacity,
and de-implementation.

Pre-deployment silent trials and prospective
validation on local workflows; post-market
surveillance with drift detection; incident reporting
and safety signal review; periodic
re-certification/reevaluation; predefined
rollback/kill-switch authority; integration into
institutional quality management and

risk registers.

DPIA and purpose limitation; data minimisation
and access controls; encryption, logging, retention
rules; privacy-enhancing techniques where
appropriate (e.g., federated learning + differential
privacy) with clinically meaningful utility testing;
documented data-sharing/transfer governance and
breach response.

Explicit Responsible, Accountable, Consulted,
Informed (RACI)-style allocation of duties;
contractual clauses on documentation, monitoring,
audit rights, and update notification; preserved
evidence trails (logs, validation reports, monitoring
outputs); defined incident investigation pathway;
alignment with enterprise risk management;
suitable compensation/insurance arrangements
where appropriate.

Defined decision rights (override, pause, retire);
training and competency checks; escalation
pathways and accountability for monitoring actions;
human-factors testing of interfaces/alerts;
governance committee with documented meeting
outputs; periodic review of reliance patterns and
override events.

Multidisciplinary procurement with mandatory
governance artefacts (model card, monitoring plan,
DPIA, change control plan); performance Service
Level Agreements (SLAs) and audit clauses;
interoperability and data-quality prerequisites;
implementation and training plan; obligations for
post-market studies and update transparency;
explicit de-implementation/exit provisions.

10. Discussion

A review of the literature indicates that, in healthcare, the real-world performance of

artificial intelligence depends less on numerical metrics and technical measurements and

far more on how a set of interconnected dimensions is jointly managed, including:

uses Al in routine care.

Equity—ensuring that all patients are treated fairly;

Transparency—enabling an understanding of how Al systems reach their decisions;
Safety—preventing harmful errors;

Privacy—protecting patients’ data;

Responsibility—clarifying who is accountable in the event of problems;
Oversight—maintaining meaningful human control;

Organizational practices—determining how the hospital or institution integrates and
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First, bias is not a static property of datasets but a moving target across the lifecycle.
Bias should therefore be treated as a dynamic phenomenon that requires ongoing moni-
toring and correction throughout the entire life cycle of the system or model, rather than
only at the outset. Evidence from the implementation and methods literature shows that
subgroup error asymmetries persist unless diversity is engineered into sampling frames,
labels, and external validation, and unless monitoring detects performance cliffs after
go-live [28]. Participatory approaches add a pragmatic lens—if patients, frontline clini-
cians, and communities help define problem scope, success metrics, and redress pathways,
models are more likely to meet equity objectives and withstand distribution shift. These
insights align with earlier demonstrations that proxy targets can entrench disparities (e.g.,
using costs to proxy need) and that fairness must be specified as a design constraint, not an
ex post patch [31,32].

Explainability and transparency connect model behavior to clinical judgment and pa-
tient autonomy. Regulatory analyses clarify that transparency is now an operational duty—
tied to documentation, the availability of human intervention, and risk management—
rather than an aspirational ethic [149]. Yet integration at the bedside remains uneven:
post hoc techniques can aid sense-making but may be unstable or misaligned with clinical
mental models, so their purpose must be explicit (debugging vs. audit vs. communication)
and prospectively validated [54]. Task-appropriate explainability for risk tools—what will
be explained, to whom, and at what decision point—has been proposed, together with
interface and workflow testing to confirm that explanations are intelligible and actionable
for clinicians under time pressure [64]. In short, transparency that is “good enough for
uptake” may still be insufficient for accountability unless it is linked to intended use,
documentation, and oversight.

Safety and quality hinge on post-market realities. Adverse-event signals derived from
electronic health records and natural-language processing demonstrate that Al-mediated
care can introduce measurable burdens and harms alongside efficiencies, underscoring the
need for robust surveillance infrastructures [80]. Organizational ethnographies describe a
‘responsibility vacuum’ that arises when no actor is clearly tasked with ongoing monitor-
ing, subgroup auditing or corrective action, resulting in fragile implementations despite
strong pre-market performance [41]. These findings echo external validation failures of
widely implemented proprietary models, reminding us that safety is a continuous property
produced by monitoring, feedback loops, and the capacity to pause, update, or retire
systems [59,146,150]. Accordingly, early-stage evaluation guidance and local governance
checklists should be treated not as publication formalia but as procurement and deploy-
ment requirements that bind vendors and implementers to measurable safety work over
time [146,151].

Privacy and data protection are equally dynamic. Privacy-enhancing technologies—
federated learning with differential privacy, secure aggregation, and cryptographic
supports—can reduce re-identification risk while enabling multi-institutional learning,
but they impose non-trivial utility costs and new attack surfaces that must be quantified
on clinically meaningful endpoints [96,97]. Systematic reviews of blockchain-based data
sharing report promising integrity and auditability features but also governance and inter-
operability gaps that limit production use in hospitals [103]. In regulated settings, these
technical measures must be coupled to GDPR-conformant governance (data minimization,
purpose limitation, and accountability) and to clear documentation of roles and transfers;
otherwise, privacy duties drift as models are repurposed, fine-tuned, or embedded in
new workflows.

Accountability and liability supply the incentives that keep these duties real. Physician-
centric malpractice theories map poorly onto multi-actor, learning systems; enterprise or
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shared-responsibility models better reflect overlapping duties across developers (design
and quality), deployers (procurement, monitoring, de-implementation), and clinicians
(selection, disclosure, oversight) [114,118]. These approaches do not absolve professionals;
rather, they distribute obligations and create auditable records that courts and regulators
can parse. Practical implications follow: procurement should require change-control plans,
model registries, and incident reporting; deployment should assign decision rights for
pausing or rolling back updates; and documentation should connect intended use, evidence
claims, and explanation assets to the interfaces clinicians actually see [116,125,152].

Human oversight operationalizes these expectations. Regulators now frame oversight
as lifecycle management with explicit duties for users and providers, especially for learning
systems whose risks evolve with context [128]. For example, governance programs in
oncology demonstrate how multidisciplinary committees, role assignment, and transparent
decision pathways can make oversight inspectable, while “algorithmovigilance” prototypes
illustrate monitoring dashboards and escalation routines for drift, subgroup harms, and
incident clustering [129,132,133]. Ethics review must also adapt: IRBs need domain-specific
expertise, digital tooling, and procedures for semi-automated interventions, together with
inclusive membership to sustain legitimacy for research that blurs clinical and data-science
boundaries [134-136].

Procurement and deployment are where these strands are braided into day-to-day
operations. Multi-stakeholder frameworks emphasize equity checks and monitoring plans
from the outset, and provincial models show how coordinated intake and risk assessment
can scale governance across health systems [130,142,143]. Organizations face a perennial
tension between local flexibility and standardization; a sensible sequence is to permit
configuration for early pilots and then lock down reusable standards for data quality,
telemetry, and documentation—"“flexibility first, then standardize” [144,145]. To support
frequent model changes without safety debt, CI/CD practices (versioning, signed artifacts,
rollback plans) should be paired with post-market surveillance, DECIDE-Al-style reporting,
and clear authority to halt models when evidence degrades [146,147,153]. Throughout,
workforce capability—training, time, and support—remains a critical constraint; without it,
even well-designed governance cannot be enacted at the bedside [70].

This narrative review has limitations that should be made explicit. The literature
search and source selection were purposive and concept-driven rather than exhaustive,
and we did not apply formal risk-of-bias instruments; accordingly, reproducibility is lower
than in systematic approaches, and interpretive subjectivity cannot be fully eliminated.
In addition, the rapid evolution of generative and adaptive systems means that technical
practices, documentation norms, and supervisory expectations can change faster than
peer-reviewed consolidation, creating an inherent lag between governance needs and
settled evidence.

Taken together, the literature points to a pragmatic agenda and a set of practice-facing
research directions: specify fairness as a design and monitoring target; treat explainabil-
ity as a task-bound, validated clinical asset; build surveillance and de-implementation
capacity to make safety continuous; align privacy PETs with legal accountability; distribute
responsibility across the enterprise; embed oversight in daily operations; and procure for
equity, transparency, and change. Future work should prioritise implementation studies
that evaluate governance mechanisms in situ (monitoring dashboards, escalation pathways,
change-control plans, and procurement clauses), clarify which stakeholders benefit and
under what conditions (patients, clinicians, risk managers, procurement offices, and regu-
lators), and generate empirically grounded evidence on how accountability and liability
models operate in real disputes and adverse-event investigations.
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11. Conclusions

Trustworthy clinical Al is not delivered by algorithms alone, but by institutions that
procure, deploy, and govern them with equity, safety, and accountability in view. Across the
EU and emerging Asian governance trajectories, the consistent practical requirement is the
same: translate principles into auditable mechanisms—role assignment and decision rights,
dataset and subgroup checks, documentation and versioning, change control for updates,
and resourced post-deployment surveillance with incident reporting and corrective action.
Sustained clinical value also depends on workforce capability and modern infrastructure.
Future research should test, in real care settings, which governance and procurement
mechanisms most effectively reduce preventable harm while preserving clinical utility and
operational feasibility.
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Abbreviations

The following abbreviations are used in this manuscript:

Algorithm-Based Clinical Decision Support (lifecycle/oversight framework for

ABCDS clinical prediction models)

Al Artificial Intelligence

AUC Area Under the Receiver Operating Characteristic Curve

CI/CD Continuous Integration and Continuous Deployment (or Delivery) pipelines

CONSORT-AI Consol.idated Sta.ndards of. Reporting Trials—Artificial Intelligence (CONSORT
extension for Al interventions)

DECIDE-AI Developme.ntal and Ex'p'lo'ratory C'linical Investigations of Decision-Support
Systems Driven by Artificial Intelligence

DP Differential Privacy

DPIA/DPIAs Data Protection Impact Assessment/Data Protection Impact Assessments

ePHI Electronic protected health information

ERM Enterprise Risk Management

FDA United States Food and Drug Administration

FL Federated Learning

GDPR General Data Protection Regulation

GMLP Good Machine Learning Practice (joint principles)

HEAAL Health Equity Across the Al Lifecycle (framework for assessing how Al affects

health equity)
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HIPAA Health Insurance Portability and Accountability Act

HSA Health Sciences Authority

IRB/IRBs Institutional Review Board /Institutional Review Boards

IT Information Technology

LIME Local Interpretable Model-agnostic Explanations

LLM Large Language Model
Manufacturer and User Facility Device Experience (FDA adverse event

MAUDE . .
database for medical devices)

MFDS Ministry of Food and Drug Safety

MHRA Medicines and Healthcare products Regulatory Agency

ML Machine Learning

MRI/CT Magnetic Resonance Imaging/Computed Tomography

NHS National Health Service

NICE National Institute for Health and Care Excellence

NIST National Institute of Standards and Technology

NLP Natural Language Processing

NMPA National Medical Products Administration

PCCP/PCCPs Predetermined Change Control Plan / Pr.edeterm'med Change Control Plans (for
regulated AI/ML-enabled medical devices)

PET/PETs Privacy-Enhancing Technology /Privacy-Enhancing Technologies

PMDA Pharmaceuticals and Medical Devices Agency

RACI Responsible, Accountable, Consulted, Informed

SaMD Software as a Medical Device

SLA/SLAs Service Level Agreement/Service Level Agreements

SHAP SHapley Additive exPlanations

SPIRIT-AL Standard Protocol Items: Recommendations for Interventional Trials—Artificial
Intelligence (SPIRIT extension for Al interventions)

TGA Therapeutic Goods Administration

TRL/TRLs Technology Readiness Level / Technology Readiness Levels

XAI Explainable Artificial Intelligence

Yy Chinese medical device industry standard code prefix (YY/YYT series for
sectoral specifications, e.g., dataset quality standards)
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