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Abstract: Wireless Meter-Bus is an open standard for power-efficient smart
metering. Data are collected from meters and transmitted to the collector for
processing. In smart cities, placing meters with the best quality communication
signal is often challenging for urban constraints and other communication signals.
Meters can also have limited capabilities in terms of memory and CPU. Previous
work has been addressing the reliability issue only in the context of direct
collector-meter communication. This paper proposes a novel Noise Adaptive
Routing for Utility Networks (NARUN) protocol for improved performance and
efficient routing in a partially connected mesh network. The collector keeps
a weighted graph of the whole network where weights define the link failure
index. No keep-alive or control messages are used to update the weights. Meters
eavesdrop on the surrounding environment and efficiently report link failure
indexes to the collector with ordinary reading messages. We validate NARUN on
areal case study.
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1 Introduction

The sheer size of today’s cities makes the manual reading of gas, water, and electricity
meters a significant challenge. Fortunately, the technological advances in communication
networks gave rise to the development of automated meter reading systems. Network meter
systems enable automated, periodic, and real-time readings, reducing the management costs
and enabling real-time data analysis. This technology can also help in reducing resource
consumption by raising the awareness of prosumers. Directive 2009/72/EC of the European
Parliament requires the use of smart metering systems to empower the consumers in the
electricity and gas supply markets [1]. A metering system consists of a set of distributed
nodes connected via a communication network. A collector node gathers data from meter
nodes that measure usage. Data is then sent to the collector node. Repeaters can be used to
extend the node transmission range. The main electronic parts of a meter consist of a simple
micro-controller with sensors. These devices are limited in terms of computation power,
memory and can be battery powered. Hence, the highest cost is not associated with the device
itself but with the subsystem of interconnection and communication. These subsystems can
use optical fiber, WiFi, cellular networks, or other transmission technologies. The network
deployment and technologies used in communication represent the critical parts of the
reading service [2].

Meter Bus (M-Bus) is a European standard for metering systems that includes the
physical layer, the data-link layer [3], and the application layer [4]. The network layer is
presented as an optional one and there is no specification for any standard routing algorithm.
No topology restrictions are stated, except for the token ring which cannot be used. Wireless
Meter Bus (WM-Bus) is the wireless version of the M-Bus protocol. The EN 13757-4
standard describes its physical and data-link layer [5]. The EN 13757-5 provides node
relaying [6] whereas the EN 13757-7 introduces transport and security services [7]. The
line of sight communication range can be a few hundred meters (with 868 MHz or 433 MHz
frequencies) or more than 5 km (using 169 MHz frequency). The former is widely used in
Europe [8]. In this scenario, a reliable and energy-efficient routing protocol is needed to
extend the coverage of smart meter networks [9].

In smart cities [10, 11, 12], meter installation introduces a trade-off between reliable
connectivity and setup cost. Placing meters with the best quality communication signals is
often expensive or it is not feasible because of urban constraints. WM-Bus networks can be
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installed in dense urban areas where many other communication signals coexist. This can
cause interference and generate poor quality links [13], which increases communication
overhead and reduce the lifetime of the battery-operated meters. Poor quality links also
affect the data reading time since a successful reading message can require several attempts.
Previous work has been addressing the scarce link quality in the context of direct collector-
meter communication [14, 15]. Often channels with Gaussian noise are assumed, using
some error recovery strategy for improving communication performance. The WM-Bus
standard suggests appending the routing path to the reading request that is sent by the
collector. In fact, a meter is usually a simple device with limited CPU and a small amount of
memory that cannot hold much information. The broadcasting of routing service messages
should be also avoided in order to minimise the messages that are sent, thus, maximising
the meter lifetime.

In this paper, we propose a novel protocol; Noise Adaptive Routing for Utility Networks
(NARUN) for WM-Bus networks. In NARUN, communication occurs in a mesh topology
without sending extra service messages. The routing path is appended to the read request
message (as advised by the WM-Bus standard). A collector can request and receive data from
networked meters. Meters can relay the request to the destination node and forward back the
response. The collector decides the routing path depending on the internal representation
of the network. This knowledge is represented as a graph where nodes are vertices and
edges are interconnections. The edge weight gives a measure of the link failure index. More
precisely, an infinite weight can denote a broken link, a weight equal to one denotes a
perfect functioning link. Finally, a number greater than one denotes a noisy link that requires
frequent re-transmission or error recovery. The routing path is calculated by minimising
the failure index and path length. Meters eavesdrop on the surrounding environment and
efficiently report information on link failure indexes back to the collector with ordinary
reading messages. These are ordinary response WM-Bus packets. NARUN can run on
simple meter devices with limited CPU and a small amount of memory. Hamming Error
Correction Code (ECC) is used to increase communication reliability and measure the link
failure index (this is denoted with [ f4 in the rest of the paper). To evaluate our approach, we
compared the following four routing methods through simulation: (i) a WM-Bus routing
where the network graph has not weighted edges (i.e., no link failure information is
provided); (ii) an ECC-WMBUS routing where the network graph has no weighted edges,
and the Hamming code is used to recover errors; (iii) the NARUN protocol where the
network graph has edges with weight one or infinity (i.e.,we have only information about
whether the link is working or not); (iv) the ECC-NARUN protocol where the network graph
has weighted edges and the Hamming code is used to recover errors. We also compared
NARUN with the Dynamic source routing (DSR) [16]. This is an efficient and well-known
protocol that is suitable for wireless sensor networks [17, 18]. For simulations, a real-life
topology is chosen from the San Paolo district of Camerino (MC, Italy). We analysed the
collector failure rate and the collector reading rate. A collector failure is consequence of
a path that fails to reach the destination meter. A collector can select a failing path when
its network graph is not updated (i.e., a broken or noisy link is not correctly updated).
The collector reading rate estimates the number of sensors that are correctly read by the
collector. The simulations are performed by varying the percentage of noisy links (i.e.,
30%, 15% and 5% of the total number of links). We also vary the noise power. Our results
show that NARUN has the highest reading rate with the lowest failure rate and the least
traffic load. For instance, when 30% of the links are noisy with a noise power equal to -70
dBm, ECC-NARUN and DSR read 99% of the sensors. WMBUS reads only to 71% of the
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sensors. ECC-NARUN has a failure rate of 4.9 % while DSR has a failure rate of 37.14%.
In fact, DSR generates a number of messages that are one order of magnitude higher than
NARUN.

2 Related Work

Different frameworks are proposed for measuring, and analysing the failure rate of the WM-
Bus for different cases. A framework for the analytical study of failure rates is presented as a
case study where the suitability of WM-Bus for smart water grids is considered in [19]. The
approach considered performance measures such as Packet Error Rate (PER), bandwidth,
frequency, range, and energy requirements. The simulation framework for failure rate
analyses of WM-Bus is also considered in [20]. The authors discussed the approach for
developing a simulation of the WM-Bus protocol through extending NS-3' simulator. This
work focused mostly on the physical and data-link layers of WM-Bus. The implementation
details for this approach are given in the study [21]. The paper [22] analyses the WM-Bus for
home automation systems by using 5G and M2M technologies. Technical details associated
with the 868 MHz communication, such as range and indoor signal transmission efficiency
under various interference levels, are studied in [23]. The same frequency is also used in
this paper. Simulations were used to analyse the failure rate by varying the noise power in
a smart city network.

Improvements to the reliability of the WM-Bus have been considered in some studies.
In papers [14, 15], authors presented discussions on the inherent reliability problems related
to the deployment of the WM-Bus network and they proposed a method for reliable data
reception. In particular, the authors addressed the trade-off between reliability and the
deployment cost for WM-Bus networks, which is one of the fundamental and inherent
problems of the WM-Bus. The meter nodes are not mobile and since they are added to
existing infrastructures, their optimum deployment becomes difficult. The authors proposed
a data recovery scheme exploiting the use of a deterministic packet transmission interval
from the meter nodes to deal with this issue. In [24], the authors proposed a method to
increase the reliability and the network lifetime of WM-Bus. The proposed method extends
the standard WM-Bus protocol making it suitable for “home energy management systems”
which requires bi-directional real-time communication. Authors added functions such as
asynchronous meter trigger, adaptive slot scheduling, and bitmap-wise re-transmission
request to WM-Bus to achieve reliable and energy-efficient real-time communication. In this
paper, the proposed approach uses along with the inherited single-hop reliable mechanism
of WM-bus.

Routing protocols can be reactive or proactive. Proactive protocols can be link-state
or distance vector protocols. These require periodic messages to maintain the information
stored in nodes. In link-state protocols such as Open shortest path first (OSPF), the network
topology is stored by nodes and is maintained through message flooding. Flooding notifies
the whole network when link costs change or a link failure occurs. In distance-vector
protocols, nodes store and maintain their local view of the network which includes the
set of neighbours along with their respective link costs. This information is used to route
messages in the network. Nodes periodically send messages to update the local view of
neighbors. Although these protocols seem ideal for networks with a fixed topology (modulo
failures), they are not suitable for battery-equipped devices with limited capacity in terms
of memory and CPU since periodic messages can reduce the lifetime. PSA-HD [25] is
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a proactive protocol used in MANET networks where nodes are mobile and links are
frequently created and broken. This protocol tries to find the shortest stable path in the
network. In detail, the shortest path is computed by minimizing the REfined Hamming
DIStance (REHDIS) metric required to reach the destination node. The selection of the
shortest path is performed amongst multiple paths which metrics are shared between nodes
with periodical message exchanging. PSA-HD decreases the average end-to-end delay and
increases the Packet Delivery Ratio (PDR) with respect to Proactive Source Routing (PSR)
[26] and Predicted Probabilistic Coefficient Link Stability (PPCLSS) [27] protocols. PSR is
a proactive protocol where the network topology is shared between nodes while PPCLSS is
a routing protocol where stability is evaluated using the weighted sum of energy utilized by
anode, link loss and the average path size. Like PSA-HD, the NARUN protocol presented in
this paper, uses Hamming distance for shortest path computation but NARUN path updates
are done without exchanging periodic messages. Generally speaking, proactive protocols
are not suitable in smart cities composed of many battery-operated nodes that have limited
processing capabilities. In this case the usage of periodic service messages (such as HELLO
messages) are unsuitable since they require high bandwidth and high memory allocation.

Reactive protocols are designed to restrict the bandwidth consumed with service packets
by removing the periodic service messages. Routes are generated on-demand when a node
starts a new communication. Dynamic source routing (DSR)[16] is one of these reactive
protocols. At the beginning, a node performs route discovery in order to reach the destination
node. The route discovery floods the network with route request packets. The destination
node that receives this type of packets responds by sending a route reply packet back to
the source. The source node stores the paths used to reach the destination. Link fault is
recognized when the node tries a faulty path. The maintenance of these paths does notinclude
service messages used to update the routing tables. The major limitation of this protocol is
the absence of a local routing maintenance mechanism of a broken link. Therefore, flooding
is also required when the sender has no suitable path to reach a destination node. Such a
process may restrict the bandwidth available in a dense network. The path found using the
discovery process, may also not necessarily be the shortest one between the given pair of
source and destination nodes. Ad hoc On-Demand Vector (AODV) [28] is quite similar to
the DSR. Both protocols find routes through flooding. However, DSR stores the routes in the
source node while AODV distributes and stores the routing information in the entire network.
While AODV scales with a large population of nodes, the size of routing tables (stored in
intermediate nodes) increases as well. This augmentation makes the protocol unsuitable
for networks composed of devices with a limited amount of memory. In [29], the authors
proposed an AODV extension. The protocol performs route discovery by partially flooding
the network. Topology information is sent back in the response packet after a specific
amount of time. The source node calculates the shortest path to reach a specific destination
by minimising the packet reception rate and the number of hops. Their simulation results
show an improvement in AODV packet reception rate when noisy network environments
are considered. The packet reception rate depends on the distance between nodes and the
nominal transmission range. While the latter is a known value, the former is fixed at the
beginning or computed by exchanging the geographical coordinates. The optimal reactive
routing protocol (ORRP) [30] is a reactive protocol that finds the shortest path between the
source and destination nodes in a distributed fashion. The shortest path is calculated using
Dijkstra algorithm. The protocol assumes symmetric links between neighbouring nodes
and that each node maintains the cost of links. In [31], the authors propose a proactive
extension of this protocol by introducing a periodic HELLO message exchange for sensing
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neighbourhood as well as for the determination of cost list. However, this protocol generates
a huge overhead when the network is dense.

Various routing approaches specifically designed for WM-Bus networks have been
proposed. In [32], the study presented a model routing extension for the Wireless M-Bus
Q-mode in TinyOS?. In [33, 34] the authors proposed an energy-aware routing that is
implemented as an extension to the EN13757 Wireless M-Bus Q-mode [6]. A cost-efficient
integrated energy harvesting system powered by the available water flow was developed
to enable operation independent from the main grid. This eliminates the need for battery
replacement with near-zero maintenance costs. A noteworthy idea for routing in low power-
lossy link wireless networks comes from the study presented in [35]. The proposed routing
considers metrics involving the residual energy and packet reception rate of neighbor nodes
inISA100.11a industrial wireless networks. In [36], the authors proposed a routing protocol
for Wireless Mesh Networks by modifying the AODV routing protocol. The proposed
protocol considers the load of nodes and link quality. In our work, we proposed novel
extensions for reliability and routing of WM-Bus communication.

3 The NARUN protocol

We first introduce some notation that is used to describe the network model and the protocol.
Let’s denote the set of all network nodes ng, . .., n, with IV, and the WM-Bus read request
frame packet with M. M is composed of three fields that are the header, the payload, and
the footer which are denoted with M.h, M.d and M.o, respectively.

G(N, E,w) denotes a network graph where (i) N is the set of nodes; (ii)) E C N x N
is a finite set of links, (n;,n;) € E when n; can directly communicate with n;; (iii) w :
FE — R is an edge weight function.

We define three weight functions: (i) constant; (ii) connection-based; and (iii)) Hamming-
based. The constant weight function, w°(n;,n;) assigns to each link (n;,n;) a constant
number 1. This can be used to find the path with the least number of hops from the collector
to any meter on the network. The connection-based weight function, w” (n;, n;) is co when
the link (n,, nj) is not working, and 1 otherwise. As shown in the next section, w” can be
used by the collector node to avoid broken links or faulty nodes.

The Hamming-based weight function, w”(n;, n;) is calculated by using the Hamming
code. The header M.h and the payload M.d of a frame M are divided into [ equal
parts My, ..., M;. The sender of the packet M calculates the Hamming code hmc(M;)
of each part M; and adds it into the footer M,. The format of the message (when
the Hamming-based weight function is used) can be summarized as follows 3: M; =
M| ... ||M||hmc(My)]|] - . . ||hme(M;). We also define the correction function R(M;) as
follows:

0 M, is received with no error
R(M;) = { oo M; has a non recoverable error D

1 M, has a recoverable error

and w"(n;,n;) by the following equation:

. l . _
w"(ng,n;) = {OO if 3o R(M;) =00 o

l .
M +1 otherwise
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In other words, w" (n;, n;) is set to oo when M has a part M; with no recoverable error.
Otherwise, w" is a number between one and two. It is one when no error is recovered, while
it is two when each part M; has a recoverable error. Effectively, w” (n;, n;) measures the
link failure index [ fi between n; and n;. As we are going to see in the next section, the
weight function w” can be used by the collector node not only to avoid faulty links or faulty
nodes but also to select the path with the lowest link failure index.

In the rest of the paper we denote with P,, (G) = {no, ..., ng, Nkt1,-.., N0} (With
k > 0) a path that starts from the collector node ng, reaches the node n;, and returns to the
node ng. This can be used by the collector to read the node ny. The cost of the path can be
calculated as follows:

i=k—1
W(P,,(G)) = w(ni,niy1)
i=0

In this paper, we assume symmetric links that is the path P,, will be palindromic (i.e.
the paths from ng to ng and ng to ng are the same). In fact, WM-Bus links are rarely
asymmetric.

In the rest of the paper, G.,,(No, Eg, wp) denotes the network graph of the collector
node. Each meter node ng also defines a meter network graph (from here onward, referred
to as projection graph) which is denoted by G,,_ (Ns, Fs, ws). N is the set of neighbors
of ny that is n; € N, when n; is in the communication range of n,. The set F; contains
communication edges of the type (ns,n;) and (n;, ns) where the node n, takes the role
of sender and receiver, respectively. A projection graph is used by the meter n; to store its
local network view that is all its neighbors and the failure index of the related links. As we
are going to see in the following, NARUN keeps the collector graph updated by performing
an efficient merge of all projection graphs.

We assume that the collector node keeps a global timestamp ¢ that is a sequence number.
The collector node increases ¢ by one when a meter reading is attempted. We assume the
collector node ng reads all meter nodes ny, ..., n, in turn. A timestamp ¢, denotes the qth
attempt that is made by the collector to read a meter ;. Two consecutive timestamps ¢,
and ¢, may be related to the same meter node n;, when the routing path selected at time
t, fails to reach ny. In this case, a different path can be tried at time ¢, .

In the rest of the paper, Gnk,tq (Nk,tq Bty wk,tq) denotes a meter graph last updated
at time ¢,. Bach n; € Ny ¢, is a neighbor of ny added at time ¢,, with ¢,, < ¢,. The link
(ng, n;)¢, would also be added to E +, at time t,,. For the sake of simplicity, we do not
show the protocol for adding new nodes into the network. This is done by broadcasting
standard hello messages. The weight wy, ¢, (ng, n;) of the link (ng, n;) denotes a weight
that was updated at some time ¢,, with ¢,, < ¢,.

3.1 Communication primitives and the message format

We denote the WM-Bus frame packet the collector node uses to read a meter node at time
t, by Mtq. Then, the three fields; the header, the payload, and the footer are denoted by
My, .h, My, .d, and M, .o, respectively. The payload M, .d contains a NARUN application
layer message d that complies with a standardized Payload structure. More precisely, the
payload d is defined as Payload d = {Type y, node n, TimeStamp t, GraphList 1, Numeric r,
Path p} where: (i) d.Y specifies the types of the message, that is either REQ) or REPLY
(the former defines a payload that contains a reading request sent by the collector to a meter
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while the latter is the reading returned value); (ii) d.N contains the meter ny to be read (this
is often referred to as the destination node); (iii) d.P contains the path P, that leads to the
destination node and back to the collector node; (iv) d. T contains the global timestamp ?;
(v) d.L contains a list of projection graphs Gy, ¢, - - -, Gy, 1, €ach graph G, ;  is added
by the node ng as the payload travels along the routing path; (iv)d.R contains the reading
of the node d.N (if any).

The list of projection graphs G, ¢, -, Gn,, t, 15 used to update the collector node
graph G, ¢, . This field is the NARUN addition to ordinary WM-Bus packet to updated the
collector weights without extra messages. The algorithm of Figure 1 sketches the merge
procedure. This considers each link (n;, n;) that is contained inside each projection graph
G, t, in the list. The procedure updates the weight of the collector link (25, 7;) when the
one received from the meter has a fresher timestamp.

Algorithm 1 NARUN merge of projection graphs

procedure Merge(GraphList L)
for each Gy 1y (Ns,tgs Es iy, ws,ty) € L do
for each (n;,n;) € Es,¢, do
Let ¢, be the update time of ws ¢, (nj,1:) € Gng 1,
Let ¢, be the update time of wo,¢,, (nj,n;) € Gng,tq
if t, < t, then > true if the collector receives a fresher weight
W0, (15, i) = Ws, 1y, (105, 104)
end if
end for
end for
end procedure

NARUN uses send and receive primitives. The send(n,m) primitive can be used to
send a message m from a node to its neighbor n. Acknowledgements are used in order to
provide reliable one hop communication. An error is returned when the destination node
cannot be reached after a pre-set number of communication attempts. The receive(n,m)
primitive can be used by a node to receive a message m from its neighbor n. This blocks
the node execution until the message is received or a timeout is generated. The send(n,m)
communication primitive is used to define a more abstract NARUN send primitive that
is sendN (see Algorithm 2). This can be used by the node n, to send the message m to
its neighbor ng4. The link weight between ng and ng is updated according to the weight
function that has been selected. More precisely, when n, fails to send m to n, the weight
Ws,t, (ns,ng) is updated to infinity. This means that at current time tq the link ng,ng is
broken. Otherwise the function UpdateFailurelndex is executed which updates the weight
Ws ¢, (ns,nq) by considering the selected weight function that is constant; connection-
based; or Hamming-based.

3.2 NARUN collector behavior

The collector node uses its network graph in order to read each sensor node. While the
least cost path is obtained by using a simple Dijkstra’s algorithm, NARUN uses a novel
routing protocol strategy to update the collector network graph weights. More precisely,
unlike most of the protocols, NARUN does not use any keep-alive or any control messages
to update variation in link failure index. In NARUN, each node locally collects link failure
index information in the form of projection graphs. This is performed by using meter nodes
that continuously eavesdropped on surrounding communications and update their local
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Algorithm 2 NARUN Send primitive primitive

1: procedure SendN(node 7.5, node n 4, Graph Gns,tq ,Payload d)

2: M < generateFrame(d)

3:  Result < send(ng, M)

4 if Result=Error then

5: W, tg (ns,ng) < oo > weight of link updated at time ¢4
6: return Failure

T: else

8 UpdateFailureIndex(ws ¢, (ns,nq)) > weight of link updated at time t
9: return Success

10:  endif

11: end procedure

projection graphs. When the collector node selects a routing path to read a sensor node,
all nodes in the routing path will add their local projections to the reply message. The
projections will be merged and used by the collector to update its network graph. This
strategy avoids the use of keep-alive or any other control messages.

Algorithm 3 Collector ny behavior

Require: discard any received message with less than timestamp ¢

Require: update global variable G"o +(No,t, Eo,+, wo,+) with new connected/disconnected nodes
1: procedure CollectorLoop(int m)

2: t+0

3:  for each node n;, inside cluster No,+ do

4: Result < readOperation(n,max) > try at most max times to read the same sensor ny,
5:  end for

6: end procedure

7: procedure readOperation(node 7, int m)

8 i+ 0 > counter for making sure that no more than max attempts are done
9:  toBeMerged < false > true when a unary graph must be merged with G, )+
10: Glug,t < Gng.t > A reference to collector graph G p, ¢ is putinto G'1y, ¢
11:  res < null

12:  do

13: Py, < Dijkstra(G1,,,¢,n%) >bestpath P, = {no,...,ng,...,n0}
14: if Py, is not empty then > A path leads to nj
15: t+—t+1 > timestamp incremented when a read is attempted
16: i i+ 1

17: res < ReadMeter(ng,Glng,t.Pn; )

18: if res # Failure then > a value was read
19: Break

20: end if

21: else

22: Glng,t = Clone(Gry,t,1) > aunary graph
23: toBeMerged <+ true

24: end if

25: whilei < m > Try all possible paths to 1y,
26:  if toBeMerged then > read a value
27: Merge(Gln,t)

28:  endif

29:  returnres
30: end procedure

Algorithms of Figure 3 describe the collector behavior. This discards all messages that
have an old timestamp. An external procedure that connects new nodes and disconnects
leaving ones is assumed. WM-Bus uses hello and disconnect messages. The variable G, +
is assumed to be a global one that contains the collector network graph. Without loss of
generality, we assume the collector reads the data of all sensor nodes in turn. The procedure
CollectorLoop(int m) performs a for loop (lines 3-5) that reads all sensor nodes in turn.
This is performed by using the procedure readOperation(node ny, int m) that tries to read
each sensor nj at most max times (this is denoted with m in the algorithm of Figure 3).
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More precisely, when a reading attempt fails, readOperation will try again until a read is
performed or the max number of attempts max has been reached. The result of line 4 can
be either the value read or the error failure. The lines 7-30 of Figure 3 describes the code of
readOperation. The do-while cycle of lines 12-25 will try at most m routing paths to read
the meter nj. More precisely, the shortest path P,, is selected by considering the current
network graph G'1,,, ; (line 13). When a path is found, the procedure ReadMeter is called
(line 17). This procedure tries to reach the node ny, by using the selected path. In case ny is
successfully read, the do-while cycle terminates (line 19), otherwise another path is tried.
The variable P, is empty when each path that leads to 7, has a link with infinity weight. In
this case, lines 22-23 are executed. These set the pointer of the temporary variable G1,,, +
to a unary clone of the global network graph G, +. G1,,  is a copy of G, ; that has the
same edges, nodes and timestamps but all the weights set to one. The unary graph G1,,,
allows the collector to retry paths that have an infinity link weight in the global network
graph G,,, ;. When the unary graph is used, the merge algorithm of Figure 1 is used to
update the weights of the network graph G/, ;+ with the new discovery weights from the
unary graph (line 27). The procedures terminates by providing the result that is either the
sensor reading (line 19 was executed), or the error Failure (max paths were tried but none
of them reached the sensor), or null (no path exists). This last option should never happen
since we assume that each node connects and disconnects correctly from the collector.

Algorithm 4 Reading procedure of the collector node ng
1: procedure ReadMeter(node n,Graph Gt (No,t, Eo,t,wo,t), Path Pr,)

2 Payload d > {Type y, node d, TimeStamp t, GraphList [, Numeric r, Path p}
3 d.y < req > WM-Bus request of reading
4 dn < ny

5: dp<+ Py,

6: dt<«t > sequence number of attempted reading
T: dl«0 > local-graph setl = {Grny, ..., Gn,,
8 Result < SendN(ng, n1, Gng,t, D)

9:  if Result = Failure then

10: return Failure > Collector cannot contact next hop n1
11:  endif

12:  if TimeOut receive(ni, M) then > Reply message not received
13: wo,¢(n1,ng) < 00 > Message was not successfully sent
14: return Failure > No path leads to the node
15:  endif

16:  Merge(Gr,¢,m.L) > Update graph G with received local-graphs
17:  if Contains(ny, M.L) then > Data value received from np
18: return M

19:  else

20: return Failure

21:  endif

22: end procedure

Algorithm 4 outlines the collector node’s reading procedure. The collector node reads
the sensor value of a node n;, by taking into account the collector network graph G,,,,. The
procedure starts by defining the payload. This contains the type of message (in this case,
arequest REQ) of reading), the destination node, the routing path, the timestamp and the
list of projection graphs that is set to empty. A local projection graph G,,, is added to the
reply list by any node in the path in order to keep the weight of the collector node graph
updated. The collector uses the sendN communication primitive in order to forward the
request to the node n; . This is the next node in the routing path. When the sending fails, the
collector node returns an error (in this case, sendN updates the weight of the link between
no and n; to infinity); otherwise, the collector waits for the reply message (line 12 of the
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algorithm). When no reply is received the collector node assumes its communication link
to the first node of the path (i.e., n1) is not working; thus the collector sets the weight of the
link wq ¢(n1, 7o) to infinity and returns a Failure error. When a reply value is returned, the
collector calls the Merge function in order to update its local network graph G,,, with the
list of projection graphs M.L = {Gy,, t, - - -, Gn, +}. The list of projection graphs is further
analyzed. More precisely, when the projection graph G,,, of the node to be read (i.e., ng)
is in the list, it means the data was successfully read and the reply message M is returned.
When the projection graph G, is not in the list, it means the data was not successfully read
and a Failure error is returned. The complexity of the Collector behaviour is polynomial
w.r.t. the number of nodes and the number of edges. In fact, the Dijkstra algorithm (which
is polynomial) is executed a constant number of times for each sensor reading.

3.3 Meter behavior

A meter ng uses an eavesdrop procedure to sniff each message that is exchanged between
neighbors (see Algorithm 5 for details). More precisely, this is a message that is sent from
n; to n; with n; # n; # n,. This indirect observation allows n, to update the link failure
index of its projection graph.

Algorithm 5 Narun eavesdrop routine

1: procedure eavesdrop(node n s, Graph G, (t)(Ns, Es, ws))
Message m
while true do
sniff (m) > sent from n; to n; withn; # nj; # nsandn; € Es
if message from n; to n; is Readable then
UpdateFailureIndex(w s, m.7 (1, ns))
end if
if ack from n; to n; is Readable then
UpdateFailureIndex(ws m,. 7 (i, ns))
10: end if
11:  end while
12: end procedure

VeI nhen

The Algorithm 6 shows the reading behavior of a meter n. This loops forever waiting
for incoming payloads (line 3 of the algorithm). When a payload D is received from a node
ns_1 the timestamp of the local graph G, ; is updated with the received one (i.e., D.t.) and
the failure index of the link ns_1, n is also updated. When the meter is the destination one
(i.e., the one to be read), a read is performed and the type of the message is changed to reply
(lines 9-10 of the algorithm). The local projection graph is added to the received payload
(this is needed to update the collector node). Finally, the payload is forwarded to the next
hop (line 14). When the next hop cannot be reached, the payload is updated with the new
projection graph since the procedure sendN would set the weight of the link (ns, ns41) to
infinity. The Reply message is sent back to the previous node in the path. In this case, no
reception of the message is checked.

3.4 NARUN connectivity

As we are going to see in the simulation Section, NARUN is suitable for dense networks
that are composed of many links between meter nodes. This setting can be found in many
applications, such as smart metering in smart cities. Dense networks ensure connectivity
and fast reading since the collector network graph always has updated links. Figure 1 shows



12

Algorithm 6 Meter n, reception behavior after bootstrap

Require: discard any message with less than ¢
Require: update G, ;¢ (N, Es, w,) with new connected/disconnected nodes
1: procedure meterReceive

2:  Payload d > {Type y, node d, TimeStamp t, GraphList , Path p}
3:  while true do

4: WaitReceive(ns 1, D) > sent by the previous node in the routing path
5: Gng,t(t < d.T)

6: UpdateFailureIndex(ws, 4.7 (ns—1, ns))

7: if d.y=REQ then > A request from collector
8: if d.n = n, then > I am the destination
9: d.r < read() > fill the reply with my reading
10: d.y < reply > set message type to reply
11: end if

12: end if

13: dL + dLUGn, ¢ > add local graph
14: ng41 < getNextHop(D.p) > get the next hop
15: if SendN(ns, ns41,d)# Success then > when the next hop is unreachable
16: dy < REP > a reply is sent back
17: dL <+ dLUGn, ¢ > add local graph
18: SendN(ns,ns_1,d)

19: end if

20:  end while
21: end procedure

Mt =REQ
@—» s —X Mt= REP
Mt =REQ :E ) -~
M1 REP Ws,s+1)=1 5 | Wiss+1)=1
A =REP  —_—,—, @ SHLI=
o 1 W(s,s+1)=infinity
CE ) i My = REQ Mt = REP
Mt = REP
My, =REQ
M2 = REP
M2 = REP 2 v
(a) indirect observation (b) local projection update

Figure 1: Updating a broken link Figure 2: Indirect update of s by

eavesdropping s + 1 communication

the detection of a broken link by the collector node. The collector node tries to read a node
ng at time ¢ by using a message M,. The first broken link in the path (the link (s, s + 1) in
Figure 1) will cause a timeout and the sending of a reply back to the collector. This is used to
update the collector graph with the broken link (i.e., w; +(s, s + 1) = oo in the example of
Figure 1). The collector will retry to read n4 by using an alternative path at time ¢ 4 1 (see
message My, of Figure 1). NARUN can update the weight of the link (s, s + 1) without
the need of any extra service messages. This is performed in two steps that are (i) indirect
observations, and (ii) local projection updates.

Indirect observations will eventually allow the detection of a link that starts functioning
again. For instance in the example of Figure 1 the collector node will eventually try to
route a message via the nodes s and s + 1. This must necessarily happen when the collector
tries to read these nodes. For instance node s can update the link failure index of (s + 1, s)
when the routing path includes s + 1 (see Figure 2). In this case, s can eavesdrop on the
messages/ACK sent by s + 1 to another node and update its local projection graph. This
update can be sent back to the collector node when s is part of a routing path. This allows
the collector to correctly update the link (s, s + 1). Symmetrically, s + 1 can update the
link failure index of (s, s + 1) when the routing path includes s. Similar observations can
be done for a node n, that is not working. In these cases, all links that have n as destination
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node will be detected as not working. NARUN will be able to detect that n, is functioning
again when a path that goes via n, will be tried.

We can easily prove that if a path leading to a node exists, the collector node
will eventually find it. When the collector network graph is updated (through indirect
observations), the collector node will eventually try the path (see the do-while cycle, lines
12-25 of Algorithm 3). When the collector network graph is not updated and all of the paths
leading to the node appears to have been broken, the use of the unary graph of lines 22-23
of Algorithm 3 will force the collector to retry all possible paths until one is found working.
While this behavior also updates link qualities, it can cause additional communication. As
we are going to see in the simulation section; when the network is dense and the error is
low, indirect observations always keep the collector network graph updated, and the unary
graph is rarely used. This can be proved by showing a low percentage of failing paths. These
are paths the collector node believes that lead to the destination node but they do not.

4 Simulation Setup

NARUN has been simulated in the San Paolo district, Camerino City (MC, Italy) where
various performance measures have been evaluated. Figure 3 shows the considered smart
meter network where the red and white markers represent the collector and meter nodes,
respectively. The white lines represent connections between nodes. We use a free space
propagation model [37]. The WM-Bus collector node is positioned in order to reach all

M

Google Earth

Figure 3: Camerino topology.

meters by using few hops. The characteristics of this topology are summarized in Table 1.
The following input parameters are used for the simulations: (i) the noise power measured
in dBm; (ii) ECC: a boolean parameter that defines the error correction code used by the
simulation (i.e., ECC=true when Hamming is used and ECC=false for CRC); (iii) routing:
a boolean parameter that determines whether the meter includes the link failure index [ fi
in a response packet.

Simulations consider a specific configuration for the physical model. WM-Bus supports
frequencies of 169MHz (Narrowband), 433 MHz, and 868 MHz. The frequency of 169 MHz
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is a novel frequency that allows distance up to 10 km. The frequency of 433 MHz instead is
widely used in Europe [8] and reaches up to a few hundred meters of distance. The frequency
of 433 MHz is intended for the sectors where 868 MHz is not allowed. Each frequency has
different modes that specify the communication baud rate and transmitter capabilities. In
our simulation, we chose the widely used frequency of 868 MHz. For channel modeling,
we used the Additive white Gaussian noise and the free space model. The transmitter is
assumed to use Frequency Shift Keying (FSK) modulation, a transmission power of 10
dBm, and an antenna with 0 dB gain. Equation 3 shows the path loss computation formula,
which depends on the frequency f, the distance between the source and the destination d,
and the gain of antenna g.

Pathlossqp = 20 x log,o(d) + 20 x logo(f) —27.55 — g 3)

With the path loss value, we can compute the signal to noise ratio at the receiving end and
the bit error rate as we can see in equation 4. This determines the success of communication.

BER:% xerfc <\/SN2RTSC> “4)

The probability of a success, a recoverable, or unrecoverable packet by assuming a binary
symmetric channel [38] can be calculated as (1 — 7)™, n x 7 x (1 —r)" Land 1 — (1 —
r)" —n x r x (1 —r)"~! where n represents the size of the packet, whereas 7 is the bit
error rate.

4.1 Assumptions and simulation methodology

In this section we summarise our simulation methodology and all assumptions. The basic
unit of our experiments is a collector reading attempt. This is done by using the ReadMeter
procedure of Algorithm 4. We denote with a® a reading attempt that is related to the sensor
i. The attempt a’ is a random variable that is equal to Failure (in the following denoted
with 0) when the collector fails to read the sensor ¢, Success (in the following denoted with
1) otherwise. The DSR attempt may include the discovery of new paths (this is done via
broadcasting). These additional messages are sent when no path is known or all available
paths failed.

A collector reading operation is a finite sequence of reading attempts r* = a'd} ... a}
(0 < k < maz) where max is the maximum number of consecutive attempts the collector
performs on the same sensor. The details of the readOperation are described in the algorithm
of Figure 3. This models that when a collector reading attempt fails, the collector will try
again until a read is performed or a max number of attempts has been reached (ten in
our simulation). Hence, a reading operation failure is a sequence that contains all zeros. A
successfully reading operation is any sequence of zeros (also an empty one) that ends with
a one (the length cannot exceed max). Equation 5 formally defines the reading operation
failure rate when reading the sensor i. F'(r?) measures the number of failed attempts during
the reading operation of the sensor 7. As we are going to see, in the following a higher failure
rate corresponds to a higher number of network messages. Equation 6 formally defines the
successful reading operation rate when reading the sensor :.

Py = 2= =) ) O(r') = =k=0"k

max max

(©)
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This can be either zero or one. It is worth mentioning that a 100% reading rate does not
imply a 0% failure rate. For instance in the sequence of attempts 0000000001 we have 90%
failure rate and 100% reading rate.

We can now formally define a collector round. Suppose that our system is composed
of z sensors. We denote with N = {ny,...,n,} the set of sensors. In a round a collector
tries to read all sensors in turns by producing a sequence of z reading operations. We use
the notation R = {r', ..., r*} to denote a round where each 7 is the reading operation on
the sensor ¢. Equations 7 and 8 formally define the failure round rate and the reading round
rate.

Lo(!
™ O(R):M ®)

We can define a simulation run that is a sequence of h rounds. This is denoted with
U ={Ry,..., Ry} Equations 9 and 10 formally define the failure run rate and the reading
run rate.

h h
An experiment is a sequence of ¢ runs. This is denoted with E = {U,...,U,}.

Equations 11 and 12 formally define the failure experiment rate F'(E) and the reading
experiment rate O(F).

F(E) = q‘qu(U) (11) o) = 2=19W)

12)

We can finally define a simulation that is a sequence of p experiments. This is denoted
with S = {F4, ..., E,}. Equations 13 and 14 formally define the failure rate F'(.S) and the
reading rate O(.S).

P F(E; 1 O(E;
F(S) — i=1 ( ) (13) O(S) — i=1 ( ) (14)
p p
The experiments S = {E\, ..., Ey,} are a sequence of independent and identically

distributed random variables. In order to stop a simulation, we use the criteria that has been
presented in [39]. At each run , we consider all the ¢ experiments that have been performed
so far (i.e, St = {E1,..., E}) and we calculate F'(S;) and O(S;). We stop when for a
sequence of k consecutive experiments (i.e., 'y, Fy11 ... Eyyy) the following conditions
hold: (1) |F(E;) — F(Ei+1)| < € (i) |O(E;) — O(E;4+1)| < e(witht < i <t+k). This stop
criteria makes sure that the sample average converge within a threshold e. We compared the
following protocols: (i) WMBUS; (ii) ECC-WMBUS; (iii) NARUN; (iv) ECC-NARUN;
(v) DSR. These are briefly described in the following.

WMBUS routing method allows node forwarding by including the path in the request.
The weight function is constant-based (see Section 3 for details). The path chosen by the
collector minimises the number of hops. Hop to hop communication uses the send described
in the Algorithm of Figure 2. This uses CRC to detect erroneous data frame and tries re-
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Table 1 Network characteristics

Network characteristic Value

Collector latitude 43.146 509 423 809
Collector longitude 13.061 599 661 224
Number of meter nodes 254 nodes

Node to node minimum distance 8.86m

Node to node maximum distance 249.99 m

Node to node average distance 151.14m

Collector to meter minimum path length” | 1hop

Collector to meter maximum path length” | 4 hops

Collector to meter average path length” 2hops

Network radius 778.10m

Network density 134.28 .nodes/km?

*Path lengths computed by finding the shortest path with the lowest
number of hops.

transmission 4 times. ECC-WMBUS is similar to WMBUS one except for the ECC use.
Hop to hop communications use Hamming forward correction code to validate and recover
messages. We emphasise that for both WMBUS and ECC-WMBUS routing the weights
are never updated but are always set to 1.

NARUN uses a connection-based weight function (see Section 3 for details) while ECC-
NARUN uses a Hamming-based one. The algorithms are described in section 3. We have
implemented the DSR algorithm as described in [16]. This uses a connection-based weight
function.

5 Simulation results

We compare the protocols when some of the links are out of use. More precisely, we consider
the case where a subset of the links are disconnected. Each simulation is a sequence of
experiments S = {E, Ea, ..., E}. Bach experiment E; is composed of a sequence of
runs (i.e., B; = {U1,Us, ..., Uy} with ¢ = 50). At each run U; we randomly select a subset
of the links and we consider them as disconnected ones (any communication via those
links fails). All the remaining links always deliver messages. For each run U; we perform h
rounds { Ry, . .., Ry} (h = 50). When the run U; is completed, a new one U, 11 is performed
where the same is repeated (a subset of the edges are randomly picked and disconnected).
When moving to a run U;; from the previous one (i.e., U;), the protocol is not restarted
(i.e., its state is kept). This allows us to test the ability of NARUN to update correctly all
links and converge to the new network state. We have performed simulations for 30%, 15%
and 5% of disconnected links. We have considered the WMBUS protocol and the NARUN
protocol. Table 2 shows the results of our simulations. We can observe that an increase in
the percentage of failing links results in a higher failure rate F'(S) and lower reading one
O(S). WMBUS has always a higher failure rate and lower sensor reading one with respect
to NARUN. In fact, NARUN marks failing links and always tries alternative routes (if any).
NARUN improves the WMBUS reading rate by 42.67% and 26.86% when 30% and 15%
of the links are not usable. NARUN improves the WMBUS reading rate by 9.77% when
5% of the links are not working. We can conclude that NARUN eavesdropping capabilities
allow the update of the collector network graph with the right link information. This allows
NARUN to find an alternative path and to have a higher reading rate.
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Table 2 Failure rate F(S) and reading rate O(S) with disconnected links

failing links protocol F(S) o(S)
30% WMBUS | 90.0373% | 51.66%
NARUN 29.9265% | 94.35%
15% WMBUS 77.6022% | 72.93%
NARUN 2.1864 % 99.79%
5% WMBUS 48.4440 % 90.22%
NARUN 0.1245% 99,99%

We compare the protocols when some of the links are noisy. More precisely, we consider
the case where a certain percentage of the links are affected by an increased noise power
(i.e., from -80 dBm to -70 dBm). Each simulation is a sequence of experiments S =
{E1, Es,...,Ey}. Each experiment E; is composed of a sequence of runs (i.e., E; =
{U1,Us,...,Us} with ¢ = 50). At each run U; we randomly pick a subset of the noisy
links. These have a noise power equal to Y (—70 <Y < —80) while all the rest of the links
always deliver messages. For each run U; we perform h rounds {Ry,..., Ry} (h = 50).
When the run U; is completed, a new one U, ; is performed where the same is repeated (a
subset of the edges are randomly picked which have noise power equal to Y'). When moving
to a run U; 1 from the previous one (i.e., U;), the protocol is not restarted (i.e., its state its
kept). This allows us to test the ability of the protocols (e.g., NARUN and DSR) to learn the
new network conditions. We have performed simulations for 30%, 15% and 5% of noisy
links with noise power values between -70 and -80 dBm. We have considered the following
protocols: (i) WMBUS; (ii)) ECC-WMBUS; (iii) NARUN; (iv) ECC-NARUN; (v) DSR.

Figure 4 shows the reading rate (we recall that the total number of sensors is 254) when
30% of links have noise. When the noise power is lower than -73 dBm, all protocols are
able to read all the 254 sensors (i.e., 100% of sensor reading rate). When the noise power
is -70 dBm the reading performance of the WMBUS drastically decreases to 180 sensors
out of 254 (i.e., 71.29%). The use of Hamming code (i.e., ECC-WMBUS) improves the
reading rate of WMBUS. ECC-WMBUS reads 210 sensors out of 254 (i.e., 83.1% reading
rate). NARUN reads 96% of the sensors while ECC-NARUN and DSR read 99% of the
sensors. These protocols perform better since they are able to discover a path with no
noisy links unlike the WMBUS which always tries the shortest path. Figure 5 show the
failure rate with 30% of noisy links. When the noise power is higher than -75 dBm, all
protocols have a reading failure rate close to 0%. When the noise power is between -70 and
-74 dBm, WMBUS has a high failure rate since it always tries the shortest path without
considering alternative paths with less noise. The introduction of the Hamming code (i.e.,
ECC-WMBUS) reduces the failure rate by 14%. The DSR and NARUN protocols reduce the
failure rate of the WMBUS by 30% and 78%, respectively. In fact, both DSR and NARUN
will eventually find the least noisy paths. We recall that NARUN and DSR mark a noisy
link with infinity when it fails to deliver a message. The caching strategy of DSR will make
paths with less noisy links to become a stable choice while NARUN indirect observations
can update noisy links and make them a possible choice. This explains the slightly higher
failure rate of NARUN (it retries a shorter path with noisy links). When all paths that lead
to a node are noisy, both NARUN and DSR can keep discovering new paths. In this case the
flooding discovery strategy of DSR will cause a higher amount of messages when compared
with the indirect observations and retrial collector strategy (see Algorithm 3) of NARUN.
This behaviour has been validated by checking the total amount of messages received by
the sensors in a round (see Figure 6 and Figure 11). DSR generates the highest traffic load
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in order to perform various flooding discoveries. Although WMBUS has a very low reading
rate, its traffic load is not high. In fact, although it performs several attempts to read the
same sensors, no flooding is involved and the shortest path is always used.

The addition of weights that are based on hamming (i.e., ECC-NARUN) results in the
lowest failure rate. ECC-NARUN reduces the failure rate by 70% and 32% when compared
to WMBUS and DSR. ECC-NARUN has a low traffic load since it has the least failure rate
and no overhead messages are used (i.e., link weights are updated via indirect observations).

Figure 9 and 8 shows the reading rate and the failure when 15% of the links are noisy.
Figure 10 and Figure 11 show the traffic load. The trend of the protocols is the same of the
30% noisy links case that we have already discussed.

We can conclude the following: (i) DSR and NARUN are able to read the highest
number of sensors since they eventually select paths with less noise ; (il)) WMBUS reads the
lowest number of sensors since always selects the shortest path without considering the link
noise; (iii) ECC-NARUN has the lowest failure rate and a low traffic load. In fact, indirect
link observations allow a quick update of the collector network graph without the need of
overhead messages; (iv) DSR has the highest traffic load since various floodings may be
needed to converge to the paths with the lowest noise. The use of the Hamming code seems
effective for improving the reading rate and reducing the failure one.
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6 Conclusions and Future Work

The WM-Bus is a widely used meter protocol in utility networks. However, in a noisy
environment, faults become a serious issue resulting in excess volumes of transmissions. The
increased energy consumption due to this activity is also problematic for battery-operated
nodes. This work proposes NARUN that aims at reducing reading failure through the use
of the Hamming ECC combined with a noise adaptive routing protocol. The employed
Hamming ECC reduces re-transmissions by correcting the single-bit errors. The proposed
methods are benchmarked in simulations by changing the noise power value between -80
and -70 dBm. Our results show that DSR and NARUN are able to read the highest number
of sensors since they eventually select paths with low noise while WMBUS reads the lowest
number of sensors since always selects the shortest path without considering the link noise.
ECC-NARUN has the lowest failure rate and a low traffic load. In fact, meters eavesdrop on
the surrounding environment and efficiently report information on link failure index back to
the collector with ordinary reading messages. DSR has the highest traffic load since various
floodings may be needed to converge to the paths with the lowest noise. As future work, we
plan to include a caching strategy inside ECC-NARUN.
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